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Introduction

This Standards Part 2 of a multipart standard coverin@pen XMtrelated technology.

e Partl: "Fundamentals"”

e Part2: "Open Packaging Conventiongéhis document)
e Part3: "Primer"

e Part4: "Markup Language Refererice

e Part5: "Markup Compatibility
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Scope

1. Scope

This Standard specifiebé stucture and functionality of @ackagein terms ofa packag model and a physical
model.

Thepackag modebefines a package abstraction that holdsadlection ofparts. Theparts are composed,
processed, and persisted according to a set of ritastscanhave relationships tother parts or external
resources, and the package as a whole can have relationships to parts it contains or external resources. The
package model specifies how the parts of a package are named and relatechd®@&tsntent typesand are
uniquely identified ging the wekldefined naming guidelines provided in this Standard.

Thephysicaimappingdefines the mapping of the components of the package model to the features of a specific
physical format, namely a ZIP archive.

This Standat also describes certain features that might be supported in a package, inchastangropertiegor
package metadata, taumbnailfor graphical representation of a package, atigital signatureof package
contents.

Because this Standard will continue to evolve, packages are designed to accommodate extensions and support
compatibility goals in a limited way. The versioning and extensibility mechanisms describeddin"R&atkup
Compatibility" support compatibilitydtween software systems based on different versions of this Standard

while allowing package creators to make use of new or proprietary features.

This Standard specifies requirements for package implementers, producers, and consumers.

DRAFT: Contents are subject to change without notice. 1
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Conformance to this Standard

2. Conformance to this Standard

Conformance to this Standard is of interest to the following audiences:

e Those designing, implementing, or maintaining Open Packaging Conventions consumers or producers.

¢ Governmental or commercial entities wishing to procure Open Packaging Comgotinsumers or
producers.

e Testing organizations wishing to provide an Open Packaging Convertitiosmance test suite.

e Programmers wishing to interact programmatically with Open Packaging Conventions consumers or
producers.

e Educators wishing to teach abt Open Packaging Conventions consumers or producers.

¢ Authors wanting to write about Open Packaging Conventions consumers or producers.

As such, conformance is most important, and the bulk of this Standard is aimed at specifying the characteristics
that make Open Packaging Conventions consumers or producers strictly conforming ones.

I 35 2FUKS 6 2NRGeK- i RO (53N dAER 0SKI RN

The text in this Standard is divided into normative and informative categories. Normative text is further broken
into mandatoryandoptional subcategories. A mandatory feature shall be implemented as specified by this
Standard. An optional feature need not be implemented; however, if it is supported, it shall be implemented as
specified by this Standard. Unless statedasthise, all features are mandatoryhe text in this Standard that
specifies requirements is considerstandatory All other text in this specification iisformative; that is, for
information purposes only.

To conform to this Standard, an implementatisimall provide the specified normative elements and meet the
criteria 0f2.1, A Conforming Implementation

This Standard does not contain any unspecified behavior.

2.1 A Conforming Implementation

Astrictly conforming consumer or producgrall use only those features of Open Packaging Conventions
spedfied in this Standard as being mandatory. It shall not act in a manner that is dependent on any unspecified
or implementationdefined behavior. A strictly conforming consumer shall accept any valid Open Packaging
Conventions package. The Open Packagimyéions packages generated by a strictly conforming producer
shall be valid.

A strictly conforming consumer or producer shall interpret characters in conformance with ISO/IECL1H3546
required by the XMIL.0 Standard. A strictly conforming consumepasducer shall accept Unicode source files
encoded with either the UT8 or UTFL6 encoding forms as required by the XMQ Standard.

DRAFT: Contents are subject to change without notice. 2
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Conformance to this Standard

A strictly conforming consumer shall produce at least one diagnostic message if its input package is invalid. A
packagesd invalid if any of its contents violate any rule of syntax or any negative requirement in this Standard.

A (nonstrictly) conforming consumer or producerone having capabilities that are a superset of those
described in this Standard, provided thes@ahilities do not alter the behavior that is required by a strictly
conforming consumer or producer. Conforming consumers and producers shall diagnose Open Packaging
Conventions packages containing extensions that are outside the scope of this StandeedeHdaving done
so, they are permitted to continue to consume or produce such packages.

A conforming consumer or producer shall be accompanied by a document that defines all implementation
defined characteristics and all extensions.

In order for any cosumer to be considered conformant, it shall observe the following rules:

It shall not report errors when processing conforming instances of the documented formats except when forced
to do so by resource exhaustion.

It should report errors when processingn-conforming instances of the documented formats when doing so
does not pose an undue processing or performance burden.

In order for any producer to be considered conformant, it shall observe the following rules:

It shall not generate any new, naronforming instances of a documented format.

It shall not introduce any nenonformance when modifying an instance of a documented format.
Editing applications shall observe all of the above rules.

Conformance requirements are documented inline in ggscification, and each requirement is denoted with a
rule number enclosed in brackets. For convenience, these rules are collected togeftmereix IdConformance
Requirementsd

2.2 Verbal Forms for the Expression of Provisions

Specific verbal forms are used in the normative clauses of this Standard in order to distinguish among
requirements for compliance, provisions allowing a freedom of choice, and recommendations. Those verbal
forms are prescribed by ISO/IEC Directives, izndiSa BNKS aNBdkEl yR RNIYI2F1yTENG Ry

{0 yR N

The followingTable2¢158Verbal forms &Y Y |- MUBAKS LEEEONISR 29Nl  BNG&and equivalent expressions
used in this Standard.

Table2¢1. Verbal forms

Provision Verbal form Alternative expression

DRAFT: Contents are subject to change without notice. 3



Conformance to this Standard

Provision Verbal form Alternative expression

A requirement on a producer or shall is required to
consumer, stritty to be followed for is, is to
compliance to thiStandard

shall not iS not permitted

is not allowed

A permission expressed by the might is permitted to
Standard is allowed

need not is not required to
A recommendation expressed by the| should it is recommended that
Standard, it need not be followed is recommended

should not
A capability or possibility opentoa | can is able to
producer or a consumer of the it is possible to
Standard ispossible

cannot

DRAFT: Contents are subject to change without notice. 4
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3. Normative References

The following normative documents contain provisions, which, through reference in this text, constitute
provisions of this Standard. For dated references, subsequent amendments to, or revisions of, any of these
publicationsdo not apply. However, parties to agreements based on this Standard are encouraged to investigate
the possibility of applying the most recent editions of the normative documents indicated below. For undated
references, the latest edition of the normativecument referred to applies. Members of ISO and IEC maintain
registers of currently valid International Standards.

ISO 8601Data elements and interchange formatsinformation interchange Representation of dates and
times.

ISO/IEC 9598 Publickey andattribute certificate framework$x.509 Certificate).

ISO/IEC 10646 (all partg)formation technology Universal MultipleOctet Coded Character Set (UCS)

DRAFT: Contents are subject to change without notice. 5



10
11

12

13
14

15
16

17
18

19
20

21
22

23

24
25
26

27
28

Definitions

4. Definitions

For the purposes of this Standard, the following definitions apply. Other termdedireed where they appear in
italic type. Terms explicitly defined in this Standard are not to be presumed to refer implicitly to similar terms
defined elsewhere.

access styla The style in which local access or networked aceessriducted. The access styles are as follows:
streaming creation, streaming consumption, simultaneous creation and consumption, and direct access
consumption.

behaviort External appearance or action.

behavior, implementationdefinedt Unspecified behavior where each implementation shall document that
behavior, thereby promoting predictability and reproducibility within any given implementation. (This term is
2Y S A0 SRA- LI (Ry-spechO0SK RND

behavior, unspecified Behavior where this Standard imposes no requirements.

communication stylet The style in which package contents are delivered by a producer or receied by
consumer. Communication styles include: random access and sequential delivery.

consumert A piece of software or a device that reads packages through a package implementer. A consumer is
often designed to consume packages only for a specific physical package format.

content type 1 Describes the content stored in a paContent types define a media type, a subtype, and an
optional set of parameters, as defined in RI&L6.

Content Types stream A speciallynamed stream that defines mappings from part names to content types.
The contentypes stream is not itself a part, and is not URI addressable.

devicet A piece of hardware, such as a personal computer, printer, or scanner, that performs a single function
or set of functions.

growth hint T A sugested number of bytes to reserve for a part to growplace.

Interleaved orderingt  ¢KSf 82daaBS 27 LBEXD f LBIQ | 356 KIELUNE | NN S/ ViR LBl yREY BSR

NE 6 AK LB TRY 20KS\NIINESG  KSy RSN erleaved packages help improve the performance of the
consumer processing the package.

Layout stylet The style in which the collection of parts in a physical package is laid out: either simple ordering
or interleaved ordering.

DRAFT: Contents are subject to change without notice. 6
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locd accesg The access architecture in which a pipe carries data directly from a producer to a consumer on a
single device.

Networked access The access architecture in which a consumer and the prodwrameinicate over a
protocol, such as across a process boundary, or between a server and a desktop computer.

Pack URt A URI scheme that allows URIs to be used as a uniform mechanism for addressing parts within a
package. Pack URIs are used as Base URIs for resolving relative references among parts in a package.

Packagea A logical entity that holds eollection of parts.

Package Implementer Software that implements the physical inpotitput operations to a package according
to the requirements and recommendations of this Standard. A package implementer is used lyeeprar
consumer to interact with a physical package. A package implementer may be either @aktaad\PI| or may

be an integrated component of a producer, consumer application, or device.

Package modet A package abstraction &t holds a collection of parts.

Package relationship A relationship whose target is a part and whose source is the package as a whole.
t I QF BN GryaKALAF NIRdYR A (KSLBQ I 35 NI Ry 3KALA LN/ Y SR cky N

Partt A stream of bytes with a MIME content type and associated common properties. Typically corresponds
to a file Exampleon a file systenend examplg a stream Examplein a compound filendexampld, or a
resource Examplein anHTTP URInd examplg

Part namet The path component of a pack URI. Part names are used to refer to a part in the context of a
package, typically as part of a URI.

Physical modet A description of the capalities of a particular physical format.

Physical package format A specific file format, or other persistence or transport mechanism, that can
represent all of the capabilities of a package.

Piecet A portion of a part. Pieces of different parts may be interleaved together. The individual pieces are
named using a unique mapping from the part name. Piece hame grammar does not conform with part name
grammar. Pieces are not addressable in the packageel.

Pipet A communication mechanism that carries data from the producer to the consumer.

Producert A piece of software or a device that writes packages through a package implementer. A producer is
often designed tgroduce packages according to a particular physical package format specification.

Random access A style of communication between the producer and the consumer of the package. Random
access allows the consumer to reference andagbtiata from anywhere within a package.

DRAFT: Contents are subject to change without notice. 7
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Relationshipt The kind of connection between a source part and a target part in a package. Relationships make
the connections between parts directly discoverable without looking at the caritetie parts, and without
altering the parts themselves. (See also Package Relationships.)

Relationships part A part containing an XML representation of relationships.
Sequential deliveryt  Acommunication style in which all of part n is delivered to a consumer before part n+1.

Simple orderingt A defined ordering for laying out the parts in a package in which, when the package is
delivered in a purely linear fashipall of the bytes for the first part arrive first, then all of the bytes for the
second part, and so on.

Simultaneous creation and consumption A style of communication between a producer and a consumer in
highly pipelined environments where streaming creation and streaming consumption occur simultaneously.

Streamt A linearly ordered sequence of bytes.

Streaming consumptiort  An access style in which parts of a physical package may be processed by a consumer
before all of the bits of the package have been delivered through the pipe.

Streaming creatiorr A generating style in which a producer ndynamically add parts to a package after
other parts have been added.

Thumbnailt A small Image that is a graphical representation of a part or the package as a whole.

Well-known partt A part with a welknown relationship, which enables the part to be found without knowing
the location of other parts.

ZIP Archiva A ZIP file as defined in the ZIP file format specification. A ZIP archive contains ZIP items.

ZIP ltemt A ZIP item is an atomic set of data in a ZIP archive that becomes a file when the archive is
uncompressed. When a user unzip&l® baseg@ackage, the user sees an organized set of files and folders.

DRAFT: Contents are subject to change without notice. 8
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5. Notational Conventions

51 Document Conventions

Exceptwhere otherwise noted, syntax descriptions are expressed in the ABNF format as definedizBRFC

Glossary terms are formatted likbis.

Syntax descriptions and code are formattedrionospace type.

Attributes names are formatted iArial type.

Attribute values are formatted ihucida Console  type.

Elements are formatted iArial type.

Examples are delimited bf Y LBYX §/REH Y LI Examples are informative.

Notes are delimited byo2(8YX S/Ry2( Notes are informative.

5.2 Diagram Notes

In some cases, markup semantics are described using diagrams. The diagrams place the parent element on the

left, with attributes and child elements to the right. The symbols are described below.

Symbol

Description

Required element: This box represeats element that shall appead
exactly once in markup when the parent glement is included. Th
G YR AgE BY 022y (KSNEKG2FKSSS 62BA K- @By2 85Y Yo
meaning.

Optional element: This box represents an element that shall app
zero or one timesn markup when the parent element is included

Range indicator: These numbers indicate that the designated
element or choice of elements can appear in markup any numbé
times within the range specified.

[ stributes

Attribute group: This box indicates that tleaclosed boxes are ead
attributes of the parent element. Soldorder boxes are required
attributes; dasheeborder boxes are optional attributes.

Sequence symbol: The element boxes connected to this symbo
shall appear in markup in the illustrated sespce only, from top to
bottom.

DRAFT: Contents are subject to change without notice.



Notational Conventions

Symbol Description
= Choice symbol: Only one of the element boxes connected to this
symbol shall appear in markup.
et cp Type _| Type indicator: The elements within the dashed box are of the
| .| | complex type indicated.
|{_'"_:E|'|a |
_____ 2o J
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6. Acronyms and Abbreviations

This clause is informative.

The following acronyms and abbreviations are used throughout this Standard
IECt the International Electrotdanical Commission

ISOt the International Organization for Standardization

W3Ct World Wide Web Consortium

End of informative text.
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/. General Description

This Standard is intended for use by implementers, academics, and application programmers. As such, it
contains a considerable amount of explanatory material that, strictly speaking, is not necessary in a formal
language specification.

This Sandard is divided into the following subdivisions:

Front matter (clause$¢7);

Overview and introductory material (clau8
Main body (clause8-13);

Annexes

P wnNPRE

Examples are provided to illustrate possible forms of the constructions described. Referenossa@io refer
to related clauses. Notes are provided to give advice or guidance to implementers or programmers. Annexes
provide additional information and summarize the information contained in this Standard.

The following form the normative part of thiStandard:

e Claused, "Scopé (KN#iZK 556N otational ConventiorB 726GeneraDescriptiofE ' YR936Package
Model® (KNe#iZK 13%0Digital Signatures

e Annex ABResolving Unicode Strings to Part NaB&eHizK Annex HiStandard Namespaces and
Content Types

The following form the informative part of this Standard:

e Introduction

e Clause$36Acronyms and Abbreviatiofsl yR8Z00verviewé

e Annex IPhysical Model Design ConsideratiBriis/RAnnex JdConformance Requiremerits
e All notes

o All examples

e The bibliography

Whole clauses and annexes that are informative are identified as such. Informative text that is contained within
normative text is identified as either an exampbe a note as specified B 1>dDocument Conventior$

DRAFT: Contents are subject to change without notice. 12
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8. Overview

Thisclause is informative.

This specification describes an abstract model and physical format conventions for the use of XML, Unicode, ZIP,
and other openly available technologies and specifications to organize the content and resources of a document
within apackage. It is intended to support the content types and organizdtiowarious applications and is

written for developers who are building systems that process package content.

In addition, this specification defines common services that can be incindegackage, such as Core
Properties and Digital Signatures.

A primary goal is to ensure the interoperability of independently created software and hardware systems that
produce or consume package content and use common services. This specificaties thefiformal
requirements that producers and consumers shall satisfy in order to achieve interoperability.

Various XMibased building blocks within a package make use o€tim@entions described in Pt "Markup
Compatibility" to facilitate future endincement and extension of XML markup. That specification shall be
explicitly cited by any markup specification that bases its versioning and extensibility strategy on Markup
Compatibility elements and attributes.

End of informative text.
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9. Package Model

Apackageis a logical entity that holds a collectiohparts The purpose of the package is to aggregate all of the
pieces of a document (or other type of content) into a single obj&arple A package holding a document
with a picturemight contain two parts: an XML markup part representing the document and another part
representing the pictureend examplé¢ The package is also capable of storglgtionshipsbetween parts.

The package provides a convenient way to distribute documsitksall of their component pieces, such as
images, fonts, and data. Although this specification defines a siihgleackage format, the package model
allows for the future definition of other pJsical package representatiorjExample A package could be
physically represented in a collection of loose files, in a database, or ephemerally in transit over a network
connection end examplé

This specification also defines a URI schemep#toik URIthat allows URIs to besed as a uniform mechanism
for addressing parts within a package.

9.1 Parts

Apartis a stream of bytes with the properties listedTliable9¢1l. Astreamis a linearly ordered sequence of
bytes. Parts are analogous to a file in a file system or to a resource on an HTTP server.

Table9¢l. Part properties

Name Description Required/Optional

Name The name of the part Required. The package
implementer shall require a
part name. [M1.1]

Content The type of content stored in the part Required. The package
Type implementer shall require a
content type and the format
designer shall specify the
content type. [M1.2]

Growth Hint | A suggested number of bytes to reserve for | Optional. The package

the part to grow inplace implementer might allow a
growth hint to be provided by
a producer. [O1.1]

9.1.1 Part Names

Each part has aame Part namegefer to parts within a packaggExampleThe part name
&hello/world/doc ®Y t¢ @y VaKNS 53y S/TBYoKS2¢ 206 2NRE ST yRERRGBY . The first two segmentis the
samplerepresent levelsn the logical hierarchy and serve to organize the parts of the package, whereas the
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third contains actual contentNote that segmentsire not explicitly representeds foldersn the package model,
and no directory of folders exists in the package moeleti example]

9.1.1.1 Part Name Syntax

The @rt namegrammar is defined as follows:
part name = 1*( "/"segment )
segment = 1*( pchar)

pchar isdefined in RFC 3986

The @rt name grammar implies the following constrainthe package implementer shall neither create any
part that violates these constraints nor retrieve any data from a package as a part if the purported part name
violates these constraints.

e A part name shall not be empty. [M1.1]

¢ A part nameshall not haveempty segments. [M1.3]

o A part nameX ff &1 Nii AK I BNl N 3K awe 00K NLTISNiEA. v

e A part nameshall not have a forward slash as the last character. [M1.5]
e A segment shall not hold any characters other tpahar characters. [M1.6]

Part segment$iave the following additional constraints. The package implementer shall neither create any part
with a part name comprised of a segment that violates these constraints nor retrieve any data from a package as
a part if the purported part name contains agseent that violates these constraints.

e A segmenshall not contain percerfyCRSR BN N 3K axe E2NGI Q 6 I N 3K 6 60 K- NLISND
[M1.7]

¢ A sgment shall not contain percemncoded unreserved characters. [M1.8]

e A segment shall not end with a d@®00K- NLTISNa Mt

¢ A segment shall include at least one rdot character. [M1.10]

[Example:

Example9¢l. A part name

/al%D1%86.xml
end examplg
9.1.1.2 Part Naming

A package implementer shall neither create nor recognize a part withrename derived from another part
name by appending segments to[¥1.11][Examplelf a package contains a part named
&'segmentl/segment2/.../segmemgsiKS/ 20KSNLINE A (K (ipackageshall not have names such as:
a3y S/ivezdsegmentl/segment&2Ndsegmentl/segment2/.../segmemk1édendexampe]
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9.1.1.3 Part Name Equivalence

Part name equivalende determined by comparingart names as casesensitive ASCII string3ackages shall
not contain @uivalentpart namesand package implementers shall neither create nor recognize packages with
equivalent part names. [M1.12]

9.1.2 Content Types

Every part has eontent type which identifies the type of content that is@ed in the part. Content types

define a media type, a subtype, and an optional set of parameters. Package implementers shall only create and
only recognize parts with a content type; format designers shall specify a content type for each part included in
the format. Content types for package parts shall fit the definition and syntax for media types as specified in RFC
2616, 83.7. [M1.13] This definition is as follows:

media - type = type "/" subtype *( ;" parameter )
where parameter is expressed as
attribute "=" value

The type, subtype, and parameter attribute names are géasensitive. Parameter values may be casasitive,
depending on the semantics of the parameter attribute name.

Content types shall not use linear white space either betweentyppe and subtype or between an attribute and

its value. Content types also shall not have leading or trailing white spaces. Package implementers shall create
only such content types and shall require such content types when retrieving a part from ay@aftkanat

designers shall specify only such content types for inclusion in the format. [M1.14]

The package implementer shall require a content type that does not include comments and the format designer
shall specify such a content type. [M1.15]

Format designers might restrict the usage of parameters for content types. [01.2]

Content types for packaggpecific parts are defined linnex HdStandard Namespaces and Content Types

9.1.3 Growth Hint

Sometimes a part is modified after it is pladach package. Depending on the nature of the modification, the
part might need to grow. For some physical package formats, this could be an expensive operation and could
damage an otherwise efficiently interleaved package. Ideally, the part should keedlto grow inplace,

moving as few bytes as possible.

To support these scenarios, a package implementer can assogabeveh hintwith a part. [O1.1] Thgrowth

hint identifiesthe number of bytes by which the producer predicts that the part will grova mapping to a
particular physical format, this information might be used to reserve space to allow the part to gpace

This number serves as a hint onlje package implementer might ignore the growth hint or adhere only loosely
to it when speifying the physical mapping. [O1.3] If the package implementer specifies a growth hint, it is set

DRAFT: Contents are subject to change without notice. 16
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when a part is created and the package implementer shall not change the growth hint after the part has been
created. [M1.16]

9.14 XML Usage

All XML content of th@arts defined in this specification shall conform to the following validation rules:

1. XMLcontent shall be encoded using either Jd'Br UTFLG6. If any part includes an encoding declaration
(as defined irg4.3.3 of the XML specification), that declaratsirall not name any encoding other than
UTF8 or UTFL6. Package implementers shall enforce this requirement upon creation and retrieval of
the XML content. [M1.17]

2. The XML 1.0 specification allows for the usage of Data Type Definitions (DTDs), whiclDenéablef
Service attacks, typically through the use of an internal entity expansion technique. As mitigation for this
potential threat, DTD content shall not be used in the XML markup defined in this specification. Package
implementers shall enforce thiequirement upon creation and retrieval of the XML content and shall
treat the presence of DTD content as an error. [M1.18]

3. If the XML content contains thdarkup Compatibility namespace, as described in Batiarkup
Compatibility", it shall be procesd by the package implementer to remove Markup Compatibility
elements and attributes and ignorable namespaces before applying further validation rules below.
[M1.19]

4. XML content shall be valid according to the corresponding XSD schema defined in thisasioeciln
particular, the XML content shall not contain namespaces that are not explicitly defined in the
corresponding XSD unless the XSD allows any namespace to be present in particular locations in the XML
markup. Package implementers shall enforeis requirement upon creation and retrieval of the XML
content. [M1.20]

5. -a[ @YD/ ffy2i@yU NV SSy S/E2NIINGIBARNG Y TRY 6EY 8 2Nk Y'Y SILICRA dytSa (KSR
are explicitly defined in the XSD schema or by other means described in thécspecif Package
implementers shall enforce this requirement upon creation and retrieval of the XML content. [M1.21]

9.2 Part Addressing

Parts often contain references to other parfExample A package might contain two parts: an XML markup file
and an image. The markup file holds a reference to the image so that when the markup file is processed, the
associated image can be identified and locatd exampld

9.2.1 Relative References

Thetermsbase URandrelativereferenceare used in accordance with RBE@86.

A relative reference is expressed so that the address of the referenced part is determined relative to the part
containing the reference.

Relative references from a part are interprdteelative tothe base URI of thadart. By default, the base URI of a
part is derived from the name of the part, as defined Bx&dComposing a Pack @RI

DRAFT: Contents are subject to change without notice. 17
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If the format designer permits it, parts can contain Unicode strings representing references to other parts. If
allowed by the format desigr, format producers can create such parts and format consumers shall consume
them. [O1.4] In particular, XML markup might contain Unicode strings referencing otheapartsaluef the
xsd:anyURI datatype. Format consumers shall convert these Unicode strings to URIs, as defikmateinA
6Resolving Unicode Strings to Part NameSENINGERIYIKSY NIl (5 (2 (KSol 85! w2 FKS LIN2y U A3

the Unicode string. [M1.23]

Some types of content provide a way to override the default hdRé& by specifying a different base in the
content. [Example XML Base or HTMind examplg In the presence of one of these overrides, format
consumers shall use the specified base URI instead of the default. [M1.24]

[Example:
Example9¢2. Part names and relativeeferences
A package includes parts with the following names:

e /markup/page.xml
e /images/picture.jpg
e /images/other_picture.jpg

If /markup/page.xml contains a refemee to ../images/picture.jpg, then this reference is interpreted as referring
to the part name /images/picture.jpg.

end examplg

9.2.2 Fragments

Sometimes it is useful to address a portion of or a specific point in a part. In URIs, a fragment identifier is used
for this purpose. (See RBG86.)

[Example In an XML part a fragment identifier might identify a portion of the XML content using ah XPat
expressionend example]

9.3 Relationships

Parts often contain references to other parts in the package and to resources outside of the package. In general,
these references are represented inside the referring part in ways that are specific to the comertftthe

part, that is, in arbitrary markup or an applicatigpecific encoding. This effectively hides the internal and

external links between parts from consumers that do not understand the content types of the parts containing
such references.

The pak&age introduces a highdevel mechanism to describe references from parts to other internal or external
resourcesrelationships Relationshipsepresent the type of connection between a source part and a target
resource. They makiie connection directly discoverable without looking at the part contents, so they are
independent of contenspecific schemas and quick to resolve.

DRAFT: Contents are subject to change without notice. 18



a A W N P

10

11

12

13
14
15

16

17
18
19

20
21
22
23

24
25
26

27
28
29
30

31
32
33

Package Model

Relationships provide a second important functioglating partswithout modifyingtheir content Sometines
relationships act as a lab&here the content type of théabeledpart does not define a way to attach the given
information. Some scenarios require information to be attached to an existing part without modifying that part
either because the part isncrypted and cannot be decryptedr because it is digitally signed and changing it
would invalidate the signature.

9.3.1 Relationships Part

Relationships are representdxy XMLstoredin aRelationships partThe Relationships piais URJaddressable

and it can be opened, read, and deletddhe Relationships pashall nothave relationships to any other part
Package implementers shall enforce this requirement upon the attempt to create such a relationship and shall
treat any sub relationship as invalid. [M1.25]

The content type of the Relationships part is definedimex HoStandard Namespaces and Content Types

9.3.2 Package Relationships

A relationship whose source is a package as a whole is knowpaagage relationshig?ackage relationships
are used to identify tB &l Ni/= parts in a package for a given context. This method avoids relying on naming
conventions for finding parts in a package.

9.3.3 Relationship Markup

Relationships are represented usikBelationship>elements nested in a singtRelationships>elemert.
These elements are defined in the Relationships namespace, as specHieakix HéStandard Namespaces
and Content Typés The schema for relationships is describedimmex DoRelationships Scheréa

The package implementer shall require that eveRelationship>element has and attribute, the value of
which is unique within the Relationships part, and thag kth type is xsd:IDthe value of whicltonformsto the
naming restrictions for xsd:l&s described ithe W3C Recommendatiaina [ {KSY'| t I NiY5| I (BLSAE
[M1.26]

The nature of a&Relationship>elementisidentified bythe Type attribute. Relationship Type @efined in he
same way that namespaces are defined for XML namespBgessingtypes patterned after the Internet
domainname space, nowoordinating parties can safely create noonflicting relationshipypes

Relationship types can be compared to determine wheth <Relationship>element are of the same type.

This comparison is conducted in the same way as when comparing URIs that identify XML namespaces: the two
URIs are treated as strings and considered identical if and only if the strings have the saamesaxfu

characters. The comparison is casnsitive and no escaping is done or undone.

TheTarget attribute of the <Relationship>elementholds a URI that points to a target resource. Where the URI
is expressed as a relative reference, it is resolved against the base URI of the Relationships source part. The
xml:baseattribute shall not be used to specify a base URI for relationship XML content.

DRAFT: Contents are subject to change without notice. 19
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9.3.3.1 <Relationships>Element

The structure of &Relationships>element is shown in the following diagram:

diagram | [T T T T —|

_______________

annotation The root element of the Relationships part.

9.3.3.2 <Relationship>Element

The structure of &Relationship>element is shown in the following diagram:

diagram T
9 | CT Relmonﬂm

| [E] attributes

=Relationship

e —

attributes ' Name Type Use Default Fixed Annotation

Tal’getMOde ST_Tal’getMOd‘ Optional The package imp|ementer m|ght all
a TargetModeto be provided by a
producer. [O1.5]

TheTargetModeindicates whether
or not the target describes a resour.
inside the package or outside the
package. The valid values are

GlyTBNA £ | YREOHBIVE D

The default value is Internal. When
set to Internal, theTarget attribute
shall be a relative ference and that
reference is interpreted relative to
(KS SLINYE LONGE2NIBG F 6
relationships, the package

DRAFT: Contents are subject to change without notice. 20



Package Model

implementer shall resolve relative
references in thélarget attribute
against the pack URI that identifies
the entire package resource. [M1.2¢
For more information, seAnnex B
arqQ ! we

When set to External, th€arget
attribute may be a relative reference
or a URI. If th@arget attribute is a
relative reference, then that
reference is interpreted relative to
the location of the package.

Target xsd:anyURI  required The package implementer shall
require theTarget attribute to be a
URI reference pointing to a target
resource. The URI reference shall k
URI or a relative reference. [M1.28]

Type xsd:anyURI  required The package implementer shall
require theType attribute to be a Uk
that defines the role of the
relationship and the format designe
shall specify such a Type. [M1.27]

Id xsd:ID required The package implementer shall
require a valid XML identifier. [M1.2
Theld type is xsd:ID and it shall
conform to the naming restrictions
for xsd:ID as specified in the W3C
WS2YY SR Ry & a [ {GKSY'T t |-NU
HY5 | (BL35® ¢KS @ fd32FKS Id
attribute shal be unique within the
Relationships part.

annotation Represents a single relationship.

DRAFT: Contents are subject to change without notice. 21



o N o O

10
11
12

13
14
15

16

17

18
19
20

21

Package Model

A format designer might allow fragment identifiers in the value of Taeget attribute of the <Relationship>
element. [O1.6]f a fragment identifier is allowed in thEarget attribute of the <Relationship>element, a
package implementer shall not resolve the URI to a scope less than an entire part. [M1.32]

9.34 Representing Relationships

Relationships are represented in XML inedaRonships partEach part in the package that is the source of one

or more relationships can have an associated Relationships part. This part holds the list of relationships for the
source part. For more information on the Relationships namespace daibreship types, seAnnex H

oStandard Namespaces and Content Types

Aspecial naming convention is used for the Relationships part. First, the Relationships part for a part in a given
folder in the name hierarchy is stored in a sERING fSRUNEEH SEYRIKSyIY S2FKS WAl (RyZKA_A LIND
RBNISROR I LIGyRy3oddiE (B (KSy1Y S2FIKS 2NV LINgPackage relationships are found in the package

NG (RyKALA LUNIY/T Y SR oy Nk

The package implementer shall name relationship parts according to the special relationships part naming
convention and require tt parts with names that conform to this naming convention have the content tgpe
aRelationships parfM1.30]

[Example:
Example9¢3. Sample relationships and assdeid markup

The figure below showsDigital Signature Origin part and a Digital Signature XML Signature part. The Digital
Signature Origin part is targeted by a package relationship. The connection from the Digital Signature Origin to
the Digital SignaturXML Signature part is represented by a relationship.

Package Relationships Part PACKAGE
/_rels/.rels

v

Digital Signature
Origin Part
forigin

Relationships Part
[_rels/origin.rels

l

Digital Signature
XML Signature
Part
fsignature1.xml
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The relationship targeting the Digital Signature Origin part is stored in /_rels/.rels and the relationship for the
Digital Signature XML Signature part is stored in /_rels/origin.rels.

The Relatioghips part associated with the Digital Signature Origimtains a relationship that connects the
Digital Signature Origin part to the Digital Signature XML Signature part. This relationship is expressed as follows:

<Relationships
xmins=" http://schemas. openxmlformats.org /package/2006/relationships ">
<Relationship
Target="./Signature.xml|"
ld="A5FFC797514BC"
Type=" http://schemas. openxmlformats.org /package/2006/relationships/
digital - signature/signature ">
</R elationships>

end example]
[Example:
Example9c4. Targeting resources

Relationships can target resources outside of the package at an absolute location and resoutedsddative

to the current location of the package. The following Relationships part specifies relationships that connect a
part to picl.jpgat an external absolute location, anditay _house.jpgt an external location relative to the
location of the pacage:

<Relationships
xmins=" http://schemas. openxmlformats.org /package/2006/relationships "
<Relationship
TargetMode="External"
Id="A9EFC627517BC"
Target="http://www.custom.com/images/picl.jpg"
Type="http://www.custom.com/external - resource"/>
<Relationship
TargetMode="External"
ld="A5EFC797514BC"
Target="./images/my_house.jpg"
Type="http://www.custom.com/external - resource"/>
</Relationships>

end example]
[Example:
Example9¢h. Reusing attribute values

The following Relationships part contains two relationships, each using unique Id values. The relationships share
the sane Target.

<Relationships
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<Relationship
Target="./Signature.xml"
ld="A5FFC797514BC"

Type=" http://schemas. openxmlformats.org/package/200
relationships / digital - signature/signature

<Relationship
Target="./Signature.xml|"
[d="B5F32797CC4B7"
Type="http://www.custom.com/internal
</Relationships>

end example]

9.35 Support for Versioning and Extensibility

Producers might geneta relationship markughat usesthe versioning and extensibility mechanisms defined in

http://schemas. openxmlformats.org/package/200 6/relationships

- resource"/>

Package Model

Il>

Part5: "Markup Compatibility" to incorporatelements and attributes drawn from other XML namespaces

[01.7]

Consumershallprocess relationship markup in a manner that conform®#ot5: "Markup Compatibility".

Producers editingalationshigs based on this version of the relationship markup specificasioal notpreserve

any ignored content, regardless of the presencemf preservation attributes as defined Bart5: "Markup

Compatibility". [M1.31]
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10. Physical Package

In contrast to the package model that describes the contents of a package in an abstract way, the physical
package refers to a package that is stored pagicular physical file format. This includes the physical model
and physical mapping considerations.

Thephysical modedbstractly describes the capabilities of a particular physical format and how producers and
consumers can @sa package implementer to interact with that physical package format. The physical model
includes theaccess styleor the manner in which package inpatitput is conducted, as well as the

communication stylewhich describes the method of interaction between producers and consumers across a
communicationgipe. The physical model also includes tagout style or how part contents are physically

stored withinthe package. The layout style can eitherdimple orderingwhere the parts are arranged
contiguously as atomic blocks of data,imterleaved orderingwhere the parts are broken into individugieces

and the pieces are stored as interleaved blocks of data in an optimized fashion. The performance of a physical
package design is reliant upon the physical model capabilities.

[Note: SeeAnnex EdPhysical Model Design ConsideratioNIRRARY! f ReQiERy 2FIKS LBes0 f Y 2RSdend
note]

Physical mappings describestimanner in which the package contents are mapped to the features of that
specific physical format. Details of how package components are mapped are described, as well as common
mapping patterns and mechanisms for storing part content types. This Staddacdbes both the specific
considerations for physical mapping to a ZIP archive as well as generic physical mapping considerations
applicable to any physical package format.

10.1  Physical Mapping Guidelines

Whereas the package model defines a package abstractianstanceof a package must be based on a
physical representation. physical package formas a mapping from the components of the packaging model
to the features of a particular physical format.

Producers and consumers use a combination of access styles, layout styles, and communication styles. At least
one style from each category is used.

Many physical package formats have features that partially match dokgging model components. In defining
mappings from the package model to a storage format, it is advisable to take advantage of any similarities in
capabilities between the package model and the physical package medium while using layers of mapping to
provide additional capabilities not inherently present in the physical package mefiixaimple Some physical

package formats store parts as individual files in a file system, in which case it is advantageous to map many part

names directly to identical phical file namesend examplg
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[Note: Part names using characters that are not valid for the file system require an escaping mechadism.
notej

Designers of physical package formats face some common mapping profifsmsple Associating arbitrary
contert types with parts and supporting part interleaviegd examm] Package implementsimight use the
common mapping solutions defined this Standard. [02.3]

10.1.1 Mapped Components

The package implementer shall define a physical package format with a mappthg fequired components
package, part name, part content type and part contents. [M2.2] Not all physical package formats support the
part growth hint.

Tablel0¢l. Mapped components

Name Description RequiredOptional
Package URFaddressable resource that identifies packag| Required. The package implementer sh
as a whole unit provide a physical mapping for the
package. [M2.2]
Part mme Names a part Required. Th@ackage implementer sha

provide a physical mapping for each
LUNIGYT Y Sha HB8

Part ontent Identifies the kind of content stored in the part | Required. The package implementer sh

type provide a physical mapping for each
LENi® Gy T5/U(BLIRa HBB

Part contents | Stores the actual content of the part Required. The package implementer sh

provide a physical mapping for each
LUNIG Y5/ Teha HEB

Part gowth Number of additional bytes to reserve for possij Optional. The packagimplementer

hint growth of part might provide a physical mapping for a
growth hint that might be specified by a
producer. [02.2]

10.1.2 Mapping Content Types

Methods for mapping part content types to a physical format are described below.

10.1.2.1 Identifying the Part Content Type
The package implementer shall define a physical package format mapping with a mechanism for associating
content types with parts. [M2.3]

Some physical package formats have a native mechanism for representing contenf{BExaesple the content
type headerin MIMEend examp#] For such packages, the package implementer should use the native
mechanism to map the content type for a part. [S2.1]
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For all other physical package formats, the package implementer should include a syreciadly XMlstream

in the package called th€ontent Types strearf52.2] The Content Types stream shall not be mapped to a part
by the package implementer. [M2.1] This stream is therefore notddRtessable. However, it can be
interleaved in the phsical package using the same mechanisms used for interleaving parts.

10.1.2.2 Content Types Stream Markup

The Content Types stream identifies the content type for each package part. The Content Types stream contains
XML with a togevel<Types>element, and one or moreDefault>and <Override> child elements<Default>
elements define default mappings from the extensions of part names to content ty@asrride>elements

are used to specify content types on parts that are not covered by, ana@reonsistent with, the default

mappings. Package producers can usedefned<Default>elements to reduce the number efOverride>

elements on a part, but are not required to do so. [02.4]

The package implementer shall require that the Content Typearm contain one of the following for every
part in the package:

e One matchingDefault>element

¢ One matchingcOverride>element

e Both a matching:Default>element and a matchingOverride>element, in which case theOverride>
element takes precedenceVip.4]

The package implementer shall require that there not be more than<dbefault>element for any given
extension, and there not be more than or®verride>element for any given part name. [M2.5]

The order okDefault>and <Override>elements in the @ntent Types stream is not significant.
If the package is intended for streaming consumption:

¢ The package implementer should not alle@efault>elements; as a consequence, there should be one
<Override>element for each part in the package.

e The format poducer should write thecOverride>elements to the package so they appear before the
parts to which they correspond, or in close proximity to the part to which they correspond.

[S2.3]
The package implementer can definBefault>content type mappings evetmough no parts use them. [02.5]

10.1.2.2.1 <Types>Element

The structure of &Types>element is shown in the following diagram:
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diagram

-
CT_Types |

Default [+
st
-\._'k'

I 'Duerrlcle
Jl.._'I' —

annotation The root element of the Content Types stream.

10.1.2.2.2 <Default>Element

The structure of &Default> element is shown in the following diagram:

[ CT_Default |

diagram

| & attriputes

Default Extension

ContentType

[

attributes ' Name Type Use Default Fixed Annotation

Extension |ST_Extension |required A part name extension. A <Default>
element matches any part whose
name ends with a period followed b
the value of this attribute. The
package implementer shall require ¢
non-empty extension in a <Default>
element. [M2.6]

ContentType ST_ContentTyp required A content type as defined in RFC 2¢
Indicates the content type of any
matching parts (unless overridden).
The package implementer shall
require a content type in a <Default:
element and the format designer sh
specify the content type. [M2.6]

annotation pefines default mappings from the extensions of part names to content types.

10.1.2.2.3 <Qverride>Element

The structure of arOverride> element is shown in the following diagram:
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diagram T T T
g [ CT_Override

| E attriputes

|
| |
ContemtType ]

Owerride

PartHame

T

attributes  Name Type Use Default [Fixed Annotation

ContentType ST_ContentTyp required A content type as defined in RFC 2¢
Indicates the content type of the
matching part. The package
implementer shall require a content
type and the format designer shall
specify the content type in an
<Override>element. [M2.7]

PartName  xs:anyURI required A part name. AxOverride> element
matches the part whose name is eq
to the value of this attribute. The
package implementer shall require ¢
part name. [M2.7]

annotation specifies contertypes on parts that are not covered by, or are not consistent wi
the default mappings.

10.1.2.2.4 Content Types Stream Markup Example

[Example:

Examplel0¢6. Content Typestream markup

<Types
xmins=" http://schemas. openxmlformats.org /package/2006/content - types ">
<Default Extension="txt" ContentType="text/plain" />
<Default Extension="jpeg" ContentType="image/jpeg" />

<Default Extension="picture" ContentType="ima gelgif" />
<Override PartName="/a/b/sample4.picture” ContentType="image/jpeg" />
</Types>

The following is a sample list of parts and their corresponding content types as defined by the Content Types
stream markup above.
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Part name Content type
/a/b/samplel.txt text/plain
/a/lb/sample2jpg image/jpeg

/a/b/sample3.picture | image/qgif

la/lb/sample4.picture | image/jpeg
end example]

10.1.2.3 Setting the ContenfType of a Part

When adding a new part to a package, the package implementer shall ensure that a content type for that part is

specified in the Content Types stream; the package implementer shall perform the following steps to do so
[M2.8]:

1. Get the extension from the partame by taking the substring to the right of the rightmost occurrence of
the dot character (.) from the rightmost segment.

2. If a part name has no extension, a correspondifyerride>element shall be added to the Content
Types stream.

3. Compare the resultig extension with the values specified for tBgtensionattributes of the<Default>
elements in the Content Types stream. The comparison shall berssesitive ASCII.

4. If there is a<Default>element with a matchingextensionattribute, then the contentype of the new
part shall be compared with the value of t®ntentTypeattribute. The comparison might be case
sensitive and include every character regardless of the role it plays in the capgngrammar of RFC
2616, or it might follow the grammarf &RFC 2616.

a. If the content types match, no further action is required.
b. If the content types do not match, a nevDverride>element shall be added to the Content
Types stream..

5. If there is no<Default>element with a matching Extemsi attribute, a new<Default>element or
<Override>element shall be added to the Content Types stream.

10.1.2.4 Getting the ContenfType of a Part

To get the content type of a part, the package implementer shall perform the following steps [M2.9]:

1. Compare the part name with the values specified for BaetNameattribute of the <Override>
elements. The comparison shall be cérzgensitive ASCII.

2. lIf there is arcOverride> element with a matchingartNameattribute, return the value of its
ContentType attribute. No further action is required.

3. If there is no<Override>element with a matchindgartNameattribute, then

a. Get the extension from the part name by taking the substring to the right of the rightmost
occurrence of the dot character (.) from the rightmost segment.

b. Checkhe <Default>elements of the Content Types stream, comparing the extension with the
value ofthe Extensionattribute. The comparison shall be cassensitive ASCII.
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4. |If there is a<Default>element with a matchindgxtensionattribute, return the value of its
ContentTypeattribute. No further action is required.

5. If neither<Override> nor <Default>elements with matching attributes are found for the specified part,
the implementation shall consider this an error.

10.1.2.5 Support for Versioning and Extensibility

The package implementer shall not use the versioning and extensibility mechanisms definedbir'Parkup
Compatibility"to incorporate elements and attributes drawn from other Xklthmespaces into the Content
Types stream markup. [M2.10]

10.1.3 Mapping Part Names to Physical Package Item Names

The mapping of part names to the names of items in the phlypiekage uses an intermedidtagical item
nameabstraction. This logical item name abstraction allows package implementers to manipulate physical data
items consistently regardless of whether those data items can be mappealt® or not or whether the

package is laid out with simple ordering or interleaved ordering. $6el§dinterleaving PNJTSNI: 9y3

details.

[Example:

FigurelOc¢lillustrates the relationship between part names, logical item names, and physical package item
names.

FigurelOcl. Part names and logical item names

Part names Logical item Physical package
[Public, case-insensitive) names item names
/Moo _xaml - - Son. xaml ~ - Physical item name
! bar.xaml fbar.xaml/[0]. piece - - Physical item name
fbar.xaml/[1]. piece - - Physical item name
. ““ fbar.xaml/[2].Piece -+ - Physical item name
N fBar.xaml/[3]. plece = * Physical item name
4 ! bar. KAML/[4].last. piece |- - Physical item name
{/ [ContentTypes].xml ~ - Physical item name
endexample]
10.1.3.1 Logical Item Names

Logical item names have the following syntax:
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Logical | temName = Prefix Name [ Suffix Name]
PrefixName =*AChar

AChar = %x20 - 7TE

Suffix Name ="[""[" PieceNumber "]" [".last"] ".piece"
PieceNumber ="0" | NonZeroDigit [1*Digit]

Digit ="0" | NonZeroDigit

NonZeroDigit ="1"| 2" 3| 4" | e | e | 7] "8" | "9"

[Note: Piece numbers identify the individual pieces of an interleaved pad.note]
The package implementer shall comparefix names as casimsensitive ASCstrings [M2.12]
The package implementer shall compaudfix names as casmsensitive ASCII strind$12.13]

Logicaltem names areconsideredequivalent if their prefinames and suffirames are equivalenthe package
implementer shall not allowgrkagesthat contain equivalentogicalitem names [M2.14] The package

implementer shall not allow packages that contain logical items with equivalent prefix names and with equal
piece numbers, where piece numbers are treated as integer decimal valuedgM2

Logicaltem names that use suffixamesform a complete sequence and only if

1. The prefix names of all logical item names in the sequence are equivalent, and

2. TheddHTEyHY S12FKSa3jdy/TE &l Nibs AK ok | yYRS/R @ AK dryBt & and include a

piece for every piece number between 0 and n, without gaps, when the piece numbers are interpreted

as decimal integer values.

10.1.3.2 Mapping Part Names to Logical ltem Names

Noninterleaved parnamesare mapped tdogicalitem namesthat havean equivalent prefix name and no
suffix name

Interleaved part names amappedto the complete sequence ddgicalitem nameswith an equivalent prefix
name.

10.1.3.3 Mapping Logical ltem Names and Physical Package Item Names

The mapping of logical item names arypical package item names is specific to the particular physical
package.

10.1.3.4 Mapping Logical Item Names to Part Names

A logicaltem namewithout a suffix names mapped to a part name with an equivalent prefix name provided
that the prefix name conformstthe part name syntax.

A omplete sequence dbgicalitem names isnappedto the part namethat is equal to therefix nameof the
logicalitem name K @yAKS AFEY! Y S ckan8L B BPRSR (K- (ithe prefix name conforms to the part name
syntax.
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Thepackage implementer might allow a package that contains logical item names and complete sequences of
logical item names that cannot be mapped to a part name. [02.7] The package implementer shall not map
logical items to parts if the logical item names atelthe part naming rules, even if a thipadrty format includes
these logical items in the package. [M2.16]

The package implementer shall considarmng collisions within the set of part namesppedfrom logical
item namesto be an erre. [M2.17]

10.1.4 Interl eaving

Not all physical packages natively support interleaving of the data streams of parts. The package implementer
should use the mechanism described in this Standard to allow interleaving when mapping to the physical
package for layout scenarios thatpaort streaming consumptiorjS2.4]

The interleaving mechanism breaks the data stream of a parfpigoes which can be interleaved with pieces
of other parts or with whole parts. Pieces are named using a unique mapping from the part name, defined in

§10.1.3Mapping Part Names to Physical Package Item Néhe&& Syl 6fSal Cyady INE 2 (KS LB
together in their original order, forming theath stream of the part.

The individual pieces of an interleaved part exist only in the physical package and are not addressable in the
packaging model. A piece might be empty.

An individual part shall be stored either in an interleaved or-imderleaved &shion. The package implementer
shall not mix interleaving and nenterleaving for an individual part. [M2.11] The format designer specifies
whether that format might use interleaving. [02.1]

The grammar for deriving piece names from a given part namefised by the logical item name grammar as
defined in 80.1.3.6Logical ltem Namas! &dFHEYH Y SAY YR (RN

The package implementer should store pieces in their natural order for optimal efficiency. [S2.5] The package
implementer might create a physical package containing interleaved pad$ioninterleaved parts. [02.6]

[Example:
ExamplelOq7. ZIP archive contents
AZIP archive mighdontain the followingtem names mapped to part pieces and whole parts
spine.xml/[0].piece
pages/page0.xml
spine.xml/[1].piece
pages/pagel.xml
spine.xml/[2].last.piece
pages/page2.xml

end example]
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Under certain scenarios, interleaved ordering can provide important performance benefits, as demonstrated in
the followingexample.
[Example:
Examplel0¢8. Performance benefits with interleavestdering

The figure below contains two parts: a page part (markup/page.xml) describing the cootentmge, and an
image part (images/picture.jpg) referring to an image that appears on the page.

markup‘page . xmi

images/pitiine jpag

With simple orderingall of the bytes of the page part are delivered before the bytes of the image part. The
figure below illustrates this scenario. Tbensumer is unable to display the image until it has recealbaf the
page partandthe image part. In some circumstances, such as small packages onspbégghnetwork, this may
be acceptable. In others, having to read through all of markup/pagexgét to the image results in

dy B4 ofS LINANGI yTE 2N CRadyNT 22y 6fS Y SY 2NRSY | yRa2y (KS @yady S\EEA Y @

biyte O
markuplpage.xmi
Y imagesipictire-{pag
Byta n

With interleaved ordering, performance is improved by splitting the page part into pieces and inserting the
image part immediately ftowing the reference to the image. This allows the consumer to begin processing the
image as soon as it encounters the reference.

byte 0 rnarkupfpage xmi
part-1
imagesipiclire{pag
Y markup/page xmil
byte n part 2

end example]

10.2 Mapping to a ZIP Archive

This specification defines a mapping for the ZIP archive format. Future versidns spécification nght
provide additional mappings.
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AZIP archivés a ZIP file as defined in the ZIP file format specification excluding all elements of that specification
related to encryption or decryption. A ZIP archive cont&ilisitemsZIP items become files when the archive is
unzipped. Whersers unzip a ZiPased package, they see a set of files and folders that reflects the parts in the
package and their hierarchical naming structure.

Tablel0¢2, Package model components and their physical representatgimswvs the various components of
the package model and their corresponding pghgkrepresentation in a ZIP archive.

Table10¢2. Package model components and their physical representations

Package model Physicakepresentation
component
Package ZlParchive file
Part ZIP item
Part rame Stored in item header (and ZIP central directory as appropriate). See

§10.2.30Mapping Part Names to ZIP Item NamBaRNERyZENRY NiEsxD

Part content ype ZIP item containing XML that identifies the content types for each par
according to the pattern described i18.1.2. Zddentifying the Part
Content Typéd

Growth hint Padding reserved ithe ZIP Extra field in the local header that precede
the item. See §0.2.7Z6Mapping the Growth Hirk NIRRT ASR
description of the data structure.

10.2.1 Mapping Part Data

In a ZIRarchive, the data associated with a part is represented as one or more items.

A package implementer shall store a Aoterleaved part as a single ZIP item. [M3.1] When interleaved, a
package implementer shall represent a part as one or more pieces, usingethed described i1810.1.4

dnterleavingda HAYBPieces are named using the specified pattern, making it peswibebuild the entire
part from its constituent pieces. Each piece is stored within a ZIP archive as a single ZIP item.

In the ZIP archive, the chunk of bits that represents an item is stored contiguously. A package implementer
might intentionally ordetthe sequence of ZIP items in the archive to enable an efficient organization of the part
data in order to achieve correct and optimal interleaving. [O03.1]

10.2.2 ZIP Item Names

ZIP item names are casensitive ASCII strings. Package implementers shall cr&atee@l names that conform
to ZIP archive file name grammar. [M3.2] Package implementers shall create item names that are unique within
a given archive. [M3.3]

10.2.3 Mapping Part Names to ZIP Item Names

To map part names to ZIP item names the package implementer shall perform, in order, the following steps
[M3.4]:
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1. Convert the part name to a logical item name or, in the case of interleaved parts, to a complete
sequence of logical item names.

2. Remove the leding forward slash (/) from the logical item name or, in the case of interleaved parts,
from each of the logical item names within the complete sequence.

The package implementer shall not map a logical item name or complete sequence of logical itemhaings s
a common prefix to a part name if the logical item prefix has no corresponding content type. [M3.5]

10.2.4 Mapping ZIP Item Names to Part Names

To map ZIP item names to part names, the package implementer shall perform, in order, the following steps
[M3.6]:

1. Map the ZIP item names to logical item names by adding a forward slash (/) to each of the ZIP item
names.

2. Map the obtained logical item names to part names. For more informasiee,8.0.1.3.£0Mapping
Logical ltem Names to Part Nana@s

10.2.5 ZIP PackageLimitations

The package implementer shally find ZIP items that are recognized asIM3S files according to the ZIP
specification as eligible to be mapped to parts; all other ZIP items shall not be mapped to parts. [M3.7]

[Note: The ZIP specification specifies that ZIP items recognized -2k &Sl NK28S 6 AK |- oZNRY Y| RS

o0&t PRI YRI'y 6SHENA f TS| (iNOdidS% PERA (KS 7S KS RMINERZNRIY (KS (BTN RASTIRNTKI (K- G5 |

value of 0end note]

In ZIP archives, the package implementer shall not exceed 65,515 bytes éontbéed length of the item

name, Extra field, and Comment fields. [M3.8] Accordingly, part names stored in ZIP archives are limited to some
length less than 65,535 characters, depending on the size of the Extra and Comment fields.

Packagemplementersshauld restrict part naming to accommodate file system limitations when naming parts
to be stored as ZIP items. [S3.1]

[Example:
Examples of these limitations are:
e On Windows file system&S| Z0Ng @ £0F YRRy @¢0F NBy20A 8522 LEINEY! Y SRé Ah this
character will not unzip successfully.
e On Windows file systems, many programs can handle only file names that are less than 256 characters
includingthe full path; parts with longer names might not behave properly once unzipped.
e On Unix file systen¥KS &Sy 22y GEOK- &l .30 Y S yVTa2 LINE S AK (K G- NDBNY AKiy236S
processed as expected.

end example]
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ZIRbased packages shall not include encryption as described in the ZIP specification. Package implementers
shall enforce this resttion. [M3.9]

10.2.6 Mapping Part Content Type

Part content types are used for associating content types with part data within a package. In ZIP archives,
content type information is stored using the common mapping pattern that stores this information in a single
XML stream as follows:

e Package implementers shall store content type data in an item(s) mapped to the logical item name with
(KSLBEPEY!I Y'S Sjdizt (B dreb 2y 1By TSRl FBBY i 2NY (KSHIENS RO &S (B (KS @Y LIB5 55jd8/C
of logical item names with thagrefix_name. [M3.10]

¢ Package implementers shall not map logical item name(s) mapped to the Content Types stream in a ZIP
archive to a part name. [M3.11]

10.2.7 Mapping the Growth Hint

In a ZIP archive, the growth hint is used to reserve additional bytes thdieased to allow an item to grow-in
place. The padding is stored in the Extra field, as defined in the ZIP file format specification. If a growth hint is
used for an interleaved part, the package implementer shall store the Extra field containing wité ot

padding with the item that represents the first piece of the part. [M3.12]

The ZIP file format specification defines the format of the Extra field to be as shdablegl0c3, Structure of
the Extra field

Tablel0¢3. Structure of the Extra field

Field Size Value

Header ID 2 bytes A220

Length of Extra field 2 bytes The signature length (2 bytes) + the padding init
value length (2 bytes) + Length of the padding
(variable)

Signature (for 2 bytes A028

verification)

Padding Initial Value 2 bytes Hex numbewalue is set by the producer when th
item is created

<padding> [Padding Should beifled with NULL characters

Length]

10.2.8 Late Detection of ZIP Items Unfit for Streaming Consumption

Several substantial conditions that represent a package unfit for streaming consumption may be deteeted mid
processing by a streaming package implementer. These include:

e A duplicate ZIP item name is detected the moment the second ZIP item with that nenmimtered.
Duplicate ZIP item names are not allowed. [M3.3]
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¢ Ininterleaved packages, an incomplete sequence of ZIP items is detected when the last ZIP item is
received. Because one of the interleaved pieces is missing, the entire sequence of ZIRrteohde
mapped to a part and is therefore invalid. [M2.16]

e Aninconsistency between the local ZIP item headers and the ZIP central directory file headers is
detected at the end of package consumption, when the central directory is processed.

e AZIP item tht is not a file, according to the file attributes in the ZIP central directory, is detected at the
end of package consumption, when the central directory is processed. Only a ZIP item that is a file shall
be mapped to a part in a valid package.

When any éthese conditions are detected, the streaming package implementer shall generate an error,
regardless of any processing that has already taken place. Package implementers shall not generate a package
containing any of these conditions when generating ekaae intended for streaming consumption. [M3.13]

10.2.9 ZIP Format Clarifications for Packages

The ZIP format includes a number of features that packages do not support. Some ZIP features are clarified in
the package context. Seénex CoZIP Appnote.txt ClarificatioBSENIIQ | 3S-specific ZIP information.
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11. Core Properties

Core properties enable users to get and set #katbwn and common sets of property metadata within
packages. The core properties and the Standard that describes them are shoalleéh1¢13dCore
propertieg®CKSyl Y SA_ B BNKS LERL NS A (K& (0 ofS A (KSh LYyt QI Fy3/ 2yiB/iRyaRY | VI NS
defined inAnnex HoStandard Namespaces and Content Types

Tablellgl. Core properties

Property Domain Description
category Open The categoryThis value is typically used by Ul applicatio
Packaging to create navigation controls.
Conventions
contentStatus | Open The gatus of the content[Example Values might include
Packaging B NIESMIASH SRS YREOY! Edend example]
Conventions
contentType | Open The type of content represented, generally defined by a
Packaging specific use and intended audiem [Example Ve}]ues might
Conventions | VAIRS® KASLBILINI{ SQIKE . difSHES yREOH: Y édend
example]
[Note: This property is distinct from MIME content types
defined in RFC 2616énd note]
created Dublin Core | Date of creation of the resource.
creator Dublin Core | An entity primarily responsible for making the content of
the resource.
description Dublin Core | An explanation of the content of the resour¢dexample
Values might include an abstract, table of contents,
reference to a graphical representati of content, and a
free-text account of the contentendexample]
identifier Dublin Core | An unambiguous reference to the resource within a give
context.
keywords Open A delimited set of keywords to support searching and
Packaging indexing This is typically a list of ternisat are not
Conventions | available elsewhere in the properties.
language Dublin Core | The language of the intellectual content of the resource.
lastModifiedBy| Open Theuser who performed the last modification. The
Packaging identification is environmenspecific[Example A name,
Conventions | email address, or employee 18nd examplelt is
recommended that this value be as concise as possible.
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Property Domain Description

lastPrinted Open The date and timef the last printing.
Packaging
Conventions

modified Dublin Core | Date on which the resource was changed.

revision Open The revision numbefExampleThis value might indicate
Packaging the number of saves or revisions, provided the applicatiqg
Conventions | updates it after each revisioend example]

subject Dublin Core | The topic of the content of the resource.

title Dublin Core | The name given to the resource.

version Open The versiomumber. This value is set by the user or by th
Packaging application.
Conventions

11.1.1 Core Properties Part

Core Properties

Core properties are stored XML inthe Core Properties parfhe Core Properties part content type is defined
in Annex HoStandard Namespaces and Content Types

The structure of thecCoreProperties>element is shown in the following diagram:

diagram

CT_coreProperties |

coreProperties Iﬂ(—EEEI—:EF

--------------
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Core Properties

annotation Producers might provide all or a subset of these metadata properties to describe the content
package.

[Example:
Examplellcl. Coreproperties markup

An example of a core properties part is illustrated by this example:

<coreProperties
xmins="http://schemas.openxmlformats.org/package/2006/metadata/
core - properties"
xmins:dcterms="http://purl.org/dc/terms/"
xmins:dc="htt  p://purl.org/dc/elements/1.1/"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema - instance">
<dc:creator>Alan Shen</dc:creator>
<dcterms:created xsi:type="dcterms:W3CDTF">
2005- 06- 12
</dcterms:created>
<contentType>Functional Specification</ contentType>
<dc:title>OPC Core Properties</dc:title>
<dc:subject>Spec defines the schema for OPC Core Properties and their
location within the package</dc:subject>
<dc:language>eng</dc:language>
<version>1.0</version>
<lastModifiedBy >Alan Shen</lastModifiedBy>
<dcterms:modified xsi:type="dcterms:W3CDTF">
2005- 11- 23
</dcterms:modified>
<contentStatus>Reviewed</contentStatus>
</coreProperties>

end example]

11.1.2 Discoverability of Core Properties

The location of the Core Properties part within the package is discovered by traversingdafineltl package
relationship as listed iAnnex HoStandard Namespaces and Content TyggiS 2NJI (| RSEySNKI- f 330w

and the format producer shall create at most one core properties relationship for a package. A format consume
shall consider more than one core properties relationship for a package to be an error. If present, the
relationship shall target the Core Properties part. [M4.1]

11.1.3 Support for Versioning and Extensibility

Theformat designer shall not specify and the format producer shall not cr€ate Propertieghat use the

Markup Compatibilitynamespace as defined Annex HéStandard Namespaces and Content TgpAsformat
consumer shall consider the use of the Markup Compatibility namespace to be an error. [Mde2(,

versioning and exnsibility functionality is accomplished by creating a new part and using a relationship with a
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1 new type to point from the Core Properties part to the new part. This specification does not provide any
2 requirements or guidelines for new parts or relatiorshypes that are used to extend core properties.
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12. Thumbnalils

The format designer might allow images, calledmbnails to be used to help endsers identify parts of a
package or a package as a whole. These images are generateddrgdbeer and stored as parts. [05.1]

12.1  Thumbnalil Parts

The format designer shall specify thumbnail parts that are identified by either a part relationship or a package
relationship. The producer shall build the package accordingly. [M5.1] For informatioi thiearelationship
type for Thumbnail parts, se&nnex HdStandard Namespaces and Content Types
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13. Digital Signatures

Format designers might allow a package to include digital signatures to enable consumers to validate the
integrity of the contents. The producer might include the digiighature when allowed by the format designer.
[06.1] Consumers can identify the parts of a package that have been signed and the process for validating the
signatures. Digital signatures do not protect data from being changed. However, consumers canvtietber
signed data has been altered and notify the arser, restrict the display of altered content, or take other

actions.

Producers incorporate digital signatures using a specified configuration of parts and relationships. This clause
describes howKS LBQ | 35 REK- 81 (SN S5 2NJI LIPSAKS? of wS2Y' Y S/R: iRy dXML-Sgnature

{&yU ElyRt NSy E OGNER (B KNG aKS & a [ 5810 t {81 (kS 3090 GRy:tly | RRARY (2 Y LEY3

with the XML Digital Signature specification, producems eonsumers also apply the maodifications specified in
§13.2.4.DoModifications to the XML Digital Signature Specificatipn

13.1 Choosing Content to Sign

Any part or relationship in a package can be sigivaiidingDigital Signature XML Signatyrartsthemselves.
An entire Relationships part or a subset of relationships cangmed. By signing a subset, other relationships
can be added, removed, or modified without invalidating the signature.

Because applications use the package format to store various types of content, application designers that
include digital signatures shtzldefine signature policies that are meaningful to their users. A signature policy
specifies which portions of a package should not change in order for the content to be considered intact. To
ensure validity, some clients require thalt of the parts andelationships in a package be signed. Others require
that selectedparts or relationships be signed and validated to indicate that the content has not changed. The
digital signature infrastructure in packages provides flexibility in defining the cortdrg signed, while

allowing parts of the package to remain changeable.

13.2 Digital Signature Parts

The digital signature parts consist of the Digital Signature Origin part, Digital Signature XML Signature parts, and
Digital Signature Certificate parts. Relatbip hames and content types relating to the use of digital signatures
in packages are defined Annex HoStandard Namespaces and Content Types

[Example:

Figurel3¢l shows a signefdackage with signatures, signed parts, and &0X certificate. Thexample Digital
Signature Origipart references twdigital Signature XML Signatyrarts, each containing signature. The
signatures relate to the signed parts.

Figurel3cl. A signed package
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end example]

13.2.1 Digital Signature Origin Part

The Digital Signature Origin pastthe starting point for navigating through the signatures in a package. The
package implementer shall include only one Digital Signature Origin part in a package and it shall be targeted
from the package root using the weléfined relationship type spified inAnnex HoStandard Namespaces and
Content Typeha cdB? KSy Qeating the first Digital Signature XML Signature part, the package implementer
shall create the Digital Signature Origin part, if it does not exist, in order to specify a relationship to that Digital
Signhature XML Signature part. [M6.2] If there are mgitBli Signature XML Signature parts in the package, the
Digital Signature Origin part is optional. [06.2] Relationships to the Digital Signature XML Signature parts are
defined in the Relationships part. The producer should create empty contents in tit@ Bignature Origin part
itself. [S6.1]

The presence of the Digital Signature Origin part indicates to a consumer that at least one digital signature is
present in the package, stored in a Digital Signature XML Signature part. The producer shalligitahte D
Signature XML Signature parts that have a relationship from the Digital Signature Origin part and the consumer
shall use that relationship to locate signature information within the package. [M6.3]

13.2.2 Digital Signature XML Signature Part

Digital Signture XML Signaturparts aretargeted from theDigital Signature Origipart by a relationship that
usesthe welldefined relationship typepecified inAnnex HéStandard Namespaces and Content Tgp€&ke
Digital Signature XML Signature pashtains digital ginaturemarkup The producer might createaehDigital
Signature XML Signatupart with a different form of signaturewhichcanbe handled byhe consumer with
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different signature processor§O06.3]Theproducer might createero or manyDigital Signatre XML Signature
parts in a packagd06.4]

13.2.3 Digital Signature Certificate Part

The Digital Signature Certificate part containsoptional X.509 certificate for validating the signature. The
producer might store the certificate as a separate part in tahekage, might embed it within the Digital

Signature XML Signature part itself, or might not include it in the package if certificate data is known or can be
obtained from a local or remote certificate store. [06.5]

The package digital signature infrastrui supports X.509 certificate technology for signer authentication.

If the certificate is represented as a separate paithin the packagethe producershalltargetthat certificate

from the appropriateDigital Signature XML Signatyrart by aDigitalSignature Certificateelationshipas

specified inAnnex HStandard Namespaces and Content Typg&R (KS @yady SNaK!- ff daS (K (NS (RyEKAL iR
locate the certificate. [M6.4Theproducer might sign theart holding the certificate]O6.6] The ontent types

of the Digital Signature Ceficate part and the relationship targeting from the Digital Signature XML Signature
part are definedn Annex HoStandard Namespaces and Content TypEsRIZINDY /K13 Neb K- £

Signhature Certificate parts by using the same certificate to create more than one signature. [06.7] Producers
generating digital signaturetisuld not create Digital Signature Certificate parts that are not the target of at
least one Digital Signature Certificate relationship from a Digital Signature XML Signature part. In addition,
producers should remove a Digital Signature Certificate pagthioving the last Digital Signature XML Signature
part that has a Digital Signature Certificate relationship to it. [S6.2]

13.2.4 Digital Signature Markup

The markup described here includes a subset of elements and attributes from the XML Digital Signature
specification and some packagpecific markup. For a complete example of a digital signatureSk8
oDigital Signature Examg®

13.24.1 Modifications to the XML Digital Signature Specification

Thepackage modifications to the XML Digital Signature specification are summarized as follows:

1. The producer shall createReference>elements within a<Signedinfo>element that reference
elements within the same&Signature>element. The consumer shall consi@d&eference>elements
within a<Signedinfo>element that reference any resources outside the sarggnature>element to
be in error. [M6.5] The producer should only create <Reference> elements within a <SignedInfo>
element that reference arObject>element. [S6.5] The producer shall not create a reference to a
packagespecificcObject>element that contains a transform other than a canonicalization transform.
The consumer shall consider a reference to a packpgeift <Object>element that contains a
transform other than a canonical transform to be an error. [M6.6]

2. The producer shall create one and only one packgmerific<Object>element in the<Signature>
element. The consumer shall consider zero or more thanpammkagespecific<Object>element in the
<Signature>element to be an error. [M6.7]
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3. The producer shall create packaggecific <Object> elements that contain orlManifest>and
<SignatureProperties>elements. The consumer shall consider packsygecific<Object>elements
that contain other types of elements to be an error. [Mg8pte: A signature may contain other
<Object>elements that are not packagspecificend note]

a. The producer shall createReference>elements within a<Manifest>element that reérence
with their URIattribute only parts within the package. The consumer shall consider
<Reference>elements within axManifest>element that reference resources outside the
package to be an error. [M6.9] The producer shall create relative referendhe tocal parts
that have query components that specifies the part content type as descril&tBia.4.6
é<Reference>ElemetttKS Q@yzady SN ff C2yaRINI N (W5 NSNS (2 |- 220 £ LONAIK- (i &

a query component that incorrectly specifies the part content type to be an error. [M6.10] The
producer shall createReference>elements with a query component that specifies the content
type that matches the content type of the referenced part. The consumer shall consider
signature validation to fail if the part content type does not match thetenhtype specified in

the query component of the part reference. [M6.11]

b. The producer shall not createReference>elements within a<Manifest>element that contain
transforms other than the canonicalization transform and relationships transform. The
consumer shall considetReference>elements within a<Manifest>element that contain
transforms other than the canonicalization transform and relaships transform to be in error.
[M6.12]

c. A producer that uses an optional relationships transform shall folldoy & canonicalization
transform. The consumer shall consider any relationships transform that is not followed by a
canonicalization transfon to be an error. [M6.13]

d. Theproducer shall create onkySignatureProperty>elements that contain &SignatureTime>
element. The consumer shall considesr@ignatureProperty>element that does not contain a
<SignatureTime>element to be in error. [M6.14].

[Note: All modifications to XML Digital Signature markup occur in locations where the XML Signature schema
allows any namespace. Therefore, package digital signature XML is valid against the XML Signaturersthema.
notej

13.2.4.2 <Signature>Element

The structureof a<Signature>element is shown in the following diagram:
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diagram

E atriputes

______

Signature

Signedinfo [H

W |

SignatureValue

namespac http://mww.w3.0rg/2000/09/xmldsig#

attributes | \Name Type Use Default Fixed Annotation
Id xs:ID optional A unique identifier of the signature xml
document.

annotation The root element of the signature xml document stored in a signature part. The producer sh
create a<Signature>element that contains one localata, packagespecificcObject>element
and zero or more applicatiespecificcObject>elements. If a<Signature>element violates this
constraint, a consumer shall consider this to be an error. [M6.15]

13.2.4.3 <Signedinfo>Element

The structure of &Signedinfo>element is shown in the following diagram:

diagram

CanonicalizationMethod

mifs 1

ESignmunel'-.-'I\etIn:r{I =

Signedinfo |$|-|:—--—

t"]

,I-'-‘.eference E%]

1.0
namespac http://www.w3.0rg/2000/09/xmldsig#

annotation specifies the data in the package that is signed. Holds one or more referend@bject>
elements within the same Digital Signature XML Signature part. The producer shall create a
<Signedinfo>element that contains a reference to the packegpecific<Object>element. The
consumer shall consider it an error ik&ignedinfo>element does not contain a reference to th
packagespecificcObject>element. [M6.16]
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13.2.4.4 <CanonicalizationMethod>Element

The structure of a&CanonicalizationMethod>element is shown in the following diagram:

dlag fiam E sttriputes

FCanmlicalizationl'-.-'lethotl ['l} .
Algorithm

namespac http://www.w3.0rg/2000/09/xmldsig#

attributes | Name Type  Use Default Fixed Annotation

Algorithm xs:anyUF required Contains a URI that identifies the particular
canonicalization algorithm.

annotation  specifies the canonicalization algorithm applied to €8ignedinfo>element prior to performing
signature calculations.

Since XML allows equivalent content to be represented differently, a producer should apply a canonicalization

transform to the<Signedinfo>element when it generates it, and a consumer should apply the canonicalization
transform to the<Signedinfo>elementwhen validating it. [S6.3]

[Note: Performing a canonicalization transform ensures #@ignedinfo>content can be validated even if the
content has been regenerated using, for example, different entity structures, attribute ordering, or character
encodirg.

Producers and consumers should also use canonicalization transfornedeimcedo parts that hold XML
documents. These transforms are defined using<tfieansform> element.end not]

The following canonicalization methods shall be supported byymers and consumers of packages with digital
signatures:

1. XML Canonicalization (c14n)
2. XML Canonicalization with Comments (c14n with comments)

Consumers validating signed packages shall fail the validation if other canonicalizaticdmate
encountered. [M6.34]

13.2.45 <SignatureMethod>Element

The structure of a&SignatureMethod>element is shown in the following diagram:
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dlag yEl H attributes

IESignatureMetIm{I |$|-

namespac http://mww.w3.0rg/2000/09/xmldsig#

attributes | Name Type  Use Default Fixed Annotation

Algorithm xs:anyUF required Contains a URI that identifies the particular
algorithm for the signature method.

annotation pefines the algorithm that is used to convert tagignedinfo>element into a hashed value
contained in the<SignatureValue>element. Producers shall support DSA and RSA algorithm:
produce signatures. Consumers shall support DSA and RSA algorithms to validate signatur
[M6.17]

13.2.4.6 <Reference>Element

The structure of &Reference>element is shown in the following diagram:

diagram B attrivutes

URI

Reference

namespac http://www.w3.0rg/2000/09/xmldsig#
attributes | Name Type  Use Default |[Fixed Annotation

URI xs:anyUF required Contains a URI that identifies an element within 1
signature xml document.

annotation  specifies the object being signed, a digest algorithm, a digest value, and a list of transforms
applied prior to digesting.

DRAFT: Contents are subject to change without notice. 50



10
11

12

13

14

15
16

17

18

19

20

21

22
23
24

Digital Signatures

[Note: <Reference>elements within a<Signedinfo>element should reference axObject>element, but
might not.end note]

The producer shall create<References element within a<Manifest>element with aURIattribute and that
attribute shall contain a part name, without a fragment identifier. The consumer shall consitiefarence
element with a URI attribute that does not contain a part name to be an error. [M6.18]

References to package parts include the part content type as a query component. The syntax of the relative

reference is as follows:
/pagel.xml?ContentType=" value "

where valueis the content type of the targeted part.

[Note: See§13.2.4.BéModifications to the XML Digital Signature Specificat@NIRRARY!  NjddEY Syia2y
<Reference>elements.end note]

[Example:
Examplel3¢2. Part reference with quergomponent
ly KSRfi2e yASE Y LESIKS @yiB/UBLS Adapplication/vnd.mspackage.relationships-+xéeb

URI="/_rels/document.xml.rels?ContentType= application/vnd.ms -
package.relationships+xml "

end example]

13.2.4.7 <Transforms>Element

The structure of &Transforms> element is shown in the following diagram:

diagram Transforms E]{_..._:E-Eﬁansform

1.

namespac http://www.w3.0rg/2000/09/xmldsig#

annotation | Contains an ordered list &fTransform> elements that describe how the producer digested the
<Object> data before signing it.

The followingransforms shall be supported by producers and consumers of packages with digital signatures:

1. XML Canonicalization (c14n)
2. XML Canonicalization with Comments (c14n with comments)
3. Relationships transform (packageecific)
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Consumers validating signed packages shall fail the validation if other transforms are encountered. [M6.19]

13.2.4.8 <Transform>Element

The structure of &Transform> element is shown in the following diagram:

dlag fiam B attripntes

| Algorithm

Transform [

RelationshipReference

gty

RelationshipsGroupReference

on L
B!

namespac http://mwww.w3.0rg/2000/09/xmldsig#
attributes | Name Type  |Use Default [Fixed Annotation

Algorithm xs:anyUF required Contains a URI that identifies the particular
transformation algorithm.

annotation pescribes how the signer obtained th®bject>data that was digested.

13.2.4.9 <DigestMethod>Element

The structure of a&DigestMethod>element is shown in the following diagram:

dlag ram H attriputes

E[llig@stl'-.-'letht:rtl 1|-

namespac http://www.w3.0rg/2000/09/xmldsig#
attributes | Name Type  |Use Default [Fixed Annotation

Algorithm xs:anyUF required Contains a URI that identifies the particular
digest method.

annotation pefines the algorithm that yields theDigestValue>from the object data after transforms are
applied. Package producers and consumers shall supporSRBA algorithms to produce or
validate signatures. [M6.17]
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13.2.4.10 <DigestValue>Element

The structure of &DigestValue>element is shown in the following diagram:

dlag fiam E[lligf:st‘nfall.hf':

namespac http://mwww.w3.0rg/2000/09/xmldsig#

annotation  Contains the encoded value of the digest in base64.

13.2.4.11 <SignatureValue>Element

The structure of &SignatureValue>element is shown in the following diagram:

dlag ram 2] attrivutes

FSignature‘u’alue [TI} e

namespac http://www.w3.0rg/2000/09/xmldsig#
attributes | \Name Type Use Default Fixed Annotation

ld  xs:ID optional Contains a URI that identifies tkSignatureValue>
element within the signature xml document.

annotation  Contains the actual value of the digital signature in base64.

13.2.4.12 <Object>Element

The<Object>element can be either packaggpecific or applicatiospecific.

13.2.4.13 PackageSpecific <Object> Element

The structure of &0Object>element is shown in the following diagram:

diagram B attrivutes

’Manifest =

’SignaturePr-:rperties
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namespac http://mwww.w3.0rg/2000/09/xmldsig#
attributes ' Name Type Use Default Fixed Annotation

Id  xs:ID Shall have value of "idPackageObject".

annotation Holds the Manifest and SignatureProperties elements that are packpegific.

[Note: Although the diagram above shows use of the Id attribute as optional, as does the XML Digital Signature

schema, for packaggpecificcObject>elements, theld attribute shall be specified and have the value of

R QI T oBREdKR AL LBQ | S-specific restriction over and above the XML Digital Signature schamda
note]

The producer shall create easlignature>element with exactly one pkagespecific<Object> For a signed
package, consumers shall treat the absence of a paekpgeific<Object>,or the presence of multiple package
specificcObject>element, as an invalid signature. [M6.15]

13.2.4.14 Application-Specific <Object> Element

The applicatiorspecificcObject>elementspecifies applicatiogpecific informationThe format designer might
permit one or more applicatiospecificcObject>elements. If allowed by the format designer, format producers
can create one or more applicatiespecific<Object>elements. [06.8] Producers shall create application
specificcObject>elements that contain XMtompliant data; consumers shall treat data that is not XML
compliant as an error. [M6.20] Format designers and producers might not apptagespecific restrictions
regarding URIs andTransform> element to applicatiorspecificcObject>element. [06.9]

13.2.4.15 <KeylInfo>Element

The structure of &Keylnfo>element is shown in the following diagram:

diagram Fuemmo E]{—--—H,xswnm
1.m

namespac http://www.w3.0rg/2000/09/xmldsig#
annotation  Enables recipients to obtain the key needed to validate the signature. Can contain keys, nar

certificates, and other public key management informatiBroducers and consumers shall use
certificate embedded in the Digital Signature XML Signature part when it is specified. [M6.2:
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13.2.4.16 <X509Data>Element

The structure of &X509Data>element is shown in the following diagram:

diagram | X509Data I:Il]{—m—l:_l-lf}{ﬁﬂﬂl:ertiﬁ{:ate
1.0

namespac http://www.w3.0rg/2000/09/xmldsig#

annotation Contains one or more identifiers of X509 certificates.

13.2.4.17 <X509Certificate>Element

The structure of &X509Certificate>element is shown in the following diagram:

diagram | Fyspscertificate

namespac http://www.w3.0rg/2000/09/xmldsig#

annotation contains a base6éncoded X509 certificate.

13.2.4.18 <Manifest>Element

The structure of &Manifest>element is shown in the following diagram:

diagram | Manifest E].[_“._ELHeferem:e

1.

namespac http://www.w3.0rg/2000/09/xmldsig#

annotation  Contains references to the signed parts of the package. The producer shall not crédsmifest>
element that references any data outside of the package. The consumer shall consider a
<Manifest>element that references data outside of the package torberror. [M6.22]

13.2.4.19 <SignatureProperties>Element

The structure of &SignatureProperties>element is shown in the following diagram:
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dlag ram Siﬂl]mllreprﬂl}'&nies E]-(—%E-Ifsiﬂ"mllrﬁprﬂl}ew

1.w

namespac http://www.w3.0rg/2000/09/xmldsig#

Annotation Contains additional information items concerning the generation of signatures placed in
<SignatureProperty>elements.

13.2.4.20 <SignatureProperty>Element
The structure of &SignatureProperty>element is shown in the following diagram:

diagram B asttriputes

Target |

FSiﬂllﬂ‘tllr&Per&l‘l‘y

_..._:E},SignatureTime

namespac http://www.w3.0rg/2000/09/xmldsig#
attributes | \Name Type  Use Default Fixed Annotation

Target xs:anyUF required Contains a unique identifier of the
Signature element.

Id xs:ID  optional / 2yt yaasy! b1 521 3NBG unique
identifier.

annotation contains additional information concerning the generation of signatures.

13.2.4.21 <SignatureTime>Element

The structure of &SignatureTime>element is shown in the following diagram:
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diagram

namespac http://schemas.openxmiformats.org/package/2006/digisignature

annotation Holds the date/time stamp for the signature.

13.2.4.22 <Format>Element

The structure of &Format>element is shown in the following diagram:
diagram

namespac http://schemas.openxmiformats.org/package/2006/digisignature

annotation  specifies the format of the date/time stamphe producer shall create a data/time format that
conforms to the syntax described in the W3C Note "Date and Time Formats". The consume
consider a format that does not conform to the syntax described in that WC3 note to be in el
[M6.23]

TheR B yROY SN iIRSHYARY Gy RNIAR (KS&YU ERSONISRN (KS2 o/ b2{EdDate and Time
Formats®

13.2.4.23 <Value>Element

The structure of &Value>element is shown in the following diagram:

diagram

namespac http://schemas.openxmiformats.org/package/@6/digitalsignature
annotation  Holds the value of the date/time stamp. The producer shall create a value that conforms to t

format specified in the<Format>element. The consumer shall consider a value that does not
conform to that format to be in error. [M6.24]
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13.2.4.24 <RelationshipReference>Element

The structure of &RelationshipReference>lement is shown in the following diagram:

dlag ram FRelmionshipReference |

namespac http://schemas.openxmiformats.org/package/2006/digisignature
attributes | Name | Type  Use Default Fixed Annotation

Sourceld xsd:stringrequired Specifies the value of the attribute of the
<Relationship>element.

annotation specifies thecRelationship>element to be signed.

13.2.4.25 <RelationshipsGroupReference>Element
The structure of &RelationshipsGroupReference®lement is shown in the following diagram:

d'ag ram Fﬂelmionshi|1sGr4:ru|:-l-'Ieferen¢e |

namespac http://schemas.openxmiformats.org/package/2006/digisignature
attributes | Name Type Use Default Fixed Annotation

SourceType xsd:anyUF required Specifies the value of thBype attribute of
<Relationship>elements.

annotation  specifies that the group efRelationship>elements with the specifie@lype value is
to be signed.

Format designers might permit producers to sign individual relationships in a packtdgeRelationships part
as a whole. [06.10[0 sign a subset of relationships, the producer shall use the packagdic relationships

transform. The consumer shall use the packapecific relationships transform to validate the signature when a

subset of relationships are signed. [M6.25] Thensfarm filters the contents of the Relationships part to include
only relationships that havil values matching the specifiégburceldvalues ofType values matching the

specifiedSourceTypevalues A producer shall not specify more than one relationship transform for a particular
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relationships part. A consumer shall treat the presence of more than one relationship transform for a particular
relationships part as an error. [M6.35]

Producers and consters shall perform a canonicalization transform following the relationships transform.
[M6.26]

13.2.4.26 Relationships Transform Algorithm

The elationshipgransform takes th&XMLdocument from theRelationships part and converts it to another
XMLdocument.

The pakage implementer might createlationshipsXMLthat contairs content fromseveralnamespacesalong
with versioning instructions as definedBart4: "Markup Compatibility”. [06.11]

The elationshipgransformalgorithm is as follows:
Step 1: Process vsioning instructions

1. The package implementer shatioggess the versioning instructions, considering that the only known
namespace is the Relationships namespace.

2. The package implementer shadimove all ignorable content, ignoring preservation attributes

3. The package implementer shaéimove all versioning instructions.

Step 2: Sort and filter relationships

1. The package implementer shatimove all namespace declarations except the Relationships hamespace
declaration.

2. The package implementer shadimowe the Relationships namespace prefix, if it is present.

3. The package implementer shatirsrelationship elements bid value in increasing order, considerilth
values as cassensitive Unicode strings.

4. The package implementer shaéimove alkRelationship>elements with arld value that does not
match anySourceldvaluesandwith a Type value that does not match ar§ourceTypevalues specified
in the transform definition. Producers and consumers shall compare valueddrybyte as case
sensitve Unicode strings. [M6.27] The resulting XML document holddRallationship>elements that
have and value that matches &ourceldvalueor a Type value that matches &ourceTypevalue
specified in the transform definition.

Step 3: Prepare for canorddization

1. The package implementer shadimove all characters between tkdRelationships>start tag and the
first <Relationship>start tag.

2. The package implementer shafimove all characters between each paixé&elationship>start and
end tags.

3. The pakage implementer shalemove all characters between the lasRelationship>end tag and the
<Relationships>end tag.

DRAFT: Contents are subject to change without notice. 59



=

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45

Digital Signatures

4. If there are no<Relationship>elements, the package implementer shall remove all characters between
the <Relationships>start tag and tle <Relationships>end tag.

13.3 Digital Sighature Example

The contents of digital signature parts are defined by the W3C RecommendXtitiaSgnature Syntax and
t NBRV=E 6 AK 2Y SLBQ | FS-specific modifications specified i13.2.4. TéModifications to the XML Digital
Signature Specificatiéd

[Example:

Digital signature markup for packages is illustrated in this example. For information about namespaces used in
this example, seAnnex HdStandard Namespaces and Content Types

<Signature Id=" Signatureld " xmins="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/
REG xml - c14n - 20010315"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/
xmldsig#dsa - shal"/>
<Reference
URI="#idPackageObject"
Type="htt p://lwww.w3.0rg/2000/09/xmldsig#Object">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REG xml - c14n - 20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/
xmldsig#shal'/>
<DigestValue>...</DigestValue>
</Reference>
<Reference
URI="#Application"
Type="http://mww.w3.0rg/2000/09/xmldsig#Object">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REG xml - c14n - 20010315"/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>...</DigestValue>
</Refere nce>
</Signedinfo>
<SignatureValue>...</SignatureValue>

<Keylnfo>
<X509Data>
<X509Certificate>...</X509Certificate>
</X509Data>
</Keylnfo>
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<Object Id="idPackageObject"
xmins:pds=" http://schemas. openxmlformats.org
/ package /200 6/dig ital - sig nature">
<Manifest>
<Reference URI="/document.xm|?ContentType= application/
vnd.ms - document +xml">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REG xml - c14n - 20010315"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/
xmldsig#shal"/>
<DigestValue>...</DigestValue>
</Reference>
<Reference
URI="/_rel s/document.xml.rels?ContentType=application/
vnd.ms - package.relationships+xml ">
<Transforms>
<Transform  Algorithm="http://schemas.microsoft.com/
package/2005/06/RelationshipTransform">
<pds:RelationshipReference Sourceld="B1"/>
<pds:RelationshipReference Sourceld="Al1"/>
<pds:RelationshipReference Sourceld="A11"/>
<pds:Relationship sGroup Reference Source  Type=
" http://schemas. custom .com/ required -resource "/>
</Transform>
<Transform Algorithm="http://www.w3.0rg/TR/2001/
REG xml - c14n - 20010315"/>
</Transforms>
<DigestMethod  Algorithm="http://www.w3.0rg/2000/09/
xmldsig#shal"/>
<DigestValue>...</DigestValue>
</Reference>
</Manifest>
<SignatureProperties>
<SignatureProperty Id="idSignatureTime" Target="# Signatureld ">
<pds:SignatureTime>
<pds:Format>YYYY - MMDDThh:mmTZD</pds:Format>
<pds:Value>2003 -07-16T19:20+01:00</pds:Value>
</pds:SignatureTime>
</SignatureProperty>
</SignatureProperties>
</Object>
<Object Id="Application">...</Object>
</Signature>

© 00 N O O A WDN PP

A A D DA DA DS DWW WWWWWWWWNDNDNDNDNDNDDNDNDDNDDNDIERRRRIRREREPRPREPRE
O O WNEP O O 0WWNOO O R WNRPROOOWNOOOOOGHP™AWNEREOOOWONOOOOGOGSP™MWNDNPREO

47 end example]
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13.4 Generating Signatures

The steps for signing package contents follow the algorithm outlin€ddis’ 2NEDS/SNIiRYE 2F(KS2 of
WS2Y'Y SYR- iRy dXML-Signature Syntax and Proces@EmgAK 22Y SY 2Rw0 (Ry BNIQ I B-specific
constructs.

The steps below might not be sufficient for signing or validating signatures that contain apphsagioific
<Object>elements. Format designers that utilize applicat&pecific <Object> eleménishall also define the
additional steps that shall be performed to sign or validate the applicapecific <Object> elements.

To generate references:
1. For each package part being signed:

a. The package implementer shafily the transforms, as determinda the producer, to the
contents of the part.

b. The package implementer shadliculate the digest value using the resulting contents of the
part.

2. The package implementer shall createReference>element that includes the reference of the part
with the query component matching the content type of the target part, necessary transform elements,
the digest algorithm, and theDigestValue>element.

3. The package implementer shafirestruct the packagspecific<Object>element containing a
<Manifest> element with child <Reference> elements ar&ignatureProperties>element with a
child<SignatureTime>element.

4. The package implementer shatkate a reference to the resulting packagpecificcObject>element

When signing<Object>elementdata, package implementers shall follow the genegierencecreation
algorithm described igodEd 2NEDS/SNRYE 2F(KS2 o/ WSRY Y YR Ry dXML-Signature Syntax and
Processingda cdy6

To generate signatures:

1. The package implementer shall create th8ignedinfo>element with a<SignatureMethod>element a
<CanonicalizationMethod>element, and at least oneReference>element.

2. The package implementer shall canonicalize the data and then calculat&StgeatureVatie>element
using the<SignedInfo>elementbased on the algorithms specified in th€ignedinfo>element.

3. The package implementer shall construet@ignature>element that includesSignedinfo><Object>,
and<SignatureValue>elements.If a certificate is embedded in the signature, the package implementer
shall also include theKeyInfo>element.

13.5 Validating Signatures

Consumers validate signatures following the steps describ8d®Id 2Nk R (RyE 2F(KS2 of
Wa2Y'Y §/R Ry 6XML-Siqnature Syntax and Processibg KS/ @ tR- (y3 RE t a8y (kS Cyady INBK f
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verify the content type and the digest contained in eadteference>descendant element of theSignedinfo>
element, and validate the signature calculated using<Bé&gnedhfo> element. [M6.29]

To validate references:

1. The package implementer shall canonicalize<Bégnedinfo>element based on the
<CanonicalizationMethod>element specified in theSignedinfo>element.
2. For eachkxReference>element in the<Signedinfo>element

a. The package implementer shalitain the<Object>element to be digested.

b. Forthe packagespecificcObject>element, the package implementer shall validate references
to signed parts stored in theManifest>element. The package implementer shall coesid
references invalid if there is a missing part. [M6.9]

c. Forthe packagespecificcObject>element, validation okReference>elements includes
verifying the content type of the referenced part and the content type specified in the reference
guery componeh Package implementers shall consider references invalid if these two values
are different. The string comparison shall be casasitive and local@variant. [M6.11]

d. The package implementer shaibdst the obtainedkObject>element using the
<DigestMehod> element specified in the&Reference>element.

e. The package implementer shatimpare the generated digest value against #i2igestValue>
element in the<Reference>element of the <Signedinfoglement. Package implementers shall
consider references invalid if there is any mismatch. [M6.30]

To validate signatures:

1. The package implementer shall obtain the public key information fronx#eylnfo>element or from
an external source.

2. The packagemplementer shall btain the canonical form of theSignatureMethod>element using the
<CanonicalizationMethod>element. The package implementer shall use the result and the previously
obtained<Keylnfo>element to confirm the<SignatureValue>element stoed in the<Signedinfo>
element. The package implementer shall decrypt4is#gnatureValue>element using the public key
prior to comparison.

13.5.1 Signature Validation and Streaming Consumption

Sreaming consumers that maintain signatuigzallbe able to cachéhe parts necessary for detecting and
processing signaturefM6.31]

13.6  Support for Versioning and Extensibility

The package digital signature infrastructure supports the exchange of signed packages between current and
future package clients.
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13.6.1 Using Relationship Types

Future versions of the package format will specify distinct relationship types for revised signature parts. Using
these relationships, producers will be able to store separate signature information for current and previous
versions. Consners will be able to choose the signature information they know how to validate.

Figurel3¢23Part names and logical item nang&#idaNiSa (Ka Ny /3 O LBOARR (KI- (g Xt 0S| @ X 6iS A
future versions of the package format.

Figurel3q2. A package containing versioned signatures

.~ ™
Pelatiorchip Pebtiorchp
{verman i iWarmon 2i
Digital Signature [igital Signature
XML Signature XML Signature
Part Part
[Wersion 1) {Wersion 2)
o A

13.6.2 Markup Compatibility Namespace for Package Digital Signatures

Thepackage implementer shall not use tharkup Compatibilittnamespace, aspecifiedin Annex HoStandard
Namespaces and Content TygesAKAY (KSLBQI 3S-specific<Object>element Thepackage implementer shall
consider the use of the Markup Compatibility namespace withinpekagespecificcObject>elementto be an
error. [M6.32]

Format designers might specifp applicationspecific package part formétat allows for the embeddingpf
versioned or extended content that might not be fully understood bypsent and future implementations.
Producers might create such embedded versioned or extended content and consumers might encounter such
content.[06.12][Example An XML packagegpt format mightrely onMarkup Compatibilityelements and

attributes to embed such versioned or extended contemtdexample]

If an application allows for a single part to contain information that might not be fully understood by all
implementations, then thdormat designesshallcarefully deginthe signing and verification policies to account
for the possibility of different implementations being used for eachionin the sequenc®f content creation,
content signing, and signature verificatidiroducers and consumers shall account for poissibility in their
signing and verification processing. [M6.33]
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Annex A. Resolving Unicode Strings to Part
Names

Package clients ight use Unicode strings for referencing parts in a packfgeample Values of xsd:anyURI
data type within XML markup are Unicosligings.end examplg

Thisannexspecifieshow such Unicode stringshallbe resolved to part names.

The diagram below illustrates the conversion path from the Unicode diviagpart name. The numbered arcs
identify string transformations.

FigureAcl. Strings are converted to part names for referencing parts

1] 2] 4]

Unicode string ——[1-2]—» IRI ——I[2-3] URI ——[3-4]-» Part Name

AUnicode string representingldRIcanbe passed to th@roduceror consumer The producing or consuming
applicationshallconvert theUnicodestring to aURI Ifthe URIs a relative referenceahe applicatiorshall
resolve it using the base URI of the pavhich is expressed using thackscheme to the URI of the referenced
part. [M1.33]

The process for resolving a Unile string to a part name follows Arcs?}, [2-3], and [34].

A.1  Creating an IRI from a Unicode String

With reference to Arc [2] in FigureAc¢l, a Uniode string is converted to an IRI by percencoding each ASCII
character that desnot belong tothe set ofreservedor unreservedcharacters as defined in RFC 3986.

A.2  Creating a URI from an IRI

With reference to Arc [8] in FigureAcl, an IRl is converted to a URI by converting-A&CII characters as
defined inStep 2 irg3.1of RFC 3987

If a consumeconversthe URI backnto anIR| the conversionshallbe performed as specified §8.20of RFC
3987 [M1.34]
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Resolving Unicode Strings to Part Names

Resolving a Relative Reference to a Part Name

If the URI reference obtained 8A.2is a URI, it is resolved in the regular way, that is, with no paepeeific
considerations. Otherwise, if the URI reference is a relative reference, it is resolved (with reference td]Arc [3
in FigureAcl) as follows:

1.

n

o gk w

© N

Percentencode each open bracket ([) and close bracket (]).

Percentencode eaclpercent (%) character that is not followed by a hexadecimal notation of an octet
value.

Un-percentencode each @rcentencoded unreserved character.

Un-percentencode each forward slash (/) and back slagh (

Convert all back slashes to forward slashes.

If present in a segment containing néR(@SOAK NDENTINGY 225 INXYA R (iaduKaracters from

each segment.

If a single trailing forward slash (/) is present, remove that trailing forward slash.

Remove complete segmentisat consist of three or more dots.

Resolvehe relative reference against the base URI of the part holding the Unicode string, as it is defined
in 85.2 of RFBG986.

The producer shall not create a relative reference that would resolve to a pack URI that does not have a path
component that conformso the part name grammar, and a consumer shall issue an error if it encounters such a
relative reference. [M1.35]

A4

String Conversion Examples

[Example:

Examples of Unicode strings converted to IRIs, URIs, and part names are shown below:

Unicodestring IRI URI Partname
/a/b.xml /a/b.xml /a/b.xml /a/b.xml
K ke BY f K ke BY f 1a/%D1%86.xml | /a/%D1%86.xm

[%41/%61.xml | /%41/%61.xml | /%41/%61.xml | /A/a.xml

[%25XY .xml [%25XY .xml 1%25XY .xml [%25XY .xml

1%XY .xml 1%XY .xml 1%25XY .xml 1%25XY .xml
1%2541.xml /%2541 .xml /%2541 .xml /%2541 .xml
[..Ja.xml [..Ja.xml [..Ja.xml fa.xml

KRe BY f KRe BY f 1.1%D1%86.xml | /%D1%86.xml
1%2e/%2e/a.xml| [%2e/%2ela.xml| [%2e/%2e/a.xml| [a.xml

\a.xml %5Ca.xml %5Ca.xml fa.xml
\%41.xml %5C%41.xml %5C%41.xml IA.xml

1%0D1%86.xml | /%D1%86.xml [1%D1%86.xml| | /%D1986.xml
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Unicodestring IRI URI Partname

\%2e/a.xml 2%5C%2e/a.xml | %05C%2e/a.xml | /a.xml
1 end example]
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Annex B. Pack URI

A package is a logical entity that holds a collection of parts. This specification defines a way to use URIs to
reference part resources inside a package. @pgoach defines a new scheme in accordance with the
guidelines in RFEO86.

The following terms are used as they are defined in F#86:schemeauthority, path, segmentreserved
characterssubdelims unreserved characterpchar, pct-encoded charactergjuery, fragment andresource

B.1 Pack URI Scheme

RF(3986 provides an extensible mechanism for defining new kinds of URIs based on new schemes. Schemes are
the prefix in a URI before the colofEfampleCKiL 56w >0 end examplpThis specification defines a

specific URI scheme used to refer to parts in a package: the pack scheme. A URI that uses the pack scheme is
called apack URI

The pack URI grammar is defined as follows:

pack URI =" pack:// " authority A path ]
authority =*(unreserved | sub-delims | pct -encoded)
path =1* "/" segment )

segment = 1*(pchar)

unreservedsub-delims pcharandpct-encodedare defined in RFC 3986

The authority component contains an embedded URI that points to a package. The package implementer shall
create anembedded URI that meets the requirements defined in B#&B for a valid URI. [M7.8B.3

GComposing a Pack WRRSONGSA (KS Ni#SA BPNRY L2ay3 LG | wioe @Y oyyAKS! w2y SyimeLBq 35
resource with a part name.

The package implementer shall not create an authority component withreescaped colon (:) character.

[M7.4] Consumer applications, based on the obsolete URI specification RFC 2396, might tolerate the presence of
an unescaped colon character in an authority component. [07.1]

The optional path component identifies a partigupart within the package. The package implementer shall
only create path components that conform to the part naming rules. When the path component is missing, the
resource identified by the pack URI is the package as a whole. [M7.2]

In order to be abled embed the URI of the package in the pack URI, it is necessary to replace or-pecaie
occurrences of certain characters in the embedded URI. For example, forward slashes (/) are replaced with
commas (,). The rules for these substitutions are deedrih§B.3dComposing a Pack URI

The optonal query component in a pack URI is ignored when resolving the URI to a part.
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A pack URI might have a fragment identifier as specified iBBE& If present, this fragment applies to
whatever resource the pack URI identifies.

[Example:
ExampleBgl. Using the pack URI to identify a part
CKSRif26 /A WARSY TS (KS ok kokBR2EY £ LINIB AKY (KS KLY 6 6 & XDRETBRY KY 832yl VS¥J
package resource:
pack://http%3c,,www.microsoft.com,my.container/a/b/foo.xml
end example]
[Example:

ExampleB¢2. Equivalent pack URIs

The following pack URIs are equivalent:

pack://http%3c,,www.microsoft.com,my. container
pack://http%3c,,www.microsoft.com,my.container/

end examplg

[Example:

ExampleBc3. A pack URI with percerncoded characters

CKSRf26 V! WIRS/TRPSA (KS kxR0l NBY € LUNivithin the

SRILYY & 1 Y 36 NOG 6 6 Y 8BRY kCRyU AVINPE_BKY 82y yNLBQ | BY

pack://http%3c,,myalias%3cpswr%40www.my.com,containers.aspx%3fmy.containe
r
/c/d/bar.xml

end example]

B.2 Resolving a Pack URI to a Resource

The following is an algorithm for relsing a pack URI to a resource (either a package or a part):

1. Parse the pack URI into the potential three components: scheme, authority, path, as well as any
fragment identifier.

In theauthority component, replace all commas (,) with forward slashes (/).

Un-percentencodeASCII characters in the resulting authority component.

The URI for the package identified by the pack URkidting authority component

If the path component is empty, the pack URI resolves to the package as a whole and the resolution
process is complete.

a s WD
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6. A nonemptypath component shall be a valid part name. If it is not, the pack URI is invalid.
7. The pack URI resolves to the part with this part name in the package identified byttiarity
component.

[Example:

ExampleBc¢4. Resolving a pack URI to a resource

Given the pack URI:
pack://http%3c,,www.my.com,packages.aspx%3fmy.package/a/b/foo.xml

The components:

<authority>= http%3c,,www.my.com,packages.aspx%3fmy.p ackage
<path>= /a/b/foo.xml

Are converted to the package URI:
http://iwww.my.com/packages.aspx?my.package
And the path
/a/b/foo.xml

CKNERNEEKA! WLNSISNAIR | LN/ Y SRk kokB2BY 6 A (KSLBQ F S IGIKS Bif26 /3! wlY
http://www.my.com/packages.gsx?my.package.

end example]

B.3 Composing a Pack URI

The following is an algorithm for composing a pack URI from the URI of an entire package resource and a part

name.

In order to be suitable for creating a pack URI, the URI reference of a package ress@lircenform to
RFC3986 requirements for valid absolute URISs.

To compose a pack URI from the absolute package URI and a part name, the following steps shall be performed,

in order:

1. Remove the fragment identifier from the package URI, if present.

2. Percentencodeall percent signs (%), question marks (?), at signs (@), colons (:) and commas (,) in the

package URI.
3. Replace allorward slashes (/) with commas (,) in the resulting string.

I LOSYR (KS Naadlfiy 3 aE (B (KSaWEdLBQ ke d

»

5. Appenda forward shsh (/) to the resulting string. The constructed string represents a pack URI with a

blank path component.
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6. Using this constructed string as a base URI and the part name as a nedéghence, apply the rules
defined in RFB986 for resolving relative refences against the base URI.

The result of this operation will be the pack URI that refers to the resource specified by the part name.
[Example:
ExampleB¢h5. Composing a pack URI
Given thepackage URI:
http://iwww.my.com/packages.aspx?my.package
And the part name
/alfoo.xml
The pack URI is
pack://http %3c,,www.my.com,packages.aspx%3fmy.package/a/foo.xml
end example]

B.4  Equivalence

In some scenarios, such as caching or writing parts to a padkageecessary to determine if two pack URIs are
equivalent without resolving them.

The package implementer shall consider pack URIs equivalent if:

1. Thescheme components are octbly-octet identical after they are both converted to lowercased
2. Theauthority components are equivalent (the rules for which will vary by scheme, as p&9RBand
3. Thepath components are equivalent when compared as éasensitive ASCII strings.

[M7.3]
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Annex C. ZIP Appnote.txt Clarifications

The ZIP specification includesamber of features that packages do not support. Some ZIP features are clarified
in the context of this specification. Package producers and consumers shall adhere to the requirements noted
below.

C.1  Archive File Header Consistency

Data describing files stodein the archive is substantially duplicated in the Local File Headers and Data
Descriptors, and in the File headers within the Central Directory Record. For a ZIP archive to be a valid physical
layer for a package, the package implementer shall ensurettieaZIP archive holds equal values in the

appropriate fields of every File Header within the Central Directory and the corresponding Local File Header and
Data Descriptor pair. [M3.14]

C.2 Table Key

e & S¥1 During consumption of a package, a "Yes" valuafield in a table irAnnex Gndicates a
package implementer shall support reading the ZIP archive containing this record or field, however,
support may mean igrigJ=3Ra odpss diyE LRRIGRY 27 LIQH IS ¢ S @ dSBNIPERN I {1-6fS
in Annex Gndicates that the package implementer shall write out this record or field. [M3.16]

o 2T ! b2 FIASBNITIRN I (I 6SA Annex Gndicates the package implementer shall not use
this record or field during consumption or production of packages. [M3.17]

o OhLdRyMHET ! yohLiRyl & @dS RNINERNRIV | (I 6fSA Annex Gndicates that package implementers
might write this record during production. [03.2]

o Of INBSRII X20S20¢T | & N RSRS] k2026 ¢ @ (dS BNINEE2NRNY |- (- 6fS A Annex Gndicates
that the record contains fields that might not be supported by package implementers during production
or consumption. See the details in the correspondadge to determine requirements. [M3.18]
Annex C indicates that the package implementer shall use the record only when needed to store data in
the ZIP archiz. [M3.19]

TableCc1XSupport for record&X3pecifies the requirements for package production, consumption, and editing
in regard to particular togevel records or fields described in the ZIP Appnote.txt.

TableC;1. Support for records

Recordname Supported on Qupported on Pass through on
Consumption Production editing
Local File Header Yes (partially, details | Yes (partially, details | Yes
below) below)
File data Yes Yes Yes
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Recordname Supported on Supported on Pass through on
Consumption Production editing
Data descriptor Yes Optional Optional
Archive decryption No No No
header
Archive extra data No No No
record
Central directory Yes (partially, details | Yes (partially, details | Yes
structure: below) below)
File header
Central directory Yes (ignore the Optional Optional
structure: signature data)
Digital signature
Zip64 end of central | Yes (partially, details | Yes (partially, details | Optional
directory record V1 | below) below, used only wher
(from spec version needed)
4.5)
Zip64 end of central | No No No
directory record V2
(from spec version
6.2)
Zip64 endbf central | Yes (partially, details | Yes (partially, details | Optional
directory locator below) below, used only wheri
needed)
End of central Yes (partially, details | Yes (partially, details | Yes

directory record

below)

below, used only wher

needed)

TableCg2>0Support for record componertZA JOPSA (KS Ngj dAEY Syia BNLIBQ I IS LBbduction, consumption,
and editing in regard to individual record components described in the ZIP Appnote.txt.

TableC;2. Support for record components

Record Field Supported on SQupported on Pass through
Consumption Production on editing
Local File Header Local file header signaturq Yes Yes Yes
Version needed to extract| Yes (partially, see| Yes (partially, seg Yes (partially,
Table(t3) Table(t3) seeTableCc3)
General purpose bit flag | Yes (partially, see| Yes (partially, se¢ Yes (partially,
Table(c5) Table(c5) seeTableCch)
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Record Field Supported on Supported on Pass through
Consumption Production on editing
Compression method Yes (partially, see| Yes (partially, see Yes (partially,
TableCc4) TableCc4) seeTableCg4)
Last mod file time Yes Yes Yes
Last mod file date Yes Yes Yes
Cre32 Yes Yes Yes
Compressed size Yes Yes Yes
Uncompressed size Yes Yes Yes
File name length Yes Yes Yes
Extra field length Yes Yes Yes
File name (variable size) | Yes Yes Yes
Extra field (variable size) | Yes (partially, see| Yes (partially, seq Yes (partially,
Table(:6) Table(:6) seeTable(C:6)
Central directory Central file header Yes Yes Yes
structure: File header | signature
version made by: high Yes Yes(0 = MSDOS | Yes
byte is default
publishing value)
Version made by: low bytg Yes Yes (partial, Yes
always 4.5)
Version needed to extract| Yes (partially, see| Yes (1.01.1, 2.1, | Yes
(seeTableCc3 for details) | Table(c3) 4.5)
General purpose bit flag | Yes (partially, see| Yes (partially, se¢ Yes (partially,
Table(c5) Table(c5) seeTableCc5)
Compression method Yes (partially, see| Yes (partially, seq Yes (partially,
TableCc4) TableCc4) seeTableCc4)
Last mod file timé¢Pass Yes Yes Yes
through, no
interpretation)
Last modile date (Pass | Yes Yes Yes
through, in interpretation)
Cre32 Yes Yes Yes
Compressed size Yes Yes Yes
Uncompressed size Yes Yes Yes
File name length Yes Yes Yes
Extra field length Yes Yes Yes
File comment length Yes Yes Yes
(always set to 0)
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Record Field Supported on Supported on Pass through
Consumption Production on editing

Disk number start Yes (partiat no | Yes (always 1 Yes (partiat
multi disk disk) no multi disk
archives) archives)

Internal file attributes Yes Yes Yes

External file attributes Yes Yes Yes

(Pass through, no (MS DOS default

interpretation) value)

Relative offset of local Yes Yes Yes

header

File name (variable size) | Yes Yes Yes

Extra field (variable size) | Yes (partially, see| Yes (partially, seq Yes (partially,
Table(:6) Table(:6) seeTableC:6)

File comment (variable Yes Yes(always set to| Yes

size) empty)

Zip64 end of central Zip64 end of central Yes Yes Yes
directory V1 (from spec| directory signature

version 4.5, only used | gje of 7ip64 end of centr] Yes Yes Yes
when needed) directory

Version made by: high Yes Yes (0 = M®OS | Yes

byte (Pass through, no is default

interpretation) publishing value)

Version made by: low bytq Yes Yes (always 4)5 | Yes

Version needed to extract| Yes 4.5) Yes (4.5) Yes4.5)

(seeTableCc3 for details)

Number of this disk Yes (partiat no | Yes (always 1 Yes (partiat
multi disk disk) no multi disk
archives) archives)

Number of the disk with | Yes (partiat no | Yes (always 1 Yes (partiat

the start of the central multi disk disk) no multi disk

directory archives) archives)

Total number of entries in| Yes Yes Yes

the central directory on

this disk

Totalnumber of entries in | Yes Yes Yes

the central directory

Size of the central Yes Yes Yes

directory
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Record Field Supported on Supported on Pass through
Consumption Production on editing
Offset of start of central | Yes Yes Yes
directory with respect to
the starting disk number
Zip64 extensible data Yes No Yes
sector
Zip64 end of central Zip64 end of central dir | Yes Yes Yes
directorylocator(only | locator signature
used when needed) [ \ymber of the disk with | Yes (partiat no | Yes (always 1 | Yes(partialt
the start of the zip64 end | multi disk disk) no multi disk
of central directory archives) archives)
Relative offset of the zip64 Yes Yes Yes
end of central directory
record
Total number of disks Yes (partiat no | Yes (always 1 Yes (partiat
multi disk disk) no multi disk
archives) archives)
End of centratlirectory | End of central dir Yes Yes Yes
record signature
Number of this disk Yes (partiat no | Yes (always 1 Yes (partiat
multi disk disk) no multi disk
archives) archives)
Number of the disk with | Yes (partiat no | Yes (always 1 Yes (partiat
the start of the central multi disk archive) disk) no multi disk
directory archive)
Total number of entries in| Yes Yes Yes
the central directory on
this disk
Total number of entries in| Yes Yes Yes
the central directory
Size of the central Yes Yes Yes
directory
Offset of start of central | Yes Yes Yes
directory with respect to
the starting disk number
ZIP file comment length | Yes Yes Yes
ZIP file comment Yes No Yes

LA A

TableCg336Support for Version Needed to Extract fiedd $0P8a(KS RS ASR LERRIGRY>(@nsumption, and

editing requirements for the Extract field, which is fully described in the ZIP Appnote.txt.
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ZIP Appnote.txt Clarifications

Version Feature Supported on Supported on Pass through on
Consumption Production editing

1.0 Default value Yes Yes Yes

1.1 File is a volume label Ignore No (rewrite/remove)

2.0 File is a folder (directory) | Ignore No (rewrite/remove)

2.0 File is compressed using | Yes Yes Yes
Deflatecompression

2.0 File is encrypted using No No No
traditional PKWARE
encryption

2.1 File is compressed using | No No No
Deflate64(tm)

2.5 File is compressed using | No No No
PKWARE DCL Implode

2.7 File is a patch data set No No No

4.5 Fileuses ZIP64 format Yes Yes Yes
extensions

4.6 File is compressed using | No No No
BZIP2 compression

5.0 File is encrypted using DES No No No

5.0 File is encrypted using 3DE/ No No No

5.0 File is encrypted using No No No
original RC2 encryption

5.0 Fileis encrypted using RC4| No No No
encryption

5.1 File is encrypted using AES No No No
encryption

5.1 File is encrypted using No No No
corrected RC2 encryption

5.2 File is encrypted using No No No
corrected RGCB4
encryption

6.1 File is encrypted usingon- | No No No
OAEP key wrapping

6.2 Central directory encryption No No No

TableCc4z0Support for Compression Method figlH JO9SA (KS R ASR LIRRIGRY >CRyzdyY LRy>1 YR SRy
requirements for the Compression Method field, which is fully described in the ZIP Appnote.txt.
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Code Method Supported on | Supported Pass
Consumption on through
Production | on editing

0 The file is stored (no compression) Yes Yes Yes
The file is Shrunk No No No

2 The file is Reduced with compression | No No No
factor 1

3 The file is Reduced with compression | No No No
factor 2

4 The file is Reduced with compression | No No No
factor 3

5 The file is Reduced with compression | No No No
factor 4
The file is Imploded No No No
Reserved for Tokenizing compression | No No No
algorithm
The file is Deflated Yes Yes Yes
Enhanc®5 St (ly3 day35 Sl (Scrin No No No

10 PKWARE Data Compression Library | No No No
Imploding

11 Reserved by PKWARE No No

TableCc520Support for modse/structures defined by general purpose bit fléf 3098 (KS RIT ASR
production, consumption, and editing requirements when utilizing these gempenglose bit flags within

records.

TableGe5. Support for mods/structures defined by general purpose bit flags

Bit Feature Qupported | Supported Pass
on on through
Consumption| Production on
editing
0 If set, indicates that the file is encrypted. No No No
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Bit Feature Supported | Supported Pass
on on through
Consumption| Production on
editing
1, Bit | Bit Yes Yes Yes
2 2 |1
0 0 Normal ¢en) compression option
wasused.
0 1 Maximum ¢exx/-ex) compression
option was used.
1 0 Fast {ef) compression option was
used.
1 1 Super Fast€s) compression
option was used.
3 If this bit is set, the fields ci82, compressed size | Yes Yes Yes
and uncompressed size are setzero in the local
header. The correct values are put in the data
descriptor immediately following the compressec
data. (PKZIP version 2.04g for DOS only recogn
this bit for method 8 compression, newer versior
of PKZIP recognize this bit for anyngyession
method.)
4 | Reserved for use with method 8, for enhanced | Ignore Bits setto | Yes
deflating 0
5 | If this bit is set, this indicates that the file is Ignore Bits setto | Yes
compressed patched data. (Requires PKZIP ver, 0
2.70 or greater.)
6 | Strong encryption. If this bit is set, you should sg Ignore Bits setto | Yes
the version needed to extract value to at least 5( 0
and you must also set bit 0. If AES encryption is
used, the version needed to extract value must k
at least 51.
7 | Currently unused Ignore Bits setto | Yes
0
8 | Currently unused Ignore Bits setto | Yes
0
9 | Currently unused Ignore Bits setto | Yes
0
10 | Currently unused Ignore Bits setto | Yes
0
11 | Currently unused Ignore Bits setto | Yes
0

DRAFT: Contents are subject to change without notice.







