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Brief History

After the ECMA Technical Committee TC36 "IT Security" had completed the development of the Standard
ECMA-271 "Extended Commercially Oriented Functionality Class for Security Evaluation (E - COFC)" it was quite
natural to continue with the development of a Protection Profile, i.e. a Profile that combines the functional criteria of
the E - COFC with a set of assurance criteria. It was decided to use the Common Criteria for this purpose, since these
criteria were in the process of being standardized by ISO/IEC JTC1/SC27.

Due to the active support of the US National Institute of Standardization and Technology (NIST) in TC36 it was
possible to build this profile, based on the Public Business Class of E - COFC. Starting point and basis of the
E - COFC PP development was the NIST PP Version 0.31 by Gary Stoneburner (NIST), 23 July 1998. Kristina C.
Rogers (Cygnacom Solutions) was then given the task to convert the E - COFC Public Business Class into a
Protection Profile. This work was then adopted by TC36 and updated to include those changes which meanwhile were
made to the E - COFC in its second edition.

The purpose of developing a Protection Profile was to demonstrate how the E - COFC criteria can be applied for IT
system evaluations.

This Technical Report ECMA TR/78 gives the technical details. Another Technical Report will explain the
application of the Profile and discuss its limitations. This report is under preparation.

Adopted as ECMA Technical Report TR/78 by the General Assembly of 16 December 1999.
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2
2.1

2.2

Introduction

| dentification
Title: ECMA Protection Profile, E - COFC Public Business Class, Version 2.02

Assurance level: EAL2 Augmented
Registration: <To be filled in upon registration>

Keywords: electronic commerce, commercial functionality, operating systems, networks, distributed
systems, ECMA, E - COFC.

Protection Profile overview

The Extended Commercially Oriented Functionality Class (E - COFC) Public Business (PB) Class
Protection Profile (PP) is based on the requirements for the Public Business Class contained in ECMA-271.
The E - COFC PP is Part 2 extended with respect to its functional requirements and EAL?2 augmented with
respect to its assurance requirements. The E - COFC PP applies to the security of data processing in a
commercial business environment, independent of hardware and software platforms of the participating
systems. Its functions are selected to satisfy the minimal set of security requirements for typical business
applications of interconnected systems. The IT Security Policy is based on a Confidentiality Policy, an
Integrity Policy, an Accountability Policy and an Availability Policy. These dedicated policies are enforced
by an appropriate IT security architecture which is decomposed into different domains, such as network
security, systems security and application security. This IT security architecture provides a specific set of
security services and the associated security management. The security services and the security
management are based on a specific set of protocols and mechanisms (security enforcing functions) which
may be realized by non-cryptographic (access control) and cryptographic means (symmetric methods,
public key methods).

The Protection Profile Rationale is provided in annex A.

TOE description

E - COFC overview

The Extended Commercially Oriented Functionality Class (E - COFC) is an ECMA standard, which
specifies security evaluation criteria for interconnected I T systems. The systems are interconnected through
a communication network, which is considered a priori not trusted. The systems may be located at different
sites, cities or countries, and are connected through leased lines, public networks or private networks.

The E - COFC Standard applies to the security of data processing in a commercial business environment,
independent of hardware and software platforms of the participating systems. Its functions are selected to
satisfy the minimal set of security requirements for typical business applications of interconnected systems.

The E - COFC is based on an IT Security Policy of a commercial enterprise taking typical environmental
and organizational constraints into account. As in reality the IT Security Policy is based on a
Confidentiality Policy, an Integrity Policy, an Accountability Policy and an Availability Policy. These
dedicated policies are enforced by an appropriate IT security architecture which is decomposed into
different domains, such as network security, systems security and application security. This IT security
architecture provides a specific set of security services and the associated security management. The
security services and the security management are based on a specific set of protocols and mechanisms
(security enforcing functions) which may be realized by non-cryptographic (access control) and
cryptographic means (symmetric methods, public key methods). For consistency and ease of operation, a
specific key management may be an integral part of the security management, supporting specific security
services and security mechanisms. With respect to the various system services applied, the security
management system activates the adequate security enforcing functions. If cryptographic means are
applied, the associated keys and parameters are protected, distributed, and revocated such that unauthorized
persons can't have access to them.

The TOE environment

The Target of Evaluation (TOE) environment is a commercial environment, which consists of several
interconnected I T systems. These systems provide on the basis of the installed operating systems different
applications and communication facilities for the users and the applications respectively. The installed
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systems, the communication network and the additionally installed business applications or hardware
devices constitute the TOE. The communication network is considered a priori as not secure. The identified
minimal security requirements of this standard shall be supported by the TOE but not necessarily by each
individual system. The support of the security enforcing functions within a system may be based on the
Operating System (OS) or on the combination of the OS and secure hardware or software products.

The TOE environment addresses the following technical constraints:

e A single system is a TOE component consisting of the underlying hardware H and the operating system
OS. The ID of the OSis defined by its name (domain name) and its network address. The hardware H is
identified by a factory assigned identification number.

e The TOE supports different types of entities such as users and processes. The users execute specific
tasks in the system with respect to their different roles in the system environment. The users are
accountable for all system activities. A user is registered under the TOE. The TOE generates processes
that act on behalf of users. A process requests and consumes resources on behalf of its unique associated
user. A process may invoke another process on a different system which is interconnected by the
network.

e The TOE may support a network management partitioned into several components, such as the
configuration management, the fault management, the performance management and the security
management. Although every component contributes to the maintenance of the IT infrastructure, only
the security management influences the specified security functionalities. The protocols applied between
the network management node and the agent node (retrieving and updating of configuration files) are
considered as a special case of ainter-process communication.

e The TOE may support different types of inter-process communication, such as:

e Synchronous client server communication: To satisfy a client process, a server process may act as a
client to athird process, communicating on the basis of Remote Procedure Calls (RPC).

e Asynchronous client server communication: Client and server processes communicate on the basis
of message passing.

e Dedicated network services: Examples include the File Transfer Protocol Service, the Remote Login
or Remote Execute Service, the Network File System, and the Network Information Services.

e Different network management protocols, such as Simple Network-Management Protocol (SNMP)
or Common Management Information Protocol (CMIP).

e Several users may execute at a given time specific tasks on the same system.

e A user may have remote access to systems of the TOE via a terminal, personal computer, workstation, or
laptop.
e The TOE must execute the access control policy of the imposed IT Security Policy.

e The TOE may support resource sharing such as printer and mass storage on a network. The TOE may be
connected to the internet under the surveillance of flow control mechanisms which exclude irregular
interference with measures to counter the threats to the commercial environment.

Hierarchical classes

With respect to the commercial requirements, the E - COFC is partitioned into the following three

hierarchical classes of commercial security requirements:

e The Enterprise Business class (EB-class) — (includes COFC, ECMA-205, requirements).

e The Contract Business class (CB-class) — (includes the EB-class and COFC requirements).

e The Public Business class (PB-class) — (includes the CB-class, EB-class and COFC requirements).

Each subclass specifies the imposed commercial environment security requirements, the resulting threats
and the identified security functionalities. In practice, the subclasses may overlap each other. A minimal set
of security functionalities is derived to counter these threats with appropriate countermeasures for the
commercial environment.



3.1

3.2

3.3

The ECMA-205 COFC requirements apply to a non-networked environment and are the lowest level of the
hierarchy. They are included in the requirements for the Enterprise Business Class. This Protection Profile
is for the Public Business Class, the highest level in the hierarchy. The Public Business Class includes the
requirements for the Enterprise Business Class and the Contract Business Class.

Security environment
This clause identifies the following:

Secure usage assumptions,
Organizational security policies, and
Threats to Security.

Secur e usage assumptions

The specific conditions listed below are assumed to exist in an E- COFC Public Business Class
environment.

Table 1 — Security assumptions

Type Name Assumption

Physical A.PHYSICAL The processing resources of the TOE
that depend on hardware security
features will be located within
controlled access facilities that
mitigate unauthorized, physical
access.

Personnel A.USER-TRUST Authorized users are trusted to
protect their authentication
information and to follow their
organizational security policies with
respect to the protection of sensitive
information.

A.ADMIN The security features of the TOE are
competently administered.

Organizational security policies

The E - COFC Public Business Class Protection Profile is intended to reflect the requirements contained in
ECMA-271, Extended Commercially Oriented Functionality Class for Security Evaluation (E - COFC), for
the Public Business (PB) Class.

Threatsto security

The threats in this clause are based on the threats identified in ECMA-205 and ECMA-271. For a mapping
from the threats identified here to the threats in the ECMA documents, please see the accompanying
Rationale document.



Table 2 — Threats

Threat name Threat description

1 T.Actions_Traced Unauthorized tracing of customer business actions may occur.

2 T.Blockage Two systems may not be able to exchange datadueto a
communications channel being blocked.

3 T.Change Data Information may be changed either while it being stored or
processed within the TOE or during transmission. The changes may
be accidental or intentional. Changes include insertions,
replacements, modifications, and deletions. The type of information
that can be changed includes user information, system information,
business data, and commitment.

4 T.Comm_Failure It may not be possible to set up a connection or transmit data
between two systems.

5 T.Data_Theft Business process input data may be stolen.

6 T.Deny Data An entity may deny ownership of business or commitment data.

7 T.Deny_Receipt An entity may deny that it has received business or commitment
data.

8 T.Deny_Submit An entity may deny that it has submitted business or commitment
data.

9 T.Disaster Natural disasters may cause TOE or system failure.

10 | T.Disclose Data Information may be disclosed in to unauthorized users. This
includes both user information, system information and business
data. Information may be disclosed while being stored or processed
in the TOE or during transmission. Disclosure of authentication
data during transmission would allow someone to logon and
assume the identity of an authorized user.

11 | T.False Routing Information may be routed to a false address enabling unauthorized
access.

12 | T.History_Untraceable It may not be possible to trace the sequence of events during a
system failure, malfunction, or betrayal.

13 | T.Impersonate Someone may obtain unauthorized access by impersonating an
authorized user.

14 | T.Indeterminate_Seq It may be impossible to determine the sequence of eventsin a
dispute due to missing time information and business related data.

15 | T.Insider An authorized user of the TOE may gain unauthorized access.

16 | T.Intercept Commitment data or certificates may be intercepted.

17 | T.Invalid_Certificate The TOE may accept invalid commitment data or certificates.

18 | T.Logon_Attack A program that tries a large humber of passwords successfully

guesses the password of an authorized user. Thisalows an
unauthorized individua to logon as an authorized user and to
assume the identity of that user.




Table 2 — Threats (concluded)

Threat name

Threat description

19 | T.Outsider

An individual who is not an authorized user of the system may gain
access to the TOE.

20 | T.Physical

A component of the system may be accidentally or intentionally
damaged.

21 | T.Privacy Violated

Unauthorized access to privacy data of system users may occur
without detection.

22 | T.Refusal_Undetected Unauthorized refusal of valid commitment data or certificates may

not be detected.

23 | T.Replace TOE

The TOE may be replaced by an untrusted system.

24 | T.Replay

Someone may obtain unauthorized access by replaying
authentication or commitment data.

25 | T.Secret_Disclose

Authentication information may be disclosed allowing someone to
logon and assume the identity of an authorized user.

26 | T.Service Denied

Application and network services may not be available for use.

27 | T.TOE_Fail

TOE or system failure may cause the TOE to enter an insecure state
or data to be disclosed or changed.

28 T.Traffic

A system may experience degraded performance due to increased
communications traffic.

29 | T.Unique Copied

Unlawful copies may be made of unique originals.

4 Security objectives
4.1 TOE security objectives
Table 3 - TOE security objectives
Objective name Objective description

1 O.Access Control The TOE must enforce an access control policy to protect information from
unauthorized access.

2 O.Alt_Channel The TOE must provide alternate channels for the transmission of data.

3 O.Anon The TOE must provide for anonymity and pseudonymity.

4 O.Assoc_User_Action The TOE shall associate al security relevant actions with a unique user identity.

5 O.Attest The TOE must provide for attestation of submission, delivery and receipt.

6 O.Audit All security relevant actions must be auditable.

7 O.Authen Users must be uniquely identified and authenticated prior to performing any
actions to be mediated by the TOE.

8 O.Authen_Address The TOE must be able to authenticate sender and receiver addresses. This
includes a priori business qualification of Originator and Destination.

9 O.Authen_Age The TOE must provide for the expiration of authentication information (except
for biometric information). This includes cryptographic keys, certificates and
commitment data.




Table 3 - TOE security objectives (concluded)

Objective name Objective description

10 | O.Authen_Indep A user may share the same authentication information as another user, but the
TOE must not reveal this fact.

11 | O.Authen_Protect The TOE must protect authentication information.

12 | O.Backup The TOE must provide data backup and restoration.

13 |O.Trans The TOE must be able to protect transmitted information from unauthorized
disclosure.

14 | O.Consistency The TOE must be able to maintain consistency between TSF data stored on

different systems such as user identity, user attributes, and timing information.

15 | O.Dynamic The TOE must provide for the selection of auditable events and management of
the audit trail during normal operations so that suspected unauthorized activity
can be monitored as it occurs without alerting a perpetrator.

16 | O.Filter The TOE must provide for the filtering of communications with respect to
resource utilization.

16.1 | O.Flow_Control The TOE must enforce an information flow control policy at specified
boundaries.

17 | O.Integrity The TOE must be able to protect and verify the integrity of stored or transmitted

data. Thisincludes user and TSF data such as commitment data, business data,
business data with commitment data, or certificates.

18 |O.Key Indep _Gen The TOE must generate new keys independently of broken keys.

19 |O.Key_Indep_Distrib The TOE must distribute new keys independently of broken keys.

20 |O.Logon_Limit The TOE must limit the number of logon attempts.

21 | O.Nonrep_Dest The TOE must protect against repudiation by the Destination.

22 | O.Nonrep Orig The TOE must protect against repudiation by the Originator.

23 | O.Recover The TOE must be able to recover the TOE to a secure state.

24 | O.Replay The TOE must protect against replay attacks.

25 | O.Resid_Prot Information stored within the TOE must not be made available to other users
upon release.

25.1 | O.Resource The TOE must protect against loss of availability through resource exhaustion.

26 | O.Revoke Cert The TOE must provide for the revocation of certificates.

27 | O.Sequence The TOE must ensure that it is possible to determine the correct sequence of

events. All audit trails within a TOE must include reliable time stamps that can
be correlated each other to determine the sequence of events. Similarly, the TOE
must support the sequencing of communication data so that the insertion or
deletion of network packets can be detected.

28 | O.Status It shall be possible to determine the status of security relevant TOE parameters.

29 | O.System_Integrity The TOE must provide procedures to verify the integrity of the TOE.

30 | O.Unique The TOE must enforce the uniqueness of an original .




4.2 Environmental security objectives
Some policies and threats are beyond the capability of E - COFC compliant components to adequately
mitigate without support from the TOE operational environment.
NOTE
Copied from [CS2 PPG] with ,, authenticated user* changed to , authorized user* .
Table 4 — Environmental security objectives
Objective name Objective description

O.Operate Those responsible for the TOE (in conjunction with mechanisms
provided by the TOE) must ensure that the TOE is delivered, installed,
and operated in a manner which maintains IT security.

O.Manage Those responsible for the TOE (in conjunction with mechanisms
provided by the TOE) must ensure that it is managed and administered in
amanner that maintains I T security.

O.Physical Those responsible for the TOE must ensure that those parts of the TOE

critical to security policy are protected from physical attack that might
compromise I T security.

O.Access Malicious

The TOE environment must sufficiently mitigate the threat of malicious
actions by authorized users.

O.Entry_Sophisticated

The TOE environment must sufficiently mitigate the threat of an
individual (other than an authorized user) gaining unauthorized access
via sophisticated, technical attack.

0O.Access Non_Technical

The TOE environment must provide sufficient protection against non-
technical attacks by authorized users for non-malicious purposes.

O.Entry_Non_Technical

The TOE environment must provide sufficient protection against non-
technical attacks by other than authorized users.

O.Detect_Sophisticated

The TOE environment must provide the ability to detect sophisticated
attacks and the results of such attacks (e.g., corrupted system state).

O.Denial_Sophisticated

The TOE environment must maintain system availability in the face of
sophisticated denial-of-service attacks.

O.Comply The TOE environment, in conjunction with controls implemented by the
TOE, must support full compliance with applicable laws, regulations, and
contractual agreements.

O.Due Care The TOE environment, in conjunction with the TOE itself, must be

implemented and operated in a manner that clearly demonstrates due-care
and diligence with respect to | T-related risks to the organization.
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5 Security requirements
This clause contains the functional requirements that must be satisfied by a compliant TOE. These
requirements consist of functional components from Part 2 of the CC, in some cases with modifications.
This Protection Profile (PP) expresses broadly applicable policy in accordance with that specified in
ECMA-271. It is anticipated that security targets written against this PP may add policy refinements to
capture organizational-specific policy details.
51 TOE security functional requirements
Table 5 liststhe IT functional requirements and the security objectives each requirement helps to address.
Table 5 — Functional components
Component Component name Refined
1 | FAU_GEN.1 Audit data generation
2 | FAU_GEN.2 User identity generation
3 | FAU_SAR1 Audit review
4 | FAU_SAR.2 Restricted audit review
5 | FAU_SAR3 Selectable audit review
6 | FAU_SEL.1 Selective audit
7 | FAU _STG.2 Guarantees of audit trail availability Yes
8 | FAU _STG.3 Action in case of possible audit data loss
9 | FCO_NRO.2 Enforced proof origin
10 | FCO_NRR.2 Enforced proof of receipt Yes
11 | FCS CKM.1 Cryptographic key generation Yes
12 | FCS_CKM.2 Cryptographic key distribution Yes
13 | FCS_ CKM.3 Cryptographic key access Yes
14 | FCS CKM 4 Cryptographic key destruction Yes
15 | FDP_ACC.1 Subset access control
16 | FDP_ACF.1 Security attribute based access control Yes
17 | FDP_DAU.1 Basic data authentication
17.1 | FDP_IFC.1 Subset information flow control
17.2 | FDP_IFF.1 Simple security attributes
18 | FDPITT.1 Basic internal transfer protection
19 | FDP RIP.1 Subset residual information
20 | FDP_SDI.1 Stored data integrity monitoring
21 | FDP_UCT.1 Basic data exchange confidentiality
22 | FDP_UIT.1 Data exchange integrity
23 | FIA_AFL.1 Basic authentication failure handling
24 | FIA_ATD.1 User attribute definition
25 | FIA_SOS.1 Selection of secrets
26 | FIA_UAU.1 Timing of authentication
27 | FIA_UAU.3 Unforgeable authentication
28 | FIA_UAU.5 Multiple authentication mechanisms
29 | FIA_UAU.6 Re-authenticating
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Table 5 — Functional components (concluded)

Component Component name Refined
30 | FIA_UAU.7 Protected authentication feedback
31 | FIA_UID.1 Timing of identification
32 | FIA_USB.1 User-subject binding
33 | FMT_MOF.1 Management of security functions behavior
34 | FMT_MSA.1 Management of security attributes
35 | FMT_MSA.2 Secure security attributes
36 | FMT_MSA.3 Static attribute initialization
37 | FMT_MTD.1 Management of TSF data
38 | FMT_SAE.1 Time-limited authorization
39 | FMT_SMR.2 Restrictions on security roles
40 | FPR_ANO.1 Anonymity
41 | FPR_PSE.1 Pseudonymity
42 | FPR_UNO.1 Unobservability
43 | FPT_AMT.1 Abstract machine testing
44 | FPT_FLS1 Failure with preservation of secure state
45 | FPT_ITC.A Inter-TSF confidentiality during transmission
46 | FPT_ITI.1 Inter-TSF detection of modification
47 FPT ITT.1 Inter-TSF detection of modification
48 | FPT_RCV.1 Manual recovery
49 | FPT_RPL.1 Replay detection
50 | FPT_RVM.1 Non-bypassability of the TSP
51 | FPT_SEP.1 TSF domain separation
52 | FPT_STM.1 Reliable time stamps
53 | FPT_TDC.1 Inter-TSF basic TSF data consistency
54 | FPT_TST.1 TSF testing
55 | FRU_FLT.1 Degraded fault tolerance
56 | FRU_RSA.1 Maximum quotas
57 | FTA_SSL.1 TSF-initiated session locking
58 | FTA_TAB.1 Default TOE access banners
59 | FTA_TAH.1 TOE access history
60 FTA _TSE.1 TOE session establishment
61 | FTPITC.1 Inter-TSF trusted channel
62 | PBC DYN.1 Dynamic control of audit
63 | PBC_NND.1 Notification of non-delivery
64 | PBC BKP.1 Backup
65 | PBC_SYN.1 Synchronization




The functional

- 12 -

requirements are described below. Throughout these descriptions the following

nomenclature is followed:

51.1
5.1.1.1

5.1.1.2

5.1.1.3

5.1.1.4

5.1.15

FAU_GEN.1
Hierarchical to:

FAU_GEN.1.1

FAU_GEN.1.2

Dependencies:

FAU_GEN.2
Hierarchical to:

FAU_GEN.2.1

Dependencies:

FAU_SAR.1
Hierarchical to:

FAU_SAR.1.1

FAU_SAR.1.2

Dependencies:
FAU_SAR.2
Hierarchical to:

FAU_SAR.2.1

Dependencies:

FAU_SAR.3
Hierarchical to:

[operation-type: italics text] indicates an incomplete operation of the type specified

[normal text] indicates a completed operation, with the operation type omitted to improve the readability
of the resulting requirement.

Class FAU: Security audit

Audit data generation

No other components.

The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions,

b) All auditable eventsfor the basic level of audit, and

c) Eventsconcerning

1. Introduction or deletion (suspension) of users

2. Introduction or removal of storage data

3. Start up or shut down of the TOE

4. Changesto user's security profiles, administration or attributes
5. Changesto system security parameters (not listed in COFC)

The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity, and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, [name of object and type of access event for
attempts to perform an operation on an object covered by the SFP (FDP_ACF.1 basic
auditable events), assignment: other audit relevant information]

FPT_STM.1 Reliabletime stamps
User identity association
No other components.

The TSF shall be able to associate each auditable event with the identity of the user that
caused the event.

FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

Audit review
No other components.

The TSF shall provide [assignment: authorized users] with the capability to read
[assignment: list of audit information] from the audit records.

The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.

FAU_GEN.1 Audit data generation

Restricted audit review
No other components.

The TSF shall prohibit all users read access to the audit records, except those users that
have been granted explicit read-access.

FAU_SAR.1 Audit review

Selectable audit review
No other components.



5.1.1.6

51.1.7

51.1.8

5.1.2
5121

51.2.2

FAU_SAR.3.1

Dependencies:

FAU_SEL.1
Hierarchical to:

FAU_SEL.1.1

Dependencies:

FAU_STG.2
Hierarchical to:

FAU_STG.2.1
FAU_STG.2.2
FAU_STG.2.3

Dependencies:;

FAU STG.3
Hierarchical to:

FAU_STG.3.1
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The TSF shall provide the ability to perform [selection: searches, sorting, ordering] of
audit data based on [assignment: criteria with logical relations).

FAU_SAR.1 Audit review

Selective audit
No other components.

The TSF shall be able to include or exclude auditable events from the set of audited events
based on the following attributes:

a) [user identity, selection: object identity, subject identity, host identity, event type]
b) [assignment: list of additional attributes that audit selectivity is based upon].

FAU_GEN.1 Audit datageneration
FMT_MTD.1 Management of TSF data

Guarantees of audit data availability
No other components.

The TSF shall protect the stored audit records from unauthorized deletion.
The TSF shall be able to [prevent] modifications to the audit records.

The TSF shall ensure that [assignment: metric for saving audit records] audit records will
be maintained when the following conditions occur: [refinement: restart of the TOE],
[selection: audit storage exhaustion, failure, attack].

FAU_GEN.1 Audit data generation

Action in case of possible audit data loss
No other components.

The TSF shall [assignment: generate an alarm to the authorized administrator] if the audit
trail exceeds [assignment: pre-defined limit].

Class FCO: Communication

FCO_NRO.2
Hierarchical to:

FCO_NRO.2.1

FCO_NRO.2.2

FCO_NRO.2.3

FCO_NRR.2
Hierarchical to:

FCO_NRR.2.1

FCO_NRR.2.2

FCO_NRR.2.3

Enforced proof of origin
FCO_NRO.1.

The TSF shall enforce the generation of evidence of origin for transmitted
[assignment: list of information types] at all times.

The TSF shall be able to relate the [assignment: list of attributes] of the Originator of
the information, and the [assignment: list of information fields] of the information to
which the evidence applies.

The TSF shall provide a capability to verify the evidence of origin of information to
[selection: originator, recipient, [assignment: list of third parties]] given
[assignment: limitations on the evidence of origin].

Enforced proof of receipt
FCO_NRR.1.

The TSF shall enforce the generation of evidence of receipt for received [assignment: list of
information types|.

The TSF shall be able to relate the [assignment: list of attributes] of the recipient of the
information, and the [assignment: list of information fields] of the information to which the
evidence applies.

The TSF shall provide a capability to verify the evidence of receipt of information to
[selection: originator, recipient, [assignment: list of third parties]] given [assignment:
limitations on the evidence of receipt].



5.1.3
5.1.3.1

5.1.3.2
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Refinement:

The TSF shall provide the capability to send an attestation of reception when information
was received under the agreed upon conditions of integrity and confidentiality.

Dependencies:.  FIA_UID.1 Timing of identification
Additional dependencies due to refinement:

FDP_UCT.1 Basic Data Exchange Confidentiality
FDP _UIT.1 DataExchange Integrity
Class FCS: Cryptographic support

FCS CKM.1 Cryptographic key generation

Hierarchical to: No other components.

FCS CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified cryptographic
key generation algorithm [assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic key sizes| that meet the
following: [assignment: list of standards].

Refinements:
The cryptographic key generation algorithm selected shall meet the following requirements:

a) The method shall ensure the unpredictable generation of truly random and prime
numbers.

b) If auser's key has been broken, the new key shall be generated independently from the
broken keys.

Dependencies:  [FCS_CKM.2 Cryptographic key distribution or FCS_COP.1 Cryptographic operation]
FCS _CKM.4 Cryptographic key destruction
FMT_MSA.2 Secure security attributes

FCS CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

FCS CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified cryptographic
key distribution method [assignment: cryptographic key distribution method] that meets the
following: [assignment: list of standards).

Refinement:
The cryptographic key distribution method selected shall meet the following requirements:

a) The lifetime of keys shall be definable, depending on the privacy policy of the user or the IT Security
Policy of the enterprise.

b) The TSF shall support a key distribution technique which addresses the authenticity (asymmetric
techniques) or confidentiality (symmetric techniques) of the keying information.

¢) Onthe basis of specific organizational or technical means, the TSF shall verify that the keying information
has been successfully distributed (Distributed Key Validation Process).

d) Only qualified users shall be able to access the business action services (see dso COFC). The business
role qualification data of the Originator or Destination shall be automatically distributed.

€) When two systems are exchanging commitment data or certificates, the integrity and validation of the
commitment data, the business data, the commitment data with business data, or certificate content shall
be verified.

f) Thetransmission of key exchange information shall be independent from the broken keys.

g) The certification process shall cover two aspects, the certification of the user's public key and the
certification of user's attributes. This certification is applied on the basis of the Certification Authority's
(CA) digital signature. Specific security means shall be provided to enable the secure verification of the
authentic certificate by an entity which is part of the business process.



5.1.3.3

51.3.4

5.1.4
5141
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h) The certificate information shall be authentically distributed. Adequate verification mechanisms shall be
provided to ensure that the correct entity has received and verified the distributed certificate.

Dependencies:

FCS CKM.3
Hierarchical to:

FCS CKM.3.1

Dependencies:

FCS CKM 4
Hierarchical to:

FCS_ CKM 4.1

Dependencies:

[FDP_ITC.1 Import of user data without security attributes or
FCS_CKM.1 Cryptographic key generation]

FCS_CKM.4 Cryptographic key destruction

FMT_MSA.2 Secure security attributes

Cryptographic key access
No other components.

The TSF shall perform [assignment: type of cryptographic key access] in accordance with a
specified cryptographic key access method [assignment: cryptographic key access method]
that meets the following: [assignment: list of standards].

Refinement
The cryptographic key access method specified shall meet the following requirements:

a) The TSF shall support dedicated procedures for the backup and archiving of the keys.
These procedures shall ensure that unauthorized persons can't have accessto the keys.

b) The TSF shall provide adequate means to ensure the authenticity and integrity of the
stored registration data.

¢) The TSF shall provide adequate means to ensure the authenticity and integrity of the
stored certification data.

d) The TSF shall provide adequate means for the authenticity and integrity of the stored
certification data.

[FDP_ITC.1 Import of user data without security attributes or FCS CKM.1 Cryptographic
key generation]

FCS_CKM.4 Cryptographic key destruction

FMT_MSA.2 Secure security attributes

Cryptographic key destruction
No other components.

The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key
destruction method [assignment: cryptographic key destruction method] that meets the
following: [assignment: list of standards].

Refinement:
The cryptographic key destruction method specified shall meet the following requirement:

a) The following phases have to be supported for this process: the revocation request, the
revocation, and the revocation notification. The revocation request shall process the
information of the certificate. Specific security means shall be provided to ensure the
authenticity and integrity of a revocation request. After the revocation request has been
verified the corresponding CA shall revoke the stored certificate of the entity. A
revocation certificate shall be generated containing the original certificate information
and additional information such as date of revocation, cause of revocation, entity
identification number who has regquested the revocation, and the distinguished name of
the CA who has executed the revocation.

[FDP_ITC.1 Import of user data without security attributes or
FCS_CKM.1 Cryptographic key generation]
FMT_MSA.2 Secure security attributes

Class FDP: User data protection

FDP_ACC.1

Hierarchical to:

Subset access control
No other components.
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5.1.4.3

FDP_ACC.1.1

Dependencies:
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The TSF shall enforce the [assignment: access control SFP] on [assignment: list of
subjects, objects, and operations among subjects and objects covered by the SFP].

FDP_ACF.1 Security attribute based access control

FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.14

Dependencies:

FDP_DAU.1
Hierarchical to:

FDP_DAU.1.1

FDP_DAU.1.2

Dependencies:

The TSF shall enforce the [assignment: access control SFP] to objects based on
[assignment: security attributes, named groups of security attributes].

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled operations on controlled
objects].

The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly authorize
access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules,
based on security attributes, that explicitly deny access of subjects to objects].

Refinement:
The access control SFP shall support the following requirements:
a) It shall be possible to grant rights down to the granularity of an individual user.

b) It shall be possible to grant the access rights down to the granularity of an individual
group.

¢) The TSF shall support at least these access right types:
Read: Allowsto read but not to modify a protected object.
Modify: Allowsto read and to modify a protected object.

d) The TOE shall provide a mechanism to specify default access rights for users not
otherwise specified either explicitly or implicitly by group membership.

€) The precedence rules shall be clear and unambiguous. As an example the following
rules are provided:

The access rights associated with an individual user take precedence over the access
rights associated with any group of which that user is a member.

The access rights associated with any group of which a user is amember take
precedence over any default access rights for that user.

For TOE's where a user can be member of multiple groups simultaneously, if any group
entry allows an access right for that user, then the user is allowed that right.

f) The TOE shall provide the capability to allow access to the TOE via specific customer-
defined applications, such that the application's access control security policies take
precedence over the access rights of the invoking user.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attributeinitialization

Basic data authentication
No other components.

The TSF shall provide a capability to generate evidence that can be used as a guarantee of
the validity of [unique objects].

The TSF shall provide [assignment: list of subjects] with the ability to verify evidence of
the validity of the indicated information.

No dependencies.



51.4.4

5.1.45

5.1.4.6

51.4.7

5.1.4.8

5.1.5
5151

FDP_ITT.1
Hierarchical to:

FDP_ITT.1.1

Dependencies:

FDP_RIP.2
Hierarchical to:

FDP_RIP.2.1

Dependencies:

FDP_SDI.1
Hierarchical to:

FDP_SDI.1.1

Dependencies:

FDP_UCT.1
Hierarchical to:

FDP_UCT.1.1

Dependencies:

FDP_UIT.1
Hierarchical to:

FDP_UIT.1.1

FDP_UIT.1.2

Dependencies:

FIA_AFL.1
Hierarchical to:

FIA_AFL.1.1

FIA_AFL.1.2
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Basic internal transfer protection
No other components.
The TSF shall enforce the [assignment: access control SFP(s) and/or information flow

control SFP(s)] to prevent the [disclosure and modification] of user datawhenitis
transmitted between physically-separated parts of the TOE.

[FDP_ACC.1 Subset access control or FDP_IFC.1 Subset information flow control]
Full residual information protection
FDP_RIP.1.

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the resource
from| all objects.

No dependencies

Stored data integrity monitoring
No other components.

The TSF shall monitor user data stored within the TSC for [assignment: integrity errors] on
all objects, based on the following attributes: [assignment: user data attributes].

No dependencies.

Basic data exchange confidentiality
No other components.
The TSF shall enforce the [assignment: access control SFP(s) and/or information flow

control SFP(s)] to be able to [transmit and receive] objectsin a manner protected from
unauthorized disclosure.

[FTP_ITC.1 Inter-TSF trusted channel or FTP_TRP.1 Trusted path]

[FDP_ACC.1 Subset access control or FDP_IFC.1 Subset information flow control]
Data exchange integrity

No other components.

The TSF shall enforce the [assignment: access control SFP(s) and/or information flow

control SFP(s)] to be able to [selection: transmit, receive] user datain a manner protected
from [modification, deletion, and insertion] errors.

The TSF shall be able to determine on receipt of user data, whether [modification, deletion,
and insertion] has occurred.

[FDP_ACC.1 Subset access control or FDP_IFC.1 Subset information flow control]
[FTP_ITC.1 Inter-TSF trusted channel, or FTP_TRP.1 Trusted path]

Class FIA: Identification and authentication

Authentication failure handling
No other components.

The TSF shall detect when [assignment: number] unsuccessful authentication
attempts occur related to [assignment: list of authentication events].

When the defined number of unsuccessful authentication attempts has been met or
surpassed, the TSF shall

[1. Cause the logon procedure to exit and end the session.

2. Provide a mechanism to immediately notify administration when the threshold is
exceeded.

3. Ensure that a customer-specifiable interval of time shall elapses before the logon
procedure can be restarted on that 1/0 port.



5.1.5.2

5.1.5.3

5.1.54

5.1.5.5

5.1.5.6

5.1.5.7

Dependencies:

FIA_ATD.1
Hierarchical to:

FIA_ATD.1.1

Dependencies:

FIA_SOS.1
Hierarchical to:

FIA_SOS.1.1

Dependencies:

FIA_UAU.1
Hierarchical to:

FIA_UAU.1.1

FIA_UAU.1.2

Dependencies:

FIA_UAU.3
Hierarchical to:

FIA_UAU.3.1

FIA_UAU.3.2

Dependencies:

FIA_UAU.5
Hierarchical to:

FIA_UAUL.1

FIA_UAU.5.2

Dependencies:

FIA_UAU.6
Hierarchical to:

FIA_UAU.6.1

Dependencies:
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4. Not suspend the user upon exceeding the above threshold.]
FIA_UAU.1 Timing of authentication

User attribute definition
No other components.

The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: list of security attributes] [refinement: and customer-
defined information].

No dependencies.

Verification of secrets
No other components.

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

No dependencies.

Timing of authentication
No other components.

The TSF shall allow [assignment: list of TSF mediated actions] on behalf of the user
to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UID.1 Timing of identification

Unforgeable authentication
No other components.

The TSF shall [selection: detect, prevent] use of authentication data that has been
forged by any user of the TSF.

The TSF shall [selection: detect, prevent] use of authentication data that has been
copied from any other user of the TSF.

No dependencies.

Multiple authentication mechanisms
No other components.

The TSF shall provide [assignment: list of multiple authentication mechanisms] to
support user authentication.

The TSF shall authenticate any user’s claimed identity according to the [following
rules: ]

[a) assignment: Identification and authentication over many stages a chain of trust
has to be established. The system shall be able to verify this chain to the roots.]

[b) assignment: rules describing how the multiple authentication mechanisms
provide authentication].

No dependencies.

Re-authenticating
No other components.

The TSF shall re-authenticate the user under the conditions [of session lock and
assignment: list of conditions under which re-authentication isrequired].

No dependencies.



5.1.5.8

5.1.5.9

5.1.5.10

5.1.6
51.6.1

5.1.6.2

5.1.6.3

5.1.6.4

FIA_UAU.7
Hierarchical to:

FIA_UAU.7.1

Dependencies:
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Protected authentication feedback
No other components.

The TSF shall provide only [feedback that not indicate the presence or absence of
such duplicated authentication information.] to the user while the authentication isin
progress.

FIA_UAU.1 Timing of authentication

FIA_UID.1 Timing of identification

Hierarchical to:
FIA_UID.1.1

FIA_UID.1.2

Dependencies:

FIA_USB.1
Hierarchical to:

FIA_USB.1.1

Dependencies:

No other components.

The TSF shall allow [assignment: list of TSF-mediated actions] on behalf of the user
to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

No dependencies.

User-subject binding
No other components.

The TSF shall associate the appropriate user security attributes with subjects acting
on behalf of that user.

FIA_ATD.1 User attribute definition

Class FMT: Security management
FMT_MOF.1 Management of security functions behavior

Hierarchical to:
FMT_MOF.1.1

No other components.

The TSF shall restrict the ability to [selection: determine the behavior of, disable,
enable, modify the behavior of] the functions [assignment: list of functions] to
[assignment: the authorized identified roles].

Iteration of FMT_MOF.1 Management of security functions behavior

FMT_MOF.1.1

Dependencies:

FMT_MSA.1
Hierarchical to:

FMT_MSA.1.1

Dependencies:

FMT_MSA.2
Hierarchical to:

FMT_MSA.2.1

Dependencies:

FMT_MSA.3
Hierarchical to:

The TSF shall restrict the ability to [enable and disable] the functions of [auditing
auditable events] to [assignment: the authorized identified roles].

FMT_SMR.1 Security roles

M anagement of security attributes

No other components.

The TSF shall enforce the [assignment: access control SFP, information flow control SFP]
to restrict the ability to [selection: change default, query, modify, delete, [assignment: other

operations]] the security attributes [assignment: list of security attributes] to [assignment:
the authorized identified roles).

[FDP_ACC.1 Subset access control or FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

Secure security attributes

No other components.

The TSF shall ensure that only secure values are accepted for security attributes.

ADV_SPM.1 Informal TOE Security Policy model

[FDP_ACC.1 Subset access control or FDP_IFC.1 Subset information flow control]
FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

Static attribute initialization
No other components.
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FMT_MSA.3.1 The TSF shall enforce the [assignment: access control SFP, information flow control SFP)
to provide [restrictive, permissive, other property] default values for security attributes that
are used to enforce the SFP.

FMT_MSA.3.2 The TSF shall alow the [assignment: the authorized identified roles] to specify aternative
initial values to override the default values when an object or information is created.

Dependencies:. FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MTD.1 Management of TSF data
Hierarchical to: No other components.

FMT_MTD.1.1 The TSF shall restrict the ability to [selection: change default, query, modify, delete, clear,
[assignment: other operations]] the [assignment: list of TSF data] to [assignment: the
authorized identified roles].

Iteration of FMT_MTD.1 Management of TSF data

FMT_MTD.1.1 The TSF shal restrict the ability to [modify] the [logon message] to [assignment: the
authorized identified roles].

Iteration of FMT_MTD.1 Management of TSF data

FMT_MTD.1.1 The TSF shall restrict the ability to [query] the [status of any user] to [assignment: the
authorized identified roles).

Iteration of FMT_MTD.1 Management of TSF data

FMT_MTD.1.1 The TSF shal restrict the ability to [copy to a specifiable storage medium] the [audit trail
files] to [assignment: the authorized identified roles].

Iteration of FMT_MTD.1 Management of TSF data

FMT_MTD.1.1 The TSF shall restrict the ability to [generate a status report of] the [values of settable
security parameters] to [assignment: the authorized identified roles].

Dependencies:. FMT_SMR.1 Security roles
FMT_SAE.1 Time-limited authorization
Hierarchical to: No other components.

FMT_SAE.1.1 The TSF shall restrict the capability to specify an expiration time for [unused user IDs,
assignment: list of security attributes for which expiration is to be supported] to
[assignment: the authorized identified roles).

FMT_SAE.1.2 For each of these security attributes, the TSF shall be able to [assignment: list of actions to
be taken for each security attribute] after the expiration time for the indicated security
attribute has passed.

Iteration of FMT_SAE.1 Time-limited authorization

FMT_SAE.1.1 The TSF shal restrict the capability to specify an expiration time for [authentication
information] to [assignment: the authorized identified roles].

FMT_SAE.1.2 For each of these security attributes, the TSF shall be able to [enforce periodic changes)
after the expiration time for the indicated security attribute has passed.

Dependencies:.  FMT_SMR.1 Security roles
FPT_STM.1 Reliabletime stamps

FMT_SMR.2 Restrictions on security roles
Hierarchical to. FMT_SMR.1

FMT_SMR.2.1 The TSF shall maintain the roles; [assignment: the authorized identified roles|.
FMT_SMR.2.2 The TSF shall be able to associate users with roles.



5.1.7
51.7.1

51.7.2

5.1.7.3

5.1.8
51.8.1

5.1.8.2

5.1.8.3

5.1.8.4

FMT_SMR.2.3

Dependencies:
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The TSF shall ensure that the conditions [assignment: conditions for the different roles] are
satisfied.
FIA_UID.1 Timing of identification.

Class FPR: Privacy

FPR_ANO.1
Hierarchical to:

FPR_ANO.1.1

Dependencies:

FPR_PSE.1
Hierarchical to:

FPR_PSE.1.1

FPR_PSE.1.2

FPR_PSE.1.3

Dependencies:

FPR_UNO.1
Hierarchical to:

FPR_UNO.1.1

Dependencies:

Anonymity
No other components.

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine
the real user name bound to [assignment: list of subjects and/or operations and/or objects)].

No dependencies.

Pseudonymity
No other components.

The TSF shall ensure that [assignment: set of users and/or subjects] are unable to determine
the real user name bound to [assignment: list of subjects and/or operations and/or objects)].

The TSF shall be able to provide [assignment: number of aliases] aliases of the real user
name to [assignment: list of subjects].

The TSF shall [selection: determine an alias for a user, accept the alias from the user] and
verify that it conforms to the [assignment: alias metric].

No dependencies.

Unobservability
No other components.

The TSF shall ensure that [assignment: list of users and/or subjects] are unable to observe
the operation [assignment: list of operations] on [assignment: list of objects] by
[assignment: list of protected users and/or subjects].

No dependencies.

Class FPT: Protection of the TOE security functions

FPT_AMT.1
Hierarchical to:

FPT_AMT.1.1

Dependencies:

FPT _FLS.1
Hierarchical to:

FPT_FLS.1.1

Dependencies:

FPT ITC.1
Hierarchical to:

FPT_ITC.1.1

Dependencies:;

FPT ITI.1
Hierarchical to:

Abstract machine testing
No other components.

The TSF shall run a suite of tests [selection: during initial start-up, periodically during
normal operation, at the request of an authorized user, other conditions] to demonstrate the
correct operation of the security assumptions provided by the abstract machine that
underliesthe TSF.

No dependencies.

Failure with preservation of secure state
No other components.

The TSF shal preserve a secure state when the following types of failures occur:
[assignment: list of types of failuresin the TSF].

ADV_SPM.1 Informal TOE Security Policy model

Inter-TSF confidentiality during transmission
No other components.

The TSF shall protect al TSF data transmitted from the TSF to a remote trusted IT product
from unauthorized disclosure during transmission.

No dependencies.

Inter-TSF detection of modification
No other components.



5.1.8.5

5.1.8.6

5.1.8.7

5.1.8.8

5.1.8.9

5.1.8.10

5.1.8.11

FPT_ITI.1.1

FPT_ITI.1.2

Dependencies:
FPT_ITT.1

Hierarchical to:

FPT_ITT.11

Dependencies:
FPT_RCV.1

Hierarchical to:

FPT_RCV.1.1

Dependencies:

FPT_RPL.1

Hierarchical to:

FPT_RPL.1.1

FPT_RPL.1.2
Dependencies:
FPT_RVM.1

Hierarchical to:

FPT_RVM.1.1

Dependencies:
FPT_SEP.1

Hierarchical to:

FPT_SEP.1.1

FPT_SEP.1.2
Dependencies:
FPT_STM.1

Hierarchical to:

FPT_STM.1.1
Dependencies:
FPT_TDC.1

Hierarchical to:
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The TSF shall provide the capability to detect modification of al TSF data during
transmission between the TSF and a remote trusted I T product within the following metric:
[assignment: a defined modification metric].

The TSF shall provide the capability to verify the integrity of all TSF data transmitted
between the TSF and a remote trusted IT product and perform [assignment: action to be
taken] if modifications are detected.

No dependencies.

Basic internal TSF data transfer protection
No other components.

The TSF shall protect TSF data from [disclosure and modification] when it is transmitted
between separate parts of the TOE.

No dependencies.

Manual recovery
No other components.

After afailure or service discontinuity, the TSF shall enter a maintenance mode where the
ability to return the TOE to a secure state is provided.

FPT_TST.1 TSFtesting
AGD_ADM.1 Administrator guidance
ADV_SPM.1 Informal TOE Security Policy model

Replay detection
No other components.

The TSF shall detect replay for the following entities. [authentication data, commitment
data, certificates, assignment: list of identified entities].

The TSF shall perform [assignment: list of specific actions] when replay is detected.
No dependencies.

Non-bypassability of the TSP
No other components.

The TSF shall ensure that TSP enforcement functions are invoked and succeed before each
function within the TSC is allowed to proceed.

No dependencies.

TSF domain separation
No other components.

The TSF shall maintain a security domain for its own execution that protects it from
interference and tampering by untrusted subjects.

The TSF shall enforce separation between the security domains of subjectsin the TSC.
No dependencies.

Reliable time stamps
No other components.

The TSF shall be able to provide reliable time stamps for its own use.
No dependencies.

Inter-TSF basic TSF data consistency
No other components.



5.1.8.12

5.1.9
5191

5.1.9.2

5.1.10
5.1.10.1

5.1.10.2

FPT_TDC.1.1

FPT_TDC.1.2

Dependencies:;

FPT_TST.1
Hierarchical to:

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

Dependencies:
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The TSF shall provide the capability to consistently interpret [access control
parameters for business transactions, logs of business transactions, assignment: list of
TSF data types] when shared between the TSF and another trusted I T product.

The TSF shall use [assignment: list of interpretation rules to be applied by the TSF] when
interpreting the TSF data from another trusted I T product.

No dependencies.
TSF testing
No other components.

The TSF shall run a suite of self tests [selection: during initial start-up, periodically during
normal operation, at the request of the authorized user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate the correct operation of the
TSF.

The TSF shall provide authorized users with the capability to verify the integrity of TSF
data.

The TSF shall provide authorized users with the capability to verify the integrity of stored
TSF executable code.

FPT_AMT.1 Abstract machine testing

Class FRU: Resource utilization

FRU FLT.1
Hierarchical to:

FRU_FLT.1.1

Dependencies:

FRU_RSA.1
Hierarchical to:

FRU_RSA.1.1

Dependencies:;

Degraded fault tolerance
No other components.

The TSF shall ensure the operation of [alternate communication channels] when the
following failures occur: [transmission blockage].

FPT_FLS.1 Failure with preservation of secure state

Maximum quotas
No other components.

The TSF shall enforce maximum quotas of the following resources. [communication
resources] that [selection: individual user, defined group of users, subjects] can use
[selection: simultaneously, over a specified period of time].

No dependencies.

Class FTA: TOE access

FTA_SSL.1
FTA_SSL.1.1

FTA_SSL.1.2

Dependencies:

FTA_TAB.1
Hierarchical to:

FTA_TAB.1.1

Dependencies:;

TSF-initiated session locking

The TSF shall lock an interactive session after [assignment: time interval of user inactivity]
by:

a) clearing or overwriting display devices, making the current contents unreadabl e;

b) disabling any activity of the user’s data access/display devices other than unlocking the
session.

The TSF shal require the following events to occur prior to unlocking the session:
[assignment: events to occur].

FIA_UAU.1 Timing of authentication

Default TOE access banners
No other components.

Before establishing a user session, the TSF shall display an advisory warning message
regarding unauthorized use of the TOE.

No dependencies.
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5.1.104

5.1.11
5.1.11.1

5.1.12

5.1.12.1

5.1.12.2

5.1.12.3

FTA TAH.1
Hierarchical to:

FTA_TAH.1.1

FTA_TAH.1.2

FTA_TAH.1.3

Dependencies:

FTA_TSE.1
Hierarchical to:

FTA_TSE.1.1

Dependencies:
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TOE access history
No other components.

Upon successful session establishment, the TSF shall display the [date, time, method, and
location] of the last successful session establishment to the user.

Upon successful session establishment, the TSF shall display the [date, time, method, and
location] of the last unsuccessful attempt to session establishment and the number of
unsuccessful attempts since the last successful session establishment.

The TSF shall not erase the access history information from the user interface without
giving the user an opportunity to review the information.

No dependencies.

TOE session establishment
No other components.

The TSF shall be able to deny session establishment based on [an administrator temporarily
disabling a user’s access to the TOE].

No dependencies.

Class FTP: Trusted path channels

FTP_ITC.1
Hierarchical to:

FTP_ITC.1.1

FTP_ITC1.2

FTP_ITC.1.3

Dependencies:

New components

Inter-TSF trusted channel

No other components.

The TSF shall provide a communication channel between itself and a remote trusted IT
product that is logically distinct from other communication channels and provides assured

identification of its end points and protection of the channel data from modification or
disclosure.

The TSF shall permit [selection: the TSF, the remote trusted IT product] to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for [assignment: list of
functions for which a trusted channel is required].

No dependencies.

Several E - COFC requirements did not have corresponding CC Part 2 components. These components
have been added to the E - COFC Protection Profile as extensions to Part 2.

PBC_DYN.1
Hierarchical to:

PBC_DYN.1.1

Dependencies:

PBC_NDD.1
Hierarchical to:

PBC_NDD.1

Dependencies:

PBC_BKP.1
Hierarchical to:

Dynamic control of audit
No other components.

The TSF shall provide a [selection: authorized users] with the capability to perform the
following actions at any time during normal TOE operation:

a) enable or disable auditable events

b) change the selection of attributes to be audited,
¢) manage the audit trail.

No dependencies.

Notification of non-delivery
No other components.

If delivery was not accomplished, the Originator or Destination shall be notified by the
transport service for the reasons of failed delivery.

No dependencies.

Backup
No other components.
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FTP_BKP.1.1
Dependencies:
PBC_SYN.1

Hierarchical to:

PBC_SYN.1.1

Dependencies:
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The TSF shall provide procedures for software and data backup and restoration.
No dependencies.

Synchronization
No other components.

The TSF shall be able to provide the capability to determine the order in which security
relevant events occurred.

FPT_STM.1 Trusted Time Stamp.

5.2 TOE assurance requirements

This clause is copied from [CS2 PPG] because it is believed that the assurance requirements for the CS2
and E - COFC Protection Profiles are equivalent.

The assurance requirements for the E - COFC PB-Class are the EAL2 assurance components augmented by
additional assurance components from the Common Criteria.

Table 6 — Assurance components

Assurance class

Component ID | Component title

Configuration Management

ACM_CAP.3 Authorization controls
ACM_SCP.2 Problem tracking CM coverage

Delivery and Operation

ADO DEL.1 Delivery procedures

ADO_IGS.1 Installation, generation, and start-up procedures
Development ADV_FSP.1 Informal functional specification

ADV_HLD.1 Descriptive high-level design

ADV_RCR.1 Informal correspondence demonstration

ADV_SPM.1 Informal TOE security policy model

Guidance Documents

AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance

Life Cycle Support ALC DVS.1 I dentification of security measures
ALC FLR.2 Flaw reporting procedures
Tests ATE _COV.2 Analysis of coverage
ATE DPT.1 Testing: High-level design
ATE FUN.1 Functional testing
ATE IND.2 Independent testing - Sample
Vulnerability Assessment AVA MSU.2 Validation of analysis
AVA _SOF.1 Strength of TOE security function evaluation

AVA VLAl Developer vulnerability analysis
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Class ACM: Configuration management

ACM_CAP.3 Authorization controls
Dependencies. CM_SCP.1, ALC DVS.1

Developer action elements:

ACM_CAP.3.1D The developer shall provide areference for the TOE.

ACM_CAP.3.2D The developer shall use a CM system.

ACM_CAP.3.3D The developer shall provide CM documentation.

Content and presentation of evidence elements:

ACM_CAP.3.1C Thereference for the TOE shall be unique to each version of the TOE.
ACM_CAP.3.2C The TOE shall be labeled with its reference.

ACM_CAP.3.3C The CM documentation shall include a configuration list and a CM plan.

ACM_CAP.3.4C The configuration list shall describe the configuration items that comprise the
TOE.

ACM_CAP.3.5C The CM documentation shall describe the method used to uniquely identify the
TOE configuration items.

ACM_CAP.3.6C The CM system shall uniquely identify all configuration items.
ACM_CAP.3.7C The CM plan shall describe how the CM system is used.

ACM_CAP.3.8C The evidence shall demonstrate that the CM system is operating in accordance
with the CM plan.

ACM_CAP.3.9C The CM documentation shall provide evidence that all configuration items have
been and are being effectively maintained under the CM system.

ACM_CAP.3.10C The CM system shall provide measures such that only authorized changes are
made to the configuration items.

Evaluator action elements:

ACM_CAP.3.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ACM_SCP.2 Problem tracking CM coverage

Dependencies: ACM_CAP.3

Developer action elements:;

ACM_SCP.2.1D  The developer shall provide CM documentation.
Content and presentation of evidence elements:

ACM_SCP.2.1C The CM documentation shall show that the CM system, as a minimum, tracks the
following: the TOE implementation representation, design documentation, test
documentation, user documentation, administrator documentation, CM
documentation, and security flaws.

ACM_SCP.2.2C The CM documentation shall describe how configuration items are tracked by the
CM system.

Evaluator action elements:

ACM_SCP.2.1E  The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

Class ADO: Delivery and operation

ADO_DEL .1 Delivery procedures
Dependencies: None
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Developer action elements:

ADO_DEL.1.1D The developer shall document the procedures for delivery of the TOE or parts of it
to the user.

ADO _DEL.1.2D The developer shall use the delivery procedures.
Content and presentation of evidence elements:

ADO _DEL.1.1C The delivery documentation shall describe the procedures which are necessary to
maintain security when distributing versions of the TOE to a user site.

Evaluator action elements:

ADO _DEL.1.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADO_IGS.1 Installation, generation, and start-up procedures
Dependencies: AGD_ADM.1
Developer action elements:

ADO_IGS.1.1D  The developer shall document procedures to be used for the secure installation,
generation, and start-up of the TOE.

Content and presentation of evidence elements:

ADO _IGS.1.1C  The documentation shall describe the steps necessary for secure installation,
generation, and start-up of the TOE.

Evaluator action elements:

ADO _IGS.1.1E  The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADO _IGS.1.2E  The evaluator shall confirm that the installation procedures result in a secure
configuration.

Class ADV: Development (ADV)

ADV_FSP.1 Informal functional specification

Dependencies: ADV_RCR.1

Developer action elements:

ADV_FSP.1.1D  The developer shall provide a functional specification.
Content and presentation of evidence elements:

ADV_FSP.1.1C  The functional specification shall describe the TSF and its external interfaces
using an informal style.

ADV_FSP.1.2C  The functional specification shall be internally consistent.

ADV_FSP.1.3C  The functional specification shall describe the purpose and method of use of all
external TSF interfaces, providing details of effects, exceptions and error

messages as appropriate.
ADV_FSP.1.4C  The functional specification shall completely represent the TSF.
Evaluator action elements:

ADV_FSP.1.1E  The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_FSP.1.2E  The evaluator shall determine that the functional specification is an accurate and
complete instantiation of the TOE security functional requirements.

ADV_HLD.1 Descriptive high-level design
Dependencies: ADV_FSP.1, ADV_RCR.1
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Developer action elements:

ADV_HLD.1.1D The developer shall provide the high-level design of the TSF.
Content and presentation of evidence elements:

ADV_HLD.1.1C The presentation of the high-level design shall be informal.
ADV_HLD.1.2C The high-level design shall be internally consistent.

ADV_HLD.1.3C The high-level design shall describe the structure of the TSF in terms of
subsystems.

ADV_HLD.1.4C The high-level design shall describe the security functionality provided by each
subsystem of the TSF.

ADV_HLD.1.5C The high-level design shall identify any underlying hardware, firmware, and/or
software required by the TSF with a presentation of the functions provided by the
supporting protection mechanisms implemented in that hardware, firmware, or
software.

ADV_HLD.1.6C The high-level design shall identify the interfaces of the subsystems of the TSF.

ADV_HLD.1.7C The high-level design shall identify which of the interfaces to the subsystems of
the TSF are externally visible.

Evaluator action elements:

ADV_HLD.1.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_HLD.1.2E The evaluator shall determine that the high-level design is an accurate an complete
instantiation of the TOE security functional requirements.

ADV_RCR.1 Informal correspondence demonstration
Dependencies: None

Developer action elements:

ADV_RCR.1.1D The developer shall provide an analysis of correspondence between all adjacent
pairs of TSF representations that are provided.

Content and presentation of evidence elements:

ADV_RCR.1.1C For each adjacent pair of provided TSF representations, the analysis shall
demonstrate that all relevant security functionality of the more abstract TSF
representation is correctly and completely refined in the less abstract TSF
representation.

Evaluator action elements:

ADV_RCR.1.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ADV_SPM.1 Informal TOE Security Policy model
Dependencies: ADV_FSP.1

Developer action elements:
ADV_SPM.1.1D The developer shall provide an TSP model.

ADV_SPM.1.2D The developer shall demonstrate correspondence between the functional
specification and the TSP model.

Content and presentation of evidence elements:
ADV_SPM.1.1C The TSP model shall be informal.

ADV_SPM.1.2C The TSP model shall describe the rules and characteristics of all policies of the
TSP that can be modeled.
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ADV_SPM.1.3C The TSP model shall include a rationale that demonstrates that it is consistent and
complete with respect to all policies of the TSP that can be modeled.

ADV_SPM.1.4C The demonstration of correspondence between the TSP model and the functional
specification shall show that there are no security functions in the functional
specification are consistent and complete with respect to the TSP model.

Evaluator action elements:

ADV_SPM.1.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

Class AGD: Guidance documents

AGD_ADM.1 Administrator guidance
Dependencies: ADV_FSP.1

Developer action elements:

AGD_ADM.1.1D The developer shall provide administrator guidance addressed to system
administrative personnel.

Content and presentation of evidence elements:

AGD_ADM.1.1C The administrator guidance shall describe the administrative functions and
interfaces available to the administrator of the TOE.

AGD_ADM.1.2C The administrator guidance shall describe how to administer the TOE in a secure
manner.

AGD_ADM.1.3C The administrator guidance shall contain warnings about functions and privileges
that should be controlled in a secure processing environment.

AGD_ADM.1.4C The administrator guidance shall describe all security parameters under the control
of the administrator indicating safe values as appropriate.

AGD_ADM.1.5C The administrator guidance shall describe each type of security-relevant event
relative to the administrative functions that need to be performed, including
changing the security characteristics of entities under the control of the TSF.

AGD_ADM.1.6C The administrator guidance shall be consistent with all other documents supplied
for evaluation.

AGD_ADM.1.7C The administrator guidance shall describe all security requirements on the IT
environment which are relevant to the administrator.

Evaluator action elements:

AGD_ADM.1.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

AGD_USR.1 User guidance
Dependencies: ADV_FSP.1

Developer action elements:
AGD_USR.1.1D The developer shall provide user guidance.
Content and presentation of evidence elements:

AGD_USR.1.1C The user guidance shall describe the functions and interfaces available to the non-
administrative users of the TOE.

AGD_USR.1.2C The user guidance shall describe the use of user-accessible security functions
provided by the TOE.

AGD_USR.1.3C The user guidance shall contain warnings about user-accessible functions and
privileges that should be controlled in a secure processing environment.



5.2.5
5.25.1

5.25.2

- 30 -

AGD_USR.1.4C The user guidance shall clearly present all user responsibilities necessary for
secure operation of the TOE, including all assumptions about user behavior found
in the statement of TOE security environment.

AGD_USR.1.5C The user guidance shall be consistent with all other documentation delivered for
evaluation.

AGD_USR.1.6C The user guidance shall describe all security requirements on the IT environment
which are relevant to the user.

Evaluator action elements:

AGD_USR.1.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

Class ALC: Life cycle support

ALC_DVS.1 Identification of security measures
Dependencies: None

Developer action elements:
ALC DVS.1.1D The developer shall produce development security documentation.
Content and presentation of evidence elements:

ALC DVS.1.1C The development security documentation shall describe the physical, procedural,
personnel, and other security measures that are necessary to protect the
confidentiality and integrity of the TOE design and implementation in its
development environment.

ALC DVS.1.2C The development security documentation shall provide evidence that these
security measures are followed during the development and maintenance of the
TOE.

Evaluator action elements:

ALC DVS.1.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ALC DVS.1.2E The evaluator shall check whether the security measures are being applied.
ALC_FLR.2 Flaw reporting procedures

Dependencies: None

Developer action elements:;

ALC FLR.2.1D  The developer shall document the flaw remediation procedures.

ALC FLR.2.2D The developer shall establish a procedure for accepting and acting upon user
reports of security flaws and requests for corrections to those flaws.

Content and presentation of evidence elements:

ALC FLR.2.1C The flaw remediation procedures documentation shall describe the procedures
used to track all reported security flaws in each release of the TOE.

ALC _FLR.2.2C  The flaw remediation procedures shall require that a description of the nature and
effect of each security flaw be provided, as well as the status of finding a
correction to that flaw.

ALC_FLR.2.3C The flaw remediation procedures shall require that corrective actions be identified
for each of the security flaws.

ALC FLR.2.4C The flaw remediation procedures documentation shall describe the methods used
to provide flaw information, corrections and guidance on corrective actions to
TOE users.

ALC FLR.25C The procedures for processing reported security flaws shall ensure that any
reported flaws are corrected and the correction issued to TOE users.
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ALC FLR.2.6C  The procedures for processing reported security flaws shall provide safeguards
that any corrections to these security flaws do not introduce any new flaws.

Evaluator action elements:

ALC FLR.2.1E  The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

Class ATE: Tests

ATE_COV.2 - Analysis of coverage
Dependencies: ADV_FSP.1, ATE FUN.1

Developer action elements:
ATE_COV.2.1D The developer shall provide an analysis of the test coverage.
Content and presentation of evidence elements:

ATE_COV.2.1C The analysis of the test coverage shall demonstrate the correspondence between
the tests identified in the test documentation and the TSF as described in the
functional specification.

ATE COV.2.2C The analysis of the test coverage shall demonstrate that the correspondence
between the TSF as described in the functional specification and the tests
identified in the test documentation is complete.

Evaluator Actions:

ATE COV.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ATE_DPT.1 Testing: High level design
Dependencies:; ADV_HLD.1, ATE FUN.1

Developer action elements:
ATE DPT.2.1D  The developer shall provide the analysis of the depth of testing.
Content and presentation of evidence elements:

ATE_DPT.2.1C  The depth analysis shall demonstrate that the tests identified in the test
documentation are sufficient to demonstrate that the TOE operates in accordance
with the high level design.

Evaluator action elements:

ATE_DPT.2.1E  The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ATE_FUN.1 Functional testing

Dependencies: None

Developer action elements:

ATE_FUN.1.1D The developer shall test the TSF and document the results.
ATE_FUN.1.2D  The developer shall provide test documentation.

Content and presentation of evidence elements:

ATE FUN.1.1C The test documentation shall consist of test plans, test procedure descriptions,
expected test results and actual test results.

ATE FUN.1.2C The test plans shall identify the security functions to be tested and describe the
goal of the tests to be performed.

ATE _FUN.1.3C The test procedure descriptions shall identify the tests to be performed and
describe the scenarios for testing each security function. These scenarios shall
include any ordering dependencies on the results of other tests.
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ATE_FUN.1.4C Thetest resultsin the test documentation shall show the anticipated outputs from a
successful execution of the tests.

ATE _FUN.1.5C The test results from the developer execution of the tests shall demonstrate that
each security function operates as specified.

Evaluator action elements:

ATE FUN.1.1E  The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ATE_IND.2 Independent Testing - Sample
Dependencies: ADV_FSP.1, AGD_USR.1, AGD_ADM.1, ATE_FUN.1

Developer action elements:
ATE _IND.2.1D  The developer shall provide the TOE for testing.
Content and presentation of evidence elements:

ATE_IND.2.1C  The developer shall provide an equivalent set of resources to those that were used
in the developer’ s functional testing of the TSF.

Evaluator action elements:

ATE_IND.2.1E  The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

ATE_IND.2.2E  The evaluator shall test the TSF to confirm that the TSF operates as specified.

ATE_IND.2.3E  The evaluator shall execute a sample of tests in the test documentation to verify
the developer test results.

Class AVA: Vulnerability assessment

AVA_MSU.2 Validation of analysis
Dependencies: ADO_IGS.1, AGD_ADM.1, AGD_USR.1, ADV_FSP.1

Developer action elements:

AVA_MSU.2.1D The developer shall provide guidance documentation.

AVA_MSU.2.2D The developer shall document an analysis of the guidance documentation.
Content and presentation of evidence elements:

AVA_MSU.2.1C The guidance documentation shall identify all possible modes of operation of the
TOE, including operation following failure or operational error, their
consequences and implications for maintaining secure operation.

AVA_MSU.2.2C The guidance documentation shall be complete, consistent and reasonable.

AVA_MSU.2.3.C The guidance documentation shall list all assumptions about the intended
environment.

AVA_MSU.2.4C The guidance documentation shall list all requirements for external security
measures (including external procedural, physical and personnel controls).

AVA_MSU.2.5C The analysis documentation shall demonstrate that the guidance documentation is
complete.

Evaluator action elements:

AVA_MSU.2.1E The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

AVA_MSU.2.2E The evaluator shall repeat all configuration and installation procedures, and other
procedures selectively, to check that the TOE can be configured and used securely
using only the supplied guidance documentation.
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AVA_MSU.2.3E The evaluator shall determine that the use of the guidance documentation allows
all insecure states to be detected.

AVA_MSU.2.4E The evaluator shall confirm that the analysis shows that guidance is provided for
secure operation in all modes of operation of the TOE.

5.2.7.2 AVA_SOF.1 Strength of TOE security function evaluation
Dependencies: ADV_FSP.1, ADV_HLD.1

Developer action elements:

AVA_SOF.1.1D  The developer shall perform a strength of TOE security function analysis for each
identified mechanism identified in the ST as having a strength of TOE security
function claim.

Content and presentation of evidence elements:

AVA_SOF.1.1C For each mechanism with a strength of TOE security function claim the strength of
TOE security function analysis shall show that it meets or exceeds the minimum
strength level defined in the PP/ST.

AVA_SOF.1.2C  For each mechanism with a strength of TOE security function claim the strength of
TOE security function analysis shall show that it meets or exceeds the specific
strength of function metric defined in the PP/ST.

Evaluator action elements:

AVA_SOF.1.1E  The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

AVA_SOF.1.2E  The evaluator shall confirm that the strength claims are correct.

5.2.7.3 AVA_VLA.1 Developer vulnerability analysis
Dependencies: ADV_FSP.1, ADV_HLD.1, AGD_ADM.1, AGD_USR.1

Developer action elements:

AVA_VLA.1.1D The developer shall perform and document an analysis of the TOE deliverables
searching for obvious ways in which a user can violate the TSP.

AVA_VLA.1.2D The developer shall document the disposition of identified vulnerabilities.
Content and presentation of evidence elements:

AVA _VLA.1.1C The evidence shall show, for each vulnerability, that the vulnerability cannot be
exploited in the intended environment for the TOE.

Evaluator action elements:

AVA_VLA.1.1IE The evaluator shall confirm that the information provided meets all requirements
for content and presentation of evidence.

AVA_VLA.1.2E The evaluator shall conduct penetration testing, based on the developer
vulnerability analysis, to ensure obvious vulnerabilities have been addressed.

5.2.8 Class AMA: Maintenance of assurance
None.
5.3 Security requirements for the I T environment

The environment is required to satisfy the secure usage assumptions in 3.1 and to meet all of the
environmental security objectives outlined in 4.2.
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Annex A

PP Rationale

Introduction to PP Rationale

This annex provides the Rationale for the E - COFC Public Business Class Protection Profile (PP) under
separate cover. This PP Rationale document has two goals: first, to show that the E - COFC Protection Profile
is internally consistent and technically correct and secondly, to show that the E - COFC PP is a faithful
instantiation of Standard ECMA-271, Extended Commercially Oriented Functionality Class.

Clauses A.2 through A.5 address the internally consistency and technical correctness of the E - COFC PP.
Clause A.2 shows that the identified threats have been addressed, and that are no objectives that do not
address any identified threats. In the functional requirements clause, it shows that there are functional
components to address all of the identified objectives. It also shows that there are no functional components
that do not address objectives. The dependencies clause shows that all of the dependencies have been
satisfied. The assurance rationale clause provides the rationale for the selection of EAL2 and the augmented
assurance components.

Since the E - COFC Public Business Class Protection Profile is intended to implement ECMA-271, clauses
have been provided to map the ECMA-271 material to the E - COFC Protection Profile. Clause A.6
demonstrates how the PP threats were derived from the threats contained in ECMA-205 and ECMA-271.
Clause A.7 shows how the PP objectives were derived from material in ECMA-205 and ECMA-271. Clause
A.8 maps the ECMA-271 security functionalities to the functional components included in the E - COFC PP.
Clause A.9 maps the E - COFC PP functional components to the ECMA—271 security functionalities.

Security objectives rationale

This clause shows that the identified threats have been addressed and that there are no objectives that do not
address any identified threats or policies.

A.2.1 All identified threats addr essed

This clause shows that all the identified threats have been addressed.
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Table A.1 - All threats met by objectives

No PP threat name PP threat description PP objectives
1 T.Actions_Traced Unauthorized tracing of customer business actions may occur without O.Access_Control
detection.
O.Anon
2 T.Blockage Two systems may not be able to exchange data due to a communications O.Alt_Channel
channel being blocked.
3 T.Change_Data Information may be changed either while it being stored or processed O.Access_Control
within the TOE or during transmission. The changes may be accidental or O.Auth
intentional. Changes include insertions, replacements, modifications, and Authen
deletions. The type of information that can be changed includes user O.Integrity
information, system information, business data, and commitment.
O.Recover
O.Sequence
O.Status
O.System_Integrity
4 T.Comm_Failure It may not be possible to set up a connection or transmit data between two | O.Alt_Channel
systems. O.Audit
5 T.Data Theft Business process data may be stolen. O.Access_Control
O.Authen
51 | T.Deny_Service Application and network services may not be available for use. O.Authen
O.Access_Control
O.Resources
6 T.Deny_Data An entity may deny ownership of business or commitment data. O.Nonrep_Orig
O.Attest
O.Assoc_User_Action
7 T.Deny_Receipt An entity may deny that it has received business or commitment data. O.Attest
O.Nonrep_Dest
8 T.Deny_Submit An entity may deny that it has submitted business or commitment data. O.Attest
O.Nonrep_Orig
9 T.Disaster Natural disasters may cause TOE or system failure. O.Backup
O.Recover
10 | T.Disclose Data Information may be disclosed in to unauthorized users. Thisincludes both | O.Access_Control
user information, system information and business data. Information may O.Auth
be disclosed while being stored or processed in the TOE or during Authen
transmission. Disclosure of authentication data during transmission would | O-Flow_Control
allow someone to logon and assume the identity of an authorized user. )
O.Resid_Prot
O.Authen_Protect
11 | T.Fase_Routing Information may be routed to a false address enabling unauthorized access. | O.Authen_Address
12 | T.History_Untraceable | It may not be possible to trace the sequence of events during a system O.Consistency

failure, mafunction, or betrayal.

O.Sequence
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Table A.1 - All threats met by objectives (continued)

No PP threat name PP threat description PP objectives
13 | T.Impersonate Someone may obtain unauthorized access by impersonating an O.Assoc_User_Action
unauthorized user, for example by hijacking a communications session. O.Authen
O.Authen_Address
O.Integrity
O.Replay
O.Sequence
14 | T.Indeterminate_Seq It may be impossible to determine the sequence of eventsin a dispute due O.Audit
to missing time information and business related data. 0.Sequence
15 | T.Insider An authorized user of the TOE may gain unauthorized access. O.Access_Control
O.Assoc_User_Action
O.Audit
O.Authen
O.Dynamic
16 | T.Intercept Commitment data or certificates may be intercepted. O.Authen_Age
O.Key_Indep_Gen
O.Key_Indep_Trans
17 | T.Invaid_Certificate The TOE may accept invalid commitment data or certificates. 0O.Access_Control
O.Authen_Age
O.Integrity
O.Revoke Cert
18 | T.Logon_Attack A program that tries alarge number of passwords successfully guessesthe | O.Logon_Limit
password of an authorized user. This allows an unauthorized individual to
logon as an authorized user and to assume the identity of that user.
19 | T.Outsider Anindividual who is not an authorized user of the system may gain access | O.Access_Control
to the TOE. O.Authen
O.Dynamic
O.Flow_Control
20 | T.Physica A component of the system may be accidentally or intentionally damaged. | O.Backup
O.Recover
21 | T.Privacy_Violated Unauthorized access to privacy data of system users may occur. O.Access_Control
O.Anon
O.Authen
22 | T.Refusa Unauthorized refusal of valid commitment data or certificates may occur. 0O.Access_Control
O.Integrity
O.Revoke Cert
23 T.Replace_ TOE The TOE may be replaced by an untrusted system. O.System_Integrity
24 T.Replay Someone may obtain unauthorized access by replaying authentication or O.Sequence
commitment data. O.Replay

O.Authen_Address
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Table A.1 - All threats met by objectives (concluded)

No PP threat name PP threat description PP objectives
25 T.Secret_Disclose Authentication information may be disclosed allowing someone to logon O.Authen_Age
and assume the identity of an authorized user.
O.Authen_Indep
O.Authen_Protect
26 T.Service Denied Application and network services may not be available for use. O.Authen
O.Access_Control
O.Flow_Control
O.Denia_Sophisticated
O.Dynamic
O.Alt_Channel
27 T.TOE_Fall TOE or system failure may cause the TOE to enter an insecure state or data | O.Backup
to be disclosed or changed.
O.Recover
28 T.Traffic A system may experience degraded performance due to increased O.Filter
communications traffic.
29 T.Unique_Copied Unlawful copies may be made of unique originals. O.Unique
A.2.2 No unnecessary objectives
This clause shows that every objective addresses at least one threat.
Table A.2 — All objectives necessary
Objective name Objective description Threat addressed
O.Access_Control The TOE must enforce an access control policy protectsinformation from T.Disclose_Data
unauthorized access.
T.Change_Data
T.Outsider
T.Denid
T.Insider

T.Invalid_Certificate
T. Refusal

T.Data Theft
T.Privacy_Violated
T.Actions Traced

T.Replace TOE
O.Alt_Channel The TOE must provide alternate channels for the transmission of data. T.Blockage

T.Comm_Failure

T.Service Denied
O.Anon The TOE must provide for anonymity and pseudonymity. T.Privacy_Violated

T.Actions_Traced

O.Assoc_User_Action

The TOE shall associate all security relevant actions with a unique user
identity.

T.Insider
T.Impersonate

T.Insider
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Table A.2 — All objectives necessary (continued)

Objective name Objective description Threat addressed
O.Attest The TOE must provide for attestation of submission, delivery and receipt. T.Deny_Receipt
T.Deny_Submit
T.Deny Data
O.Audit All security relevant actions must be auditable. T.Insider
T.History_Untraceable
T.Comm_Failure
O.Authen Users will be uniquely identified and authenticated prior to performing any | T.Outsider
actions to be mediated by the TOE. T Insider
T.Change_Data
T.Denia

T.Impersonate
T.Data Theft
T.Disclose Data
T.Privacy_Violated

O.Authen_Address

The TOE must be able to authenticate sender and receiver addresses. This
includes a priori business qualification of Originator and Destination.

T.Impersonate

T.Comm_Failure

T.False Routing

O.Authen_Age The TOE must provide for the expiration of authentication information T.Secret_Disclose
(except for biometric information). T Invalid_Certificate
O.Authen_Indep A user may share the same authentication information as another user, but | T.Secret_Disclose

the TOE must not reveal thisfact.

O.Authen_Protect

The TOE must protect authentication information.

T.Secret_Protect
T.Disclose Data

O.Backup

The TOE must provide data backup and restoration.

T.TOE_Fail
T.Disaster
T.Comm_Failure
T.Physical

O.Confidentiality _Trans

The TOE must be able to protect transmitted information from unauthorized
disclosure.

T.Disclose Data

O.Consistency The TOE must be able to maintain consistency between TSF data stored on | T.History_Untraceable
different systems such as user identity, user attributes, and timing
information.
O.Dynamic The TOE must provide for the selection of auditable events and T.Insider
management of the audit trail during normal operations so that suspected T Outsid
unauthorized activity can be monitored as it occurs without alerting a Lutsider
perpetrator. T.False_Routing
T.Blockage
T.Service_Denied
O.Filter The TOE must provide for the filtering of communications with respectto | T.Traffic

resource utilisation.
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Table A.2 — All objectives necessary (concluded)

Objective name

Objective description

Threat addr essed

O_Flow_Control

The TOE must enforce an information flow policy at specefied boundaries.

T.Outsider
T.Service_Denied
T.Disclose_Data

O.Integrity

The TOE must be able to protect and verify the integrity of stored or
transmitted data. Thisincludes user and TSF data such as commitment data,
business data, business data with commitment data, or certificates.

T.Modif_Data
T.Delete Data
T.Insert_Data
T.Impersonate
T.Change_Data
T.Invalid_Certificate
T.Refusal

O.Key_Indep_Gen The TOE must generate new keys independently of broken keys. T.Intercept
O.Key_Indep_Distrib The TOE must distribute new keys independently of broken keys. T.Intercept
O.Logon_Limit The TOE must limit the number of logon attempts. T.Log_Attack
O.Nonrep_Dest The TOE must protect against repudiation by the Destination. T.Deny_Receipt
O.Nonrep_Orig The TOE must protect against repudiation by the Originator. T.Deny_Submit
T.Deny_Data
O.Recover The TOE must be able to recover the TOE to a secure state. T.TOE_Fall
T.Disaster
T.Comm_Failure
T.Change_Data
T.Physical
O.Replay The TOE must protect against replay attacks. T.Impersonate
T.Replay
O.Resid_Prot Information stored within the TOE must not be made available to other T.Disclose_Data
users upon release.
O.Revoke_Cert The TOE must provide for the revocation of certificates. T.Invalid_Certificate
T.Refusal
O.Resource The TOE must protect against loss of availability through resource T.Service_Denied
exhaustion.
O.Sequence The TOE must ensure that it is possible to determine the correct sequence of | T.Insert_Trans Data
events. All audit trails within a TOE must include reliable time stamps that T Renl
can be correlated each other to determine the sequence of events. Similarly, neplay
the TOE must support the sequencing of communication data so that the T.Impersonate
insertion or deletion of network packets can be detected. )
T.Indeterminate_Seq
T.History_Untraceable
O.Status It must be possible to determine the status of security relevant TOE T.Change_Data
parameters.
O.System_Integrity The TOE must provide for procedures shall be provided to verify the T.Change_Data
f i ity of the TOE.
software integrity of the TO T Replace TOE

O.Unique

The TOE must enforce the uniqueness of an original.

T.Unique_Copied




A.3 Functional requirementsrationale

This clause shows that all the objectives are addressed by functional components and that all functional
components address at least one objective.

A.3.1 All objectives addressed
This clauses shows that all the objectives have been addressed by functional components.
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Table A.3 — All objectives met by CC functional components

Objective Objective description E - COFC E - COFC Functional
name Reg. No. Reqg. title component(s)
O.Access_Control Thg TOE must _enforce an access control ' 6.2,7.4.2 Access control FDP_ACC.1
g(c:)(l:lé);protectmnformatlon from unauthorized =425 Individual user FDP ACF.1
7423 User groups
7425 Types of access rights
7.4.2.6 Default accessrights
7427 Precedence of accessrights
7.4.1.5 Denial of service
7.4.2.10 Application controlled access rights
7.42.4 Objects FPT_SEP.1
FMT_SMR.2
FAU SAR.2
7.4.2.6 Default access rights FMT_MSA.3
7.4.2.9 Verification of rights FPT_RVM.1
9.4.2 Access control FPR_UNO.1
O.Alt_Channel The TOE must provide alternate channelsfor | 7.4.7.4 Transmission blockage FRU_FLT.1
the transmission of data.
O.Anon The TOE must provide for anonymity and 9421 Protection against unlawful FPR_ANO.1
pseudonymity. disclosure FPR_PSE.1
O.Assoc_User_ The TOE shall associate all security relevant  |6.3.1, 7.4.4.1 | Associate actions and users FAU_GEN.2
Action actions with a unique user identity. FIA_USB.1
O.Attest The TOE must provide for attestation of 8423 Attestation of submission, delivery, |FCO_NRO.1
submission, delivery, and receipt. receipt FCO_NRR.1
FCO_NND.1
(under agreed upon conditions of FPT_ITC.1

confidentiality and integrity)

FPT ITI.1
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Table A.3 — All objectives met by CC functional components (continued)

Objective Objective description E - COFC E - COFC Functional
name Reg. No. Reg. title component(s)
O.Audit All security relevant actions must be auditable. | 6.3, 7.4.4 Accountability and audit FAU_GEN.1
FAU_SEL.1
7443 Enable and disable events FMT_MOF.1R
7448 TOE restart FAU_STG.2
7.4.4.9 Copy audit trails FMT_MTD.1
7.4.4.10 Alarmif unable to record FAU_STG.3
74412 Dynamic control New
74.4.13 Audit tools FAU_SAR.1
FAU_SAR.3
7475 Denia of service FAU_GEN.1
8.4.25 Reguirements for the tracing of data | FAU_STG.1
9431 Inter-related accountability FAU_STG.1
O.Authen Users Wi|| be un_i quely identifi_ed and _ 6.1,74.1 I dentification and authentication FIA_UID.1
st i 0 peramng a cons
7411 Uniquel & A
74.1.2 | & A prior to al other interactions
7475 Denial of service FAU_GEN.1
74.13 Secure authentication protocol FIA_UAU.3
7414 Associate information to users FIA_ATD.1
FMT_MSA.1
7.4.15 Logon message FTA_TAB.1
FMT_MTD.1
FTA_TAH.1
74.1.8 Session lock or terminate FTA SSL.1
FTA SSL.3
FIA_UAU.6
74.19 Disable users temporarily FTA_TSE.1
94.1 I dentification and authentication FIA_UAU5
FCS CKM.2
O.Authen The TOE must be able to authenticate sender | 7.4.1.3 Identification and authentication of | FCO_NRO.2
N i et s
Destination.
7.4.3.2 Addreﬂs _i ntegrity of exchanged FCO_NRO.2
information FCO_NRR2
8.4.1.1 Qualification FDP ACF.1
FCS _CKM.2




Table A.3 — All objectives met by CC functional components (continued)
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Objective Objective description E - COFC E - COFC Functional
name Reg. No. Reg. title component(s)
O.Authen_Age The TOE must provide for the expiration of 6.1.11, Authentication information aging FMT_SAE.1
authentication information (except for 7.4.1.13
biometric information). Thisincludes _
cryptographic keys, certificates and 7417 Expiration of unused user IDs FMT_SAE.1
commitment data.
O.Authen_Indep | A user may share the same authentication 6.1.10, 7.4.12 | Authentication information FIA_UAU.7
information as another user, but the TOE must independence
not reveal thisfact.
O.Authen_Protect | The TOE must protect authentication 6.1.9, Authentication information FPT_SEP.1
information. 74111 protection
FCS CKM.3
FIA_SOS.1
O.Backup The TOE must provide data backup and 6.6.2, 7.4.7.2 | Data backup PBC BKP.1
restoration.
O.Confidentiality | The TOE must be able to protect information | 7.4.3.3 Confidentiality of exchanged FDP_UCT.1
from unauthorized disclosure. Thisincludes information FPT ITCA
TSF data and user data during transmission. -
(User datainternal to a system is protected by FPT_ITI.1
internal access control.)
O.Consistency The TOE must be ableto maintain 84.1.2 Consistency FPT_TDC.1
consistency between TSF data stored on
different systems such as user identity, user _
attributes, and timing information. 9431 Inter-related accountability
O.Dynamic The TOE must provide for the selection of 74.4.10 Alarm if unable to record PBC_DYN.1
auditable events and management of the audit
trail during normal operations so that
suspected unauthorized activity can be
monitored as it occurs without alerting a
perpetrator.
7.44.12 Dynamic control
O.Filter The TOE must provide for the filtering of 7.4.7.3 Filtering FRU RSA.1
communications with respect to resource
utilisation
O.Integrity The TOE must be able to protect and verify 6.5.1, 7.4.6.2 | Dataintegrity FDP_SDI.1
the integrity of stored or transmitted data. This - -
includes user and TSF data such as 7475 Denial of service FDP_SDI.1
commitment data, business data, businessdata [ 7431 Content integrity of exchanged FDP_UIT.1
with commitment data, or certificates. information
FDP_ITT.1
FPT_ITI.1
FPT_ITT.1
9.4.4.1 Content integrity and content FCS CKM.2
validation of exchanged commitment
data or certificates
O.Key_Indep_Gen | The TOE must be able to generate new keys | 9.4.5.1 Registration FCS CKM.1
independently of broken keys.




- 44 -

Table A.3 — All objectives met by CC functional components (concluded)

Objective Objective description E - COFC E - COFC Functional
name Reg. No. Reqg. title component(s)
O.Key_Indep_ The TOE must distribute new keys 9.453 Distribution FCS_CKM.2
Distrib independently of broken keys.
O.Logon_Limit The TOE must limit the number of logon 6.1.5, 7.4.1.6 | Number of logon trials FIA_AFL.1
attempts.
O.Nonrep_Dest The TOE must protect against repudiation by | 8.4.2.2 Non-repudiation of the Destination | FCO_NRR.1
the Destination.
8.4.2.3 FCO_NND.1
O.Nonrep_Orig The TOE must protect against repudiation by | 8.4.2.1 Non-repudiation of the Originator FCO_NRO.1
the Originator.
O.Recover The TOE must be ableto recover the TOEtoa | 6.6.1, 7.4.7.1 | Recovery FPT_RCV.1
secure state.
O.Flow_Control The TOE must enforce an information flow 7.3.16 Outsider attack: Unauthorized access | FDP_IFC.1
control policy at specified boundaries. to the TOE to penetrate system
information.
7.3.17 Denial of service (application, FDP_IFF.1
network services, malicious code
input (Trojan Horse))
FDP_IFC.1
7475 Denial of service
O.Replay The TOE must protect against replay attacks. | 7.4.1.3 Secure authentication protocol FIA_UAU.3
FPT_RPL.1
9.4.4.2 Addressintegrity of exchanged FCO_NRO.2
commitment data or certificates FCO_NRR.2
O.Resid_Prot Information stored within the TOE must not | 6.4, 7.4.5 Object reuse FDP_RIP.2
be made available to other users upon release.
O.Revoke Cert The TOE must provide for the revocation of 9454 Revocation FCS CKM .4
certificates.
O.Sequence The TOE must ensure that it is possible to 7.44.14 Synchronization PBC_SYN
determine the correct sequence of events. All
audit trails within a TOE must include reliable _ i _
time stamps that can be correlated each other | 8.4.2.4 Timing information of audit data FPT_STM.1
to determine the sequence of events.
Similarly, the TOE must support the —
sequencing of communication data so that the 9.4.3.1 Inter-related accountability PBC SYN
insertion or deletion of network packets can
be detected.
O.Status It must be possible to determine the status of | 6.5.3, 7.4.6.3 | Security parameters status report FMT_MTD.1
security relevant TOE parameters. - -
7.4.1.10 User status information FMT_MTD.1
O.System The TOE must provide procedures shall be 6.5.1, 7.4.6.1 | TOE software integrity FPT_TST.1
. provided to verify the software integrity of the
Integrity
TOE.
O.Unique The TOE must enforce the uniquenessof an | 9.4.3.4 Uniqueness of original FDP_DAU.1R
original.
O.Resource The TOE must protect against loss of 7.3.17 Denial of service (application, FRU_RSA.1
availability through resource exhaustion. network services, malicious code
input (Trojan Horse))
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A.3.2 All functional components necessary
This clauses shows that each functional components addresses at |east one objective.

Table A.4 — All functional components necessary

No Component Name Objectives
1 FAU_GEN.1 Audit data generation O.Audit
2 FAU_GEN.2 User identity generation O.Assoc_User_Action
3 FAU SAR.1 Audit review O.Audit
4 | FAU SARZ2 Restricted audit review 0O.Access_Control
5 | FAU_SARS3 Selectable audit review O.Audit
6 FAU_SEL.1 Selective audit O.Audit
7 FAU STG.2 Guarantees of audit trail availability O.Audit
8 | FAU_STG3 Action in case of possible audit data loss O.Audit
9 FCO_NRO.2 Enforced proof of origin O.Attest
O.Authen_Address
O.Nonrep_Orig
O.Replay
10 | FCO_NRR.2 Enforced proof of receipt O.Attest
O.Authen_Address
O.Nonrep_Dest
O.Replay
11 FCS CKM.1 Cryptographic key generation O.Key_Indep_Gen
12 FCS_CKM.2 Cryptographic key distribution O.Authen
O.Authen_Address
O.Integrity
O.Key_Indep_Distrib
13 FCS CKM.3 Cryptographic key access O.Authen_Protect
14 FCS CKM.4 Cryptographic key destruction O.Revoke Cert
15 FDP_ACC.1 Subset access control O.Access_Control
16 FDP_ACF.1 Security attribute based access control O.Access_Control
O.Authen_Address
17 FDP_DAU.1 Basic data authentication O.Unique
17.1 | FDP_IFC.1 Subset information flow control O.T_Outsider
17.2 | FDP_IFF.1 Simple security attributes O.Flow_Control
18 FDP_ITT.1 Basic internal transfer protection O.Integrity
19 FDP_RIP.2 Full residual information protection O.Resid_Prot
20 FDP_SDI.1 Stored data integrity monitoring O.Integrity
21 FDP_UCT.1 Basic data exchange confidentiality O.Attest
O.Confidentiality
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Table A.4 — All functional components necessary (continued)

No Component Name Objectives
22 FDP_UIT.1 Data exchange integrity O.Attest
O.Integrity
23 FIA_AFL.1 Basic authentication failure handling O.Logon_Limit
24 FIA_ATD.1 User attribute definition O.Authen
25 FIA_SOS.1 Selection of secrets O.Authen_Protect
26 FIA_UAU.1 Timing of authentication O.Authen
27 FIA_UAU.3 Unforgeable authentication O.Authen
O.Replay
28 FIA_UAU.5 Multiple authentication mechanisms O.Authen
29 | FIA_UAU.6 Re-authenticating O.Authen
30 | FIA_UAU.7 Protected authentication feedback O.Authen_Indep
31 FIA_UID.1 Timing of identification O.Authen
32 FIA_USB.1 User-subject binding O.Assoc_User_Action
33 | FMT_MOF.1 Management of security functions behavior O.Audit
34 FMT_MSA.1 Management of security attributes O.Authen
35 | FMT_MSA.2 Secure security attributes Dependency (FCS_CKM.2)
36 FMT_MSA.3 Static attribute initialization O.Access_Control
37 FMT_MTD.1 Management of TSF data O.Authen
O.Status
38 | FMT_SAE.1 Time-limited authorization O.Authen_Age
39 | FMT_SMR.2 Restricted security roles O.Access_Control
40 | FPR_ANO.1 Anonymity O.Anon
41 | FPR_PSE.1 Pseudonymity O.Anon
42 FPR_UNO.1 Unobservability O.Access_Control
43 | FPT_AMT.1 Abstract machine testing Dependency (FPT_TST)
44 | FPT_FLS1 Failure with preservation of secure state Dependency (FRU_FLT)
45 | FPT_ITC.1 Inter-TSF confidentiality during transmission O.Confidentiality
46 | FPTITIL Inter-TSF detection of modification O.Integrity
47 | FPT_TT.1 Basic internal TSF data transfer protection O.Confidentiality
O.Integrity
48 | FPT_RCV.1 Manual recovery O.Backup
O.Recover
49 FPT_RPL.1 Replay detection O.Replay
50 FPT_RVM.1 Non-bypassability of the TSP O.Access_Control
51 | FPT_SEP.1 TSF domain separation O.Access_Control
O.Authen_Protect
52 | FPT_STM1 Reliable time stamps 0O.Sequence
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Table A.4 — All functional components necessary (concluded)

No Component Name Objectives
53 FPT_TDC.1 Inter-TSF basic TSF data consistency O.Consistency
O.Sequence
54 | FPT_TST.1 TSF testing O.System_Integrity
55 | FRU_FLT.1 Degraded fault tolerance O.Alt_Channel
56 | FRU_RSA.1 Maximum quotas O.Filter
O.Resources
57 FTA_SSL.1 TSF-initiated session locking O.Authen
58 FTA_TAB.1 Default TOE access banners O.Authen
59 | FTA_TAH.1 TOE access history O.Authen
60 FTA_TSE.1 TOE session establishment O.Authen
61 | FTPITC.1 Inter-TSF trusted channel Dependencies (FDP_UCT.1 and
FDP_UIT.1)
62 | PBC_DYN.1 Dynamic control of audit O.Dynamic
63 FCO_NND.1 Notification of non-delivery O.Attest
O.Nonrep_Dest
64 PBC_BKP.1 Backup O.Backup
65 | PBC_SYN.1 Synchronization O.Sequence
A.3.3 Explicitly stated requirements
The following requirements are explicitly stated in this PP because these E - COFC requirements have no
corresponding CC components:;
PBC DYN.1 Dynamic Control of Audit
PBC_NDD.1 Notification of Non-Delivery
PBC BKP.1 Backup
PBC_SYN.1  Synchronisation
A.4 Functional requirements dependencies

Functional components possess dependencies that are stated requirements for the PP to include further
components in support of the primary requirements. To meet the evaluation requirements, it is necessary
either for all dependencies to be satisfied or for a rationale to be provided as to why any dependencies are not
satisfied. Table A.5 demonstrates how the dependencies of each included component have been satisfied. All
of the components of this PP are listed with a numeric line number. The dependencies of each component, if
any, are listed alongside that component with a reference to the line number of the component which satisfies
them. In the case of assurance component dependencies, AGD_AGD.1 is satisfied hierarchically by assurance
level EAL2 and ADV_SPM.1 has been added as an assurance component. Component reference line numbers
followed by "(H)' indicate that the dependency is satisfied by a hierarchical component to that referenced. This
table demonstrates that there are no unsatisfied dependencies.
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Table A.5 — Dependencies

Component Dependencies Ref
FAU_GEN.1 FPT_STM.1 52
FAU_GEN.2 FAU_GEN.1 1
FIA_UID.1 31
3 FAU_SAR.1 FAU_GEN.1 1
4 FAU_SAR.2 FAU_SAR.1
5 FAU_SAR.3 FAU_SAR.1
6 FAU_SEL.1 FAU_GEN.1
FMT MTD.1 37
FAU_STG.2 FAU_GEN.1 1
FAU_STG.3 FAU_STG.1 7(H)
FCO_NRO.2 FIA_UID.1 31
10 FCO_NRR.1 FIA_UID.1 31
11 FCS CKM.1 FCS_CKM.2 or FCS_COP.1 12
FCS CKM 4 14
FMT_MSA.2 (added) 35
12 FCS CKM.2 FDP_ITC.1 or FCS CKM.1 11
FCS CKM 4 14
FMT_MSA.2 (added) 35
13 FCS CKM.3 FDP_ITC.1 or FCS CKM.1 11
FCS CKM 4 14
FMT_MSA .2 (added) 35
14 FCS CKM 4 FDP_ITC.1 or FCS CKM.1 11
FMT_MSA.2 (added) 35
15 FDP_ACC.1 FDP_ACF.1 16
16 FDP_ACF.1 FDP_ACC.1 15
FMT_MSA.3 36
17 FDP_DAU.1 No dependencies -
17.1 | FDPIFC.1 FDP_IFF.1 17.2
172 | FDP_IFF.1 No dependencies -
18 FDP_ITT.1 FDP_ACC.1or FDP_IFC.1 15
19 FDP_RIP.1 No dependencies -
20 FDP_SDI.1 No dependencies -
21 FDP_UCT.1 FTP_ITC.10or FTP_TRP.1 61
FDP_ACC.1or FDP_IFC.1 15
22 FDP_UIT.1 FTP_ITC.1or FTP_TRP.1 61
FDP_ACC.1lor FDP_IFC.1 15
23 FIA_AFL.1 FIA_UAU.1 26
24 FIA_ATD.1 No dependencies -
25 FIA_SOS.1 No dependencies -
26 FIA_UAU.1 FIA_UID.1 31
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Component Dependencies Ref

27 FIA_UAU.3 No dependencies -

28 FIA_UAU.5 No dependencies -

29 FIA_UAU.6 No dependencies -

30 FIA_UAU.7 FIA_UAU.1 26

31 FIA_UID.1 No dependencies -

32 FIA_USB.1 FIA_ATD.1 24

33 FMT_MOF.1 FMT_SMR.1 39 (H)

34 FMT_MSA.1 FDP_ACC.1or FDP_IFC.1 15
FMT_SMR.1 39 (H)

35 FMT_MSA.2 ADV_SPM.1 Added
FDP_ACC.1or FDP_IFC.1 15
FMT_MSA.1 34
FMT_SMR.1 39 (H)

36 FMT_MSA.3 FMT_MSA.1 34
FMT_SMR.1 39 (H)

37 FMT_MTD.1 FMT_SMR.1 39 (H)

38 FMT_SAE.1 FMT_SMR.1 39 (H)
FPT_STM.1 52

39 FMT_SMR.2 FIA_UID.1 31

40 FPR_ANO.1 No dependencies -

41 FPR_PSE.1 No dependencies -

42 FPR_UNO.1 No dependencies -

43 FPT_AMT.1 No dependencies -

44 FPT_FLS1 ADV_SPM.1 Added

45 FPT ITC1 No dependencies -

46 FPT_ITI.1 No dependencies -

47 FPT_ITT.1 No dependencies -

48 FPT_RCV.1 FPT_TST.1 54
AGD _ADM.1 EAL1
ADV_SPM.1 Added

49 FPT _RPL.1 No dependencies -

50 FPT_RVM.1 No dependencies -

51 FPT_SEP.1 No dependencies -

52 FPT_STM.1 No dependencies -

53 FPT_TDC.1 No dependencies -

54 FPT _TST.1 FPT_AMT.1 (added) 43

55 FRU FLT.1 FPT_FLS.1 (added) 44

56 FRU RSA.1 No dependencies -

57 FTA_SSL.1 FIA_UAU.1 26

58 FTA_TAB.1 No dependencies -
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Table A.5 — Dependencies (concluded)
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Component Dependencies Ref
59 FTA TAH.1 No dependencies -
60 FTA TSE.1 No dependencies -
61 FTP_ITC.1 No dependencies -
62 PBC DYN.1 No dependencies -
63 PBC _NDD.1 No dependencies -
63 PBC BKP.1 No dependencies -
64 PBC_SYN.1 FPT_STM.1 52

Assurance requirements rationale

The E - COFC Public Business Class Protection Profile currently calls for the assurance components of
Evaluation Assurance Level 2 (as shown in table A.6) augmented with the additional Common Criteria
components as shown in table A.7. These are the same assurance components selected for [CS2 PPG]. The
assurance components were selected, because they were felt to represent the state of the art for Commercial -
of-the-Shelf (COTS) software.

The EAL2 functional components have been augmented with additional components for testing, configuration
management, and flaw remediation which are considered within the state of the art. Since they are frequently
not available for COTS products, requirements such as detailed design documentation were not included.
Also, ADV_SPM.1 was added, because it is a dependency of some of the functional components.

Table A.6 — EAL2 components

Assurance class Component ID | Component title
Configuration management ACM_CAP.2 Configuration items
Delivery and operation ADO _DEL.1 Delivery procedures
ADO_IGS.1 Installation, generation, and start-up procedures
Development ADV_FSP.1 Informal functional specification
ADV_HLD.1 Descriptive high-level design
ADV_RCR.1 Informal correspondence demonstration
Guidance documents AGD_ADM.1 Administrator guidance
AGD_USR.1 User guidance
Tests ATE COV.1 Evidence of coverage
ATE FUN.1 Functional testing
ATE_IND.2 Independent testing - Sample
Vulnerability assessment AVA_SOF.1 Strength of TOE security function evaluation
AVA VLAl Developer vulnerability analysis
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Table A.7 — Augmented components

Assurance class

Component ID

Component title

Configuration management ACM_CAP.3 Authorization controls
ACM_SCP.2 Problem tracking CM coverage
Development ADV_SPM.1 Informal security policy model
Life cycle support ALC DVsS1 I dentification of security measures
ALC FLR.2 Flaw reporting procedures
Tests ATE _COV.2 Analysis of coverage
ATE DPT.1 Testing - high-level design
Vulnerability assessment AVA MSU.2 Validation of analysis

A.6 Mapping of E - COFC threatsto PP threats

This clause shows how the threats included in the E - COFC Protection Profile were derived from the threats
listed in the ECMA-271 (E - COFC) and ECMA—-205 (COFC) standards. The purpose of this clause is to show
that the threats identified in the E - COFC PP are consistent with the threats identified in the E - COFC

ECMA-271 standard.

The first three columns are the PP threat number, the name of the threat in the PP, and the PP threat
description. The fourth column is a reference to the E - COFC or COFC documents. CO refers to threats
addressed in ECMA-205, Commercially Oriented Functionality Class. This is lowest class hierarchically and
all of the COFC functionalities are included in ECMA-271. ECMA-271 has three hierarchical classes:
Enterprise Business (EB), Contract Business (CB), and Public Business(PB). The fourth column contains CO,
EB, CB, or PB, depending on where in the document the threat was found. The last column lists the

description of the threat from ECMA-271 or ECMA-205.
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Table A.8 —E - COFC to PP threat mapping

No | PP threat name PP threat description E - COFC | E - COFC threat description
Ref
1 T.Actions_Traced Unauthorized tracing of customer PB15 Unauthorized tracing of customer
business actions may occur. business actions (tracing of cookies)
2 T.Blockage Two systems may not be able to EB7 Blockage of data exchanged between two
exchange data dueto a systems
communications channel being
blocked.
3 T.Change Data Information may be changed either CO6 Manipulation of information (accidental
while it being stored or processed or intentional)
within the TOE or during - ——— -
transmission. The changes may be EB1 (LjJat?author_l dzedt arlnqdlf] gan;)arr of transmitted
accidental or intentional. Changes a (accidentd, incidental)
include insertions, replacements, EB2 Unauthorized deletion of transmitted data
modifications, and deletions. The type (accidental, incidental)
of information that can be changed _ _ i _
includes user information, system EB3 Una_uthorlzeq insertion of transmitted data
information, business data, and (accidental, incidental)
commitment. EB10 Unauthorized modification of stored or
processed data (accidental, incidental)
EB11 Unauthorized deletion of stored or
processed data (accidental, incidental)
EB12 Unauthorized insertion of stored or
processed data (accidental, incidental)
PB1 Unauthorized modification or
replacement of commitment data
PB2 Unauthorized deletion or insertion of
commitment data
4 T.Comm_Failure It may not be possible to set up a EB9 Connection setup or transmission failure
connection or transmit data between
two systems.
5 T.Data Theft Business process input data may be PB10 Theft of business process input data
stolen.
6 T.Deny_Data An entity may deny ownership of CB3 Denial of business information content
business or commitment data. ownership
PB4 Denia of commitment data ownership
7 T.Deny_Receipt An entity may deny that it has CB2 Denia of reception of business
received business or commitment data. information
PB6 Denial of commitment data reception
8 T.Deny_Submit An entity may deny that it has CB1 Denial of submission of business
submitted business or commitment information
deta. PB 5 Denial of commitment data submission
9 T.Disaster Natural disasters may cause TOE or (6(0)3] Natural disasters

system failure.
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Table A.8 —E - COFC to PP threat mapping (continued)

No | PP threat name PP threat description E - COFC | E - COFC threat description
Ref
10 | T.Disclose Data Information may be disclosed in to CO5 Disclosure of information
unauthorized users. Thisincludes both - . - -
user information, system information EBS ;Jnguthtonzed _d'SC' ostjr:_e of mformﬂtlalon .
and business data. Information may be uri ngt Z‘Usm'?s'ot” (stelj ma}ayh L?W soin
disclosed while being stored or apen (rj "I’”‘? a L“ P eena
processed in the TOE or during user and alogin schema)
transmission. Disclosure of EB13 Unauthorized disclosure of information
authentication data during (user information, system information)
transmission would allow someone to . .
logon and assume the identity of an PB11 Disclosure of business data to
authorized user. unauthorized persons
11 | T.False_Routing Information may beroutedto afalse |CB4 False routing of business information
address enabling unauthorized access. enabling unauthorized access
12 | T.History_Untraceable | It may not be possible to trace the PB14 Untraceable history in case of failures,
seguence of events during a system malfunctioning, or betrayal
failure, malfunction, or betrayal.
13 T.Impersonate Someone may obtain unauthorized EB4 Impersonation of an entity
access by impersonating an (sender/receiver) involved in a
unauthorized user, for example by communication process
hijacking a communications session. EB19 Unauthorized access by impersonation
14 | T.Indeterminate Seq It may beimpossible to determinethe | CB5 Unability to mediate disputes between two
sequence of eventsin adispute due to different parties of the closed user group
missing time information and business because of missing timing information and
related data. business process related data.
15 | T.Insider An authorized user of the TOE may CcOo2 Insider attack — Individual
gain unauthorized access. responsibility
EB20 Insider attack: Unauthorized access by
authorized user
16 | T.Intercept Commitment data or certificatesmay | PB9 Interception of commitment data or
be intercepted. certificates
17 | T.nvaid Certificate | The TOE may accept invalid PB7 Unauthorized acceptance of invalid/
commitment data or certificates. invalidated commitment data or
certificates
18 | T.Logon_ Attack A program that tries alarge number of | CO3 Automatic logon attacks
passwords successfully guesses the
password of an authorized user. This
allows an unauthorized individual to
logon as an authorized user and to
assume the identity of that user.
19 | T.Outsider Anindividua who isnot an co1 Outsider attack — Unauthorized access to
authorized user of the system may the TOE
gain access to the TOE. 6.4 Usage of the INTERNET
EB16 Outsider attack: Unauthorized accessto
the TOE to penetrate system information
EB17 Denial of service (application, network

services)
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Table A.8 —E - COFC to PP threat mapping (concluded)

No | PP threat name PP threat description E - COFC | E - COFC threat description
Ref

20 | T.Physicad A component of the system may be EB15 Physical damage (accidental, incidental)
accidentally or intentionally damaged.

21 | T.Privacy Violated Unauthorized access to privacy dataof | PB12 Unauthorized access on linked privacy
System users may occur. data of system users

22 T.Refusal Unauthorized refusal of valid PB8 Unauthorized refusal of valid/validated
commitment data or certificates may commitment data or certificates
occur.

23 | T.Replace TOE The TOE may be replaced by an EB18 Bootstrap compromise or unauthorized
untrusted system. replacement of privileged subsystems

(installation of a spoofing operating
system)

24 | T.Replay Someone may obtain unauthorized EB6 Replay of transmitted data
access by replaying authentication or - .
commitment data. PB 3 Unauthorized replay of commitment data

25 | T.Secret_Disclose Authentication information may be co4 Disclosure of authentication information
disclosed allowing someone to logon
and assume the identity of an
authorized user.

26 | T.Service Denied Application and network servicesmay | EB17 Denial of service (application, network
not be available for use. services)

27 | T.TOE Fail TOE or system failure may causethe | CO7 TOE failure
TOE to enter an insecure state or data -
to be disclosed or changed. EB14 System failure

28 | T.Traffic A system may experience degraded EB8 Rising communication traffic to decrease
performance due to increased the system performance
communications traffic.

29 | T.Unique_Copied Unlawful copies may be made of PB13 Unlawful multiple use (e.g. by copying)
unigue originals. of unique data

A.7 Mapping of E - COFC threats and Counter measures to Protection Profile objectives

The tables are organized by the E - COFC hierarchical levels:

e Commercially Oriented Functionality Class

e Enterprise Business Class

e Contract Business Class

e Public Business Class

The purpose of this clause is to show how the objectives included in the E - COFC Protection Profile were
derived from the material in ECMA-205 (COFC) and ECMA-271 (E - COFC). ECMA-205 contains a table
that maps security enforcing functions to its identified threats. ECMA-271 contains threats tables for each of
the three classes — enterprise business, contract business, and public business. These three classes are
hierarchical to each other with the Public Business class being the highest level. The ECMA-271 threats are
addressed by counter-measures. The material in these tables was used as the basis for objectives in the
E - COFC Protection Profile as well as the need to provide a justification for each of the functional

components.
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Table A.9 — Commercially Oriented Functionality Class threats and objectives

REF | Threat name E - COFC threat description Security enforcing function Objective name
CO1 | T.Outsider Outsider attack - Unauthorized Identification and Authentication | O.Authen
access to the TOE prior to al other interactions
(6.1.2)
CO2 | T.Insider Insider attack - Individual Unique I dentification and O.Authen
responsibility Authentication (6.1.1)
Accountability (6.3.1) O.Assoc_User_Action
Logging (6.3.2) O.Audit
CO3 | T.Log_Attack Automatic logon attacks Number of logon trials (6.1.5) O.Logon_Limit
CO4 | T.Secret_Disclose | Disclosure of authentication Authentication information O.Authen_Protect

information

protection (6.1.9)

Authentication information O.Authen_Indep
sharing (6.1.10)

Authentication information aging | O.Authen_Age

(6.1.11)

CO5

T.Disclose Data

Disclosure of information

Access Control (6.2)

O.Access_Control

Object Reuse (6.4)

O.Resid_Prot

CO6 | T.Change Data Manipulation of information Access Control (6.2) O.Access_Control
(accidental or intentional)
Accuracy (6.5) O.Integrity
O.Status
O.System_Integrity
CO7 | T.TOE Fail TOE failure Recovery (6.7.1) O.Recover
Data Backup (6.7.2) O.Backup
CO8 | T.Disaster Natural disasters Data backup (6.7.2) O.Backup
Recovery (6.7.1) O.Recover
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Table A.10 — Enterprise Business Class threats and objectives

Ref Threat name Threat description Countermeasure Objective name
EB1 | T.Change Data Unauthorized modification of Content integrity checking of O.Integrity
transmitted data (accidental, transmitted data
incidental)
EB2 | T.Change Data Unauthorized deletion of Content integrity checking of O.Integrity
transmitted data (accidental, transmitted data
incidental)
EB3 | T.Change Data Unauthorized insertion of Content integrity checking of O.Integrity
transmitted data (accidental, transmitted data
incidental) Sequence integrity checking of 0O.Sequence
transmitted data
EB4 | T.Impersonate Impersonation of an entity Authentication of sender and O.Authen_Address
(sender/receiver) involved in a receiver address
communication process
EB5 | T.Disclose Data | Unauthorized disclosure of Confidentiaity O.Confidentiality
information during transmission
(thismay result dlsoin a
penetration of atrusted path
between auser and alogin
schema)
EB6 | T.Replay Replay of transmitted data Sequence integrity checking of 0O.Sequence
transmitted data
EB7 | T.Blockage Blockage of data exchanged Usage of aternative channels O.Alt_Channel
between two systems
EB8 | T.Traffic Rising communication traffic to Filtering O.Filter
decrease the system performance
EB9 | T.Comm Failure | Connection setup or transmission | Authentication of sender and O.Alt_Channel
failure receiver address .
O.Audit
Physical protection of A.Physical
communication devices
Recovery O.Recover
Alternate routes O.Alt_Channel
EB10 | T.Change Data Unauthorized modification of Authentication O.Authen
stored or processed data
(accidental, incidental) Access control O.Access_Control
Recovery O.Recover
Integrity checking O.Integrity
EB11 | T.Change Data Unauthorized deletion of stored or | Authentication O.Authen
processed data (accidental,
incidental) Access control 0O.Access _Control
Recovery O.Recover

Integrity checking

O.Integrity
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Table A.10 — Enterprise Business Class threats and objectives (continued)

Ref Threat name Threat description Countermeasure Objective name
EB12 | T.Change Data Unauthorized insertion of stored | Authentication O.Authen
or processed data (accidental,
incidental) Access control O.Access_Control
Recovery O.Recover
Integrity checking O.Integrity
EB13 | T.Disclose Data | Unauthorized disclosure of Access control 0O.Access_Control
information (user information,
system information)
Authentication O.Authen
Object reuse O.Resid_Prot
Accountability O.Audit
EB14 | T.TOE_Fail System failure Recovery O.Recover
Backup O.Backup
EB15 | T.Physical Physical damage (accidental, Recovery O.Recover
incidental)
Backup O.Backup
Physical protection A.Physical
EB16 | T.Outsider Outsider attack: Unauthorized Authentication O.Authen
access to the TOE to penetrate
system information
Access Control O.Access_Control
Virus checking O.Integrity
Flow control O.Flow_Caontrol
Accountability O.Audit
EB17 | T.Deny_Service Denial of service (application, Physical protection A.Physical
network services)
Authentication O.Authen
Access control O.Access_Control
EB18 | T.Replace TOE Bootstrap compromise or Physical protection A.Physical

unauthorized replacement of

privileged subsystems (installation
of a spoofing operating system)

System verification

O.System_Integrity
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Table A.10 — Enterprise Business Class threats and objectives (concluded)

Ref Threat name Threat description Countermeasure Objective name
EB19 | T.Impersonate Unauthorized access by Content integrity checking of O.Integrity
impersonation exchanged authentication data
Sequence integrity checking of 0O.Sequence
exchanged authentication data.
Replay attack detection O.Replay
mechanism
Authentication O.Authen
Accountability O.Assoc_User_Action
EB20 | T.Insider Insider attack: Unauthorized Accountability O.Assoc_User_Action
access by authorized user O Audit
Access control O.Access_Control
Table A.11 — Contract Business Class threats and objectives
Ref Threat name Threat description Countermeasure Objective
CB1 | T.Deny_Submit Denia of submission of business
information
Non-repudiation of Originator O.Nonrep_Orig
CB2 | T.Deny Receipt Denia of reception of business Attestation of delivery O.Attest
information
Attestation of reception by O.Attest
Destination
Non-repudiation of Destination O.Nonrep_Dest
CB3 | T.Deny Data Denia of businessinformation Non-repudiation of Originator O.Nonrep_Orig
content ownership O Audit
O.Attest
CB4 | T.Fase Routing False routing of business Authentic businessrole O.Authen_Address
information enabling qualification of Originator and
unauthorized access Destination (a priori
authorization)
CB5 | T.Indeterminate Seq | A dispute between two different Unability to mediate disputes O.Audit
parties of the closed user group between two different parties of
has to be mediated by the RB. the closed user group because of
Because of missing timing missing timing information and
information and business process | business process related data.
related data, the RB can't resolve The stored timing information 0O.Sequence

the dispute.

shall enable the tracing of
business process actions on
different systems.
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Table A.12 — Public Business Class threats and objectives

Ref Threat name Threat description Countermeasure Objective
PB1 T.Change Data Unauthorized modification or Content integrity checking of O.Integrity
replacement of commitment data | transmitted commitment data,
business data, and business data
with commitment data
PB2 T.Change Data Unauthorized deletion or insertion | Content integrity checking of O.Integrity
of commitment data transmitted commitment data,
business data, and business data
with commitment data
PB3 T.Replay Unauthorized replay of Sequence integrity checking of 0O.Sequence
commitment data commitment data, business data, O.Reol
and business data with ~eplay
commitment data O.Authen_Address
PB4 T.Deny_Data Denia of commitment data Non-repudiation of Originator O.Nonrep_Orig
ownership
PB5 T.Deny_Submit Denial of commitment data Non-repudiation of Originator O.Nonrep_Orig
submission
PB6 T.Deny_Receipt Denia of commitment data Non-repudiation of Destination O.Nonrep_Dest
reception
PB7 T.Invalid_Certificate | Unauthorized acceptance of Content integrity checking and O.Integrity
invalid/ invalidated commitment content verification of O.Authen Age
data or certificates commitment data, business data, ’ A9
business data with commitment
data, or certificates
Up-to-date storage and O.Revoke Cert
distribution of digitally signed
revocation lists
Access control. 0O.Access _Control
PB8 T.Refusal Unauthorized refusal of Content integrity checking and O.Integrity
valid/validated commitment data | content verification of
or certificates commitment data, business data,
business data with commitment
data, or certificates
Up-to-date storage and O.Revoke Cert
distribution of digitally signed
revocation lists
Access control O.Access_Control
PB9 T.Intercept Interception of commitment data | Restricted lifetime of O.Key Age

or certificates

cryptographic keys, certificates
and commitment data.

Generation of new keys
independent from the broken

keys.

O.Key_Indep_Gen

Transmission of key exchange
information independent from the
broken keys

O.Key Indep _Trans
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Table A.12 — Public Business Class threats and objectives (concluded)

Ref Threat name Threat description Countermeasure Objective
PB10 | T.Data Theft Theft of business process input Authentication O.Authen
data Access control O.Access _Control
Accountability O.Audit
PB11 | T.Disclose Data Disclosure of business datato Authentication O.Authen
unauthorized persons
Access control 0O.Access _Control
Accountability O.Audit
PB12 | T.Privacy Violated Unauthorized access on linked Authentication O.Authen
privacy data of system users Access control 0O.Access _Control
Accountability O.Audit
Anonymity or pseudonymity O.Anon
mechanisms
PB13 | T.Unique Copied Unlawful multiple use (e.g. by Uniqueness enforcing functions O.Unique
copying) of unique data and uniqueness violation detection
measures
PB14 | T.History Untraceable | Untraceable history in case of Interrelated accountability 0O.Sequence
failures, malfunctioning, or
betrayal
O.Consistency
PB15 | T.Actions Traced Unauthorized tracing of customer | Access control O.Access_Control

business actions (tracing of
cookies)

Anonymity or pseudonymity
mechanisms

O.Anon
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Mapping of E - COFC functionalities to CC functional components

This clause shows how the E - COFC security functionalities were mapped to Common Criteria (CC)
functional components. Notes have been added where selections, assignments, and refinements were made.
There were four cases where it was impossible to map the E - COFC security functionalities to existing CC
components and new components were defined. The four new components are PBC_DYN.1, FCO_NND.1,

PBC_BKP.1, and PBC_SYN.1.

Table A.13 - Mapping of E - COFC functionalitiesto CC components

7.4

EB-Class security functionalities

Component

Component text

Note: There are many ECMA-271
reguirements for the management of TSF
functions and data. For ease of reference, the
applicable CC components are listed here.

FMT_MOF.1

Management of security functions
behavior

FMT_MOF.1.1 The TSF shall restrict the ability
to [selection: determine the behaviour of, disable,
enable, modify the behaviour of ] the functions
[assignment: list of functions] to [assignment: the
authorised identified roles].

FMT_MSA.1

Management of security attributes

FMT_MSA.1.1 The TSF shall enforcethe
[assignment: access control SFP, information flow
control SFP] to restrict the ability to [selection:
change _default, query, modify, delete [ assignment:
other operations]] the security attributes
[assignment: list of security attributes] to
[assignment: the authorized identified roles).

FMT_MTD.1

Management of TSF data

FMT_MTD.1.1 The TSF shall restrict the ability
to [selection: change default, query, modify,
delete, clear, [assignment: other operations]] the
[assignment: list of TSF data] to [assignment: the
authorized identified roles].

74.1

Identification and authentication

74.1.1

Unique identification and authentication
(Ref.: ECMA-205 6.1.1) The TOE shall
uniquely identify and authenticate users
except in the case of anonymous users whose
interactions shall be restrictable to a customer
defined set of tasks.

FIA_UID.1

Timing of identification

FIA_UID.1.1  TheTSF shal alow
[assignment: list of TSF-mediated actions] on
behalf of the user to be performed before the user
isidentified.

FIA_UID.1.2  The TSF shall require each user

to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.1

Timing of authentication

FIA_UAU.1.1 TheTSF shal alow
[assignment: list of TSF mediated actions] on
behalf of the user to be performed before the user
is authenticated.

FIA_UAU.1.2 The TSF shall require each user
to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that
user.
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7.4.1.2 | ldentification and authentication prior to all FIA_UID.1 Timing of identification

other interactions (Ref.: ECMA-205 6.1.2).

| dentification and authentication shall take FIA_UAU.1 Timing of authentication

place prior to all other interactions between . . : .

the TOE and the user. Other interactions shall I;?J;E;:ﬂ ?ﬁé%gé?gﬂg%;n:u?ﬁ;ﬂtﬁﬁfm

only be possible after successful . . .

. e S interactions shall be restrictable to a customer

identification and authentication. defined sat of tasks,

7.4.1.3 | Secureauthentication protocol. The TOE FCO_NRO.2 | Enforced proof of origin

shall support a secure authentication protocol.

The applied protocol shall verify the content ggngr_alz Er?é?.;/;—jgﬁ;s; i;?gi r??gcr)rt(i Zr?s]rii tted

Integrity of the sender and receiver address. [assignment: list of information types] at al times.
FCO_NRO.2.2 The TSF shall be ableto relate the
[assignment: list of attributes] of the Originator of
the information, and the [assignment: list of
information fields] of the information to which the
evidence applies.
FCO_NRO.2.3 The TSF shall provide a capability
to verify the evidence of origin of information to
[selection: originator, recipient, [assignment: list of
third parties]] given [assignment: limitations on
the evidence of origin].

If the networks are under full physical control | FCS CKM.2 | Cryptographic key distribution

of the enterprise, hon-cryptographic _—_

techniques may be applied. Otherwise Eﬁﬁﬁcgfa“rfmzelkéz?r? Sci?glalnglegvci?ﬁtg specified

cryptographic techniques shall be applied. cryptographic key distribution method
[assignment: cryptographic key distribution
method] that meets the following: [assignment: list
of standards].
Refinement added.

FCO_NRR.2 | Enforced proof of receipt

FCO NRR.2.1 The TSF shall enforce the
generation of evidence of receipt for received
[assignment: list of information types].

FCO NRR.2.2 TheTSF shall be ableto relate
the [assignment: list of attributes] of the recipient
of theinformation, and the [assignment: list of
information fields] of the information to which the
evidence applies.

FCO _NRR.2.3 The TSF shall provide a
capability to verify the evidence of receipt of
information to [selection: originator, recipient,
[assignment: list of third parties]] given
[assignment: limitations on the evidence of
receipt].




- 63 -

In addition the applied protocol shall prevent | FIA_UAU.3 Unfor geable authentication
irﬁf;rag aggf]ks and protect against FIA_UAU3.1 TheTSF shall prevent use of
eption. authentication data that has been forged by any
user of the TSF.
FIA_UAU.3.2 The TSF shall prevent use of
authentication data that has been copied from any
other user of the TSF.
FPT_RPL.1 Replay detection
FPT_RPL.1.1 The TSF shall detect replay for the
following entities: [assignment: list of identified
entities].
FPT RPL.1.2 TheTSF shal perform
[assignment: list of specific actions] when replay is
detected.
Assignment: authentication data.
7414 | Associateinformation to users (Ref.: FIA_ATD.1 User attribute definition
ECMA-205 6.1.3}. A mechanism shall be _
et ciniaraionio i e
customer-defined information, e.g. user name individugl users: [assi tr)llment' list of secugri g
and affiliation with each user. .  [assignment: v
attributes].
Customer-defined information added as assignment
FMT_MSA.1 | Management of security attributes
See 7.4 for text.
7.4.15 | Logon message. The TOE shall provide an FTA_TAB.1 Default TOE access banners
advisory warning message upon TOE entry .
regarding unauthorized use, and the possible ;galﬁﬁeﬁ_ls': sl?aleflo(;ie &rtabgnmag]\%;lrjsirvami N
consequences of failureto meet those m&e&ag’e regardin unauff?oﬁﬁed use of tr)lle TOE 0
reguirements. 9 9 '
The message shall be customer-specifiableto | FMT_MTD.1 | Management of TSF data

meet their own requirements and state laws.
(Ref.: ECMA-205 6.1.4).

See 7.4 for text.

Selection: modify.

Assignment: logon message.
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Upon successful session establishment, the FTA_TAH.1 TOE access history

TOE shall display the date, time, method, .

location of the last successful session FTA—.TAH'l'l' Upon success;_ful session .

: establishment, the TSF shall display the [selection:

establishment to the user. Upon successful date, time, method, location] of the last successful

session establishment, the TOE shall display sessi,on eﬂ bli shm,ent 10 the user

the date, time, method, location of the last )

unsuccessful attempt to session establishment FTA_TAH.1.2. Upon successful session

and the number of unsuccessful attempts establishment, the TSF shall display the [selection:

since the last successful session date, time, method, location] of the last

establishment. unsuccessful attempt to session establishment and
the number of unsuccessful attempts since the last
successful session establishment.
FTA_TAH.1.3. The TSF shall not erase the access
history information from the user interface without
giving the user an opportunity to review the
information.
Date, time, method, and location selected.

7.4.1.6 | Number of logon trials (Ref.: ECMA-205 FIA_AFL.1 Basic authentication failure handling

6.1.5). 1. The TOE logon procedure shall exit

and end the session if the user authentication Falg_ﬁﬂéhltzlnu m;l'ef:t]a Ir?;:ha” ri?ticuttxvezﬁq cation

procedure is incorrectly performed a atten? ts occ;ur related to [assignment: list of

customer-specifiable number of timeswithin autherrw)tication events] 9 '

alogon session. '

. . FIA_AFL.1.2  When the defined number of

2. The TOE shall provide a mechanism to — A~

immediately notify administration when the unsuccessful authentication attempts ha.s been met

threshold is exceeded. or §urpassed, the TSF shall [assignment: list of
actiong].

3. When the above threshold is exceeded, a

customer-specifiable interval of time shall

elapse before the logon procedure can be E - COFC text added as assignment.

restarted on that 1/O port.

4. The TOE shall not suspend the user upon

exceeding the above threshold.

7.41.7 | Expiration of unused user |1Ds (Ref.: FMT_SAE.1 | Timelimited authorization

ECMA-205 6.1.6). The TOE shall allow the
customer to specify an action which istaken
by the TOE after a period of time during
which the user was not logged on.

The time-period shall be customer-
specifiable.

As an example, the following actions may be
provided: disabling the access of the user to
the TOE, or alerting administration.

FMT_SAE.1.1 The TSF shall restrict the ability to
specify an expiration time for [assignment: list of
security attributes for which expiration isto be
supported] to [assignment: the authorized
identified roles].

FMT_SAE.1.2 For each of these security
attributes, the TSF shall be able to [assignment: list
of actionsto be taken for each security attribute]
after the expiration time for the indicated security
attribute has passed.

Assignment: Unused user IDs.
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7.4.1.8 | Session lock or terminate. The TOE shall FTA_SSL.1 T SF-initiated session locking

support asession lock. The TOE shall . .

provide an idle process monitor for each ggﬁé 13555 Tnhni;?:timalilr!f CI\(/alan Ifnteractlve

front-end which inhibits after a customer inactivitvl b [ 9 - imeinterval of user
defined amount of time user interactions activity] by:

except user authentication. a) clearing or overwriting display devices, making
the current contents unreadable;

) b) disabling any activity of the user’s data

Note: It appearsthat only oneof FTA_SSL.1 A . ;

or ETA_SSL 3 is required, acce_&/dmplay devices other than unlocking the
session.

Selected FTA_SSL.1 FTA _SSL.1.2  The TSF shall require the
following events to occur prior to unlocking the
session: [assignment: events to occur].

FIA_UAU.6 Re-authenticating
FIA_UAU.6.1 The TSF shall re-authenticate the
user under the conditions [assignment: list of
conditions under which re-authentication is
required].
Assignment: session lock.
7.4.19 | Disableuserstemporarily (Ref.. ECMA- FTA_TSE.1 | TOE session establishment

205 6.1.7). The TOE shall alow

administration to temporarily disable a user g%g;&;&gﬂﬁ!ﬁ;ﬁ ert](r)n(;ﬁ:y

accessing the TOE. ; 9 :
attributes).

Assignment: An administrator temporarily
disabling a user’s access to the TOE.
7.4.1.10 | User statusinformation (Ref.: ECMA-205 |FMT_MTD.1 | Management of TSF data

6.1.8). A mechanism shall be available for See 7.4 for text

administration to provide the status, e.g. ' :

active, inactive etc. of any user.

Selection: query
Assignment: status of any user.
7.4.1.11 | Authentication information protection FPT_SEP.1 TSF domain separation

(Ref.: ECMA-205 6.1.9). The TOE shall .

protectthetegity of the sored ceniy corin for s oun exeoution tht protets

authentication informetion and the it fromyi nterference and tampering b untrupsted
confidentiality of any associated secrets. . pering by
subjects.
FPT_SEP.1.2  The TSF shall enforce separation
between the security domains of subjectsin the
TSC.
7.4.1.12 | Authentication information sharing (Ref.: | FIA_UAU.7 Protected authentication feedback

ECMA-205 6.1.10). User-provided
authentication information need not be
unique. For example: two users may provide
the same password, however the TOE shall
not indicate the presence or absence of such
duplicated authentication information.

FIA_UAU.7.1 The TSF shall only provide
[assignment: list of feedback] to the user while the
authentication isin progress

E - COFC text added as feedback assignment.
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7.4.1.13 | Authentication information aging (Ref.: FMT_SAE.1 Time-limited authorization

ECMA-205 6.1.11). If the authentication . -

information is not biometric, the TOE shall F'\gf—sg‘nEé)l('li r;art?gn:isr';:;(?lrl [g:.” ﬁtn:g?t?tl)i”slt%fto

provide amechanism which enforces periodic icuri¥ attritl?utes for which ex iragion isfo be

changes. The time-period shall be customer- y . ) b .

ecifiable. _supp(_)r_ted] to [assignment: the authorized

» identified roles].
FMT_SAE.1.2 For each of these security
attributes, the TSF shall be able to [assignment: list
of actions to be taken for each security attribute]
after the expiration time for the indicated security
attribute has passed.
Assignment: authentication information.
Assignment: enforce periodic changes.

7.4.2 Access control

Note on access control (7.4.2): FDP_ACC.1 | Subset access control

The Common Criteriaonly provides a FDP_ACC.1.1 The TSF shdl enforcethe

skeletal framework for expressing access [assignment: access control SFP] on [assignment:

control requirements. It isleft up to the list of subjects, objects, and operations among

developer of a protection profile and/or subjects and objects covered by the S-P].

security target to specify the access control

policy with respect to subject and object

attributes, modes of access and rules for

allowing access. The generic access control

components are provided here.

FDP_ACF.1 Security attribute based access control

FDP_ACF.1.1 The TSF shall enforce the
[assignment: access control S-P] to objects based
on [assignment: security attributes, named groups
of security attributes].

FDP_ACF.1.2 The TSF shall enforcethe
following rulesto determine if an operation among
controlled subjects and controlled objectsis
allowed: [assignment: rules governing access
among controlled subjects and controlled objects
using controlled operations on controlled objects].

FDP_ACF.1.3 The TSF shall explicitly authorise
access of subjects to objects based on the following
additional rules: [assignment: rules, based on
security attributes, that explicitly authorise access
of subjects to objects].

FDP_ACF.1.4 The TSF shall explicitly deny
access of subjects to objects based on the
[assignment: rules, based on security attributes,
that explicitly deny access of subjects to objects].
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7421 | Authenticated user identification (Ref.: FIA_UAU.1 Timing of authentication

ECMA-205 6.2.1). Control of accessto . : . .
ojects i ony b grate o ashenicaes e iy ey g et
users, e.g. through an authenticated user : (cep . Y
identifier |nte_ract| ons shall be restrictable to a customer

) defined set of tasks.

7.4.2.2 |Individual user (Ref.: ECMA-2056.2.2). FDP_ACC.1 | Accesscontrol policy

The TOE shall be able to distinguish and FDP ACF.1 . :
administer access rights between each user — Security attribute based access control
and the objects which are subject to the See 7.4.2 for text.

administration of accessrights.

It shall be possible to grant the access rights

down to the granularity of an individual user. Refinement added.

7423 | User groups (Ref.;: ECMA-2056.2.3). The FDP_ACF.1 | Security attribute based access control
TOE shall be able to distinguish and

administer access rights between each user See 7.4.2 for text.
group and the objects which are subject to the
administration of access rights on the basis of Refinement added.

membership to a group of users. It shall be
possible to grant the access rights down to the
granularity of an individual group.

7424 | Objects(Ref.: ECMA-205 6.2.4). Distinct FPT_SEP.1 TSF domain separation

security relevant objects shall be subject to _

the administration of access rights: FPT—.SEP'l'l . The TSFshall ma ntain a
security domain for its own execution that protects

- The objects of one user to protect them from it from interference and tampering by untrusted
any other user and their objects. subjects.

- The objects of the TOE (security relevant
objects) to protect them from any user and
their objects.
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To alow functional separation of FMT_SMR.2 | Restrictionson security roles
administrative usersit shall be possible to .
grant access rights to individua security FahgsT]?hﬂeﬁtztﬁeTgigjfgdﬁlégﬁf?g ?;IE{OI &
relevant objects to different users. 9 ’ '
As an example the following security Esl\g;—wsi'lﬂhsjé-rhe TSF shall be able to associate
relevant objects may be subject to the '
administration of accessrights: FMT_SMR.2.3 The TSF shall ensure that
- The identification and authentication [szzﬁsfgirgent: conditions for the different roles] are
mechani sms objects. '
- The access control mechanisms objects.
- The accountability mechanisms objects for
non-administrative tasks.
The accountability mechanisms objects for
administrative tasks.
The audit mechanisms objects. FAU_SAR.2 Restricted audit review
FAU_SAR.2.1 The TSF shall prohibit al users
read access to the audit records, except those users
that have been granted explicit read-access.
7425 | Typesof accessrights (Ref.: ECMA-205 FDP_ACF.1 Security attribute based access control
6.2.5). The TOE shall support at least these
access right types: See 7.4.2 for text.
Read: Allowsto read but not to modify a
protected object. Refinement added.
Modify: Allows to read and to modify a
protected object.
7.42.6 | Default accessrights (Ref.. ECMA-205 FDP_ACF.1 Security attribute based access control
6.2.6). The TOE shall provide a mechanism
to specify default access rights for users not See 7.4.2 for text.
otherwise specified either explicitly or
implicitly by group membership. Refinement added.
FMT_MSA.3 | Static attributeinitialization

Note: This requirement was interpreted to
mean that the ability to specify accessrights
for world or public, or the equivalent shall be
provided.

FMT_MSA.3.1 The TSF shall enforcethe
[assignment: access control SFP, information flow
control SFP] to provide [selection: restrictive,
permissive, other property] default values for
security attributes that are used to enforce the SFP.

FMT_MSA.3.2 The TSF shall allow the
[assignment: the authorised identified roles] to
specify alternativeinitial valuesto override the
default values when an object or information is
created.
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7.42.7 | Precedence of accessrights (Ref.: ECMA- | FDP_ACF.1 Security attribute based access control
205 6.2.7). The precedence rules shall be
clear and unambiguous. As an example the See 7.4.2 for text.
following rules are provided:
The access rights associated with an Refinement added.
individual user take precedence over the
access rights associated with any group of
which that user is a member.
The access rights associated with any group
of which auser is a member take precedence
over any default access rights for that user.
For TOE's where a user can be member of
multiple groups simultaneoudly, if any group
entry alows an accessright for that user, then
the user is allowed that right.
7.42.8 | Dateof modification (Ref.: ECMA-205 FAU GEN.1 Audit data generation
6.2.8). The TOE shall be able to provide the -
date and the time of the last modification to :Ll?c\jlth_r(Ca;c%ngtzl e-gs]tet-r:gf:olslhc?lvxlli ;ecfrzgo\:mgigr?_ach
objects which are subject to the 9 :
administration of rights. a) Date and time of the event, type of event, subject
identity, and [selection: success, failure] of the
event; and
b) For each audit event type, based on the auditable
event definitions of the functional components
included in the PP/ST, [assignment: other audit
relevant information]
Note: Covered by Basic level of auditing.
7.42.9 | Verification of rights (Ref.. ECMA-205 FPT_RVM.1 Non-bypassability of the TSP
6.2.9). With each attempt of usersor user
groups to access objects which are subject to FPT_RVM.11 T_he TSP S.ha” ensure that TSP
g . . : enforcement functions are invoked and succeed
administration of rights, the TOE shall verify before assanment operation within the TSC. is
the validity of the request. Unauthorized A lowed 1o %OC b P
access attempts shall be rejected. P '
7.4.2.10 | Application controlled accessrights(Ref.: | FDP_ACF.1 Security attribute based access control

ECMA-205 6.2.10). The TOE shall provide
the capability to alow access to the TOE via
specific customer-defined applications, such
that the application's access control security
policies take precedence over the access
rights of the invoking user.

See 7.4.2 for text.

Refinement added.

743

Client/Server communication
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7431

Content integrity of exchanged
information. When two systems are
exchanging information the integrity of the
information content shall be verified.

Note: Used FDP for user data and FPT for
TSF data.

FDP_UIT.1

Data exchange integrity

FDP_UIT.1.1  The TSF shall enforce the
[assignment: access control SFP and/or
information flow control S=P] to be able to
[selection: transmit, receive] user datain a manner
protected from undetectable [sel ection:
modification, deletion, insertion, replay] errors.

FDP_UIT.1.2 TheTSF shal beableto
determine on receipt of user data, whether
[selection: modification, deletion, insertion, or
replay] has occurred.

Modification, deletion, insertion all selected for
integrity.

FDP_ITT.1

Basic internal datatransfer protection

FDP_ITT.1.1 The TSF shall enforce the
[assignment: access control SFP(s) and/or
information flow control SFP(s)] to prevent the
[selection: disclosure, modification, loss of use] of
user datawhen it is transmitted between
physically-separated parts of the TOE.

Modification selected.

FPT_ITI.1

Inter-TSF detection of modification

FPT_ITI.1.1 The TSF shall provide the capability
to detect modification of all TSF data during
transmission between the TSF and aremote trusted
IT product within the following metric:
[assignment: a defined modification metric].

FPT_ITI.1.2 The TSF shall provide the capability
to verify the integrity of all TSF data transmitted
between the TSF and aremote trusted I T product
and perform [assignment: action to be taken] if
modifications are detected.

FPT_ITT.1

Basic internal TSF datatransfer protection

FPT _ITT.1.1 The TSF shall protect TSF datafrom
[selection: disclosure, modification] wheniit is
transmitted between separate parts of the TOE.

Modification selected.
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7.4.3.2

Addressintegrity of exchanged
information.

When two systems are exchanging
information the integrity of the sender and
receiver address shall be verified.

FCO_NRO.2

Enforced proof of origin

The TOE shall support a secure authentication
protocol. The applied protocol shall verify the
content integrity of the sender and receiver address.
In addition the applied protocol shall prevent replay
attacks and protect against interception.

If the networks are under full physical control of
the enterprise, non-cryptographic techniques may
be applied. Otherwise cryptographic techniques
shall be applied.

FCO_NRR.2

Enforced proof of receipt

The TOE shall support a secure authentication
protocol. The gpplied protocol shdll verify the
content integrity of the sender and receiver address.
In addition the applied protocol shall prevent replay
attacks and protect against interception.

If the networks are under full physical control of
the enterprise, non-cryptographic techniques may
be applied. Otherwise cryptographic techniques
shall be applied.

The applied protocol shall prevent replay
attacks.

FPT_RPL.1

Replay detection

The TOE shall support a secure authentication
protocol. The applied protocol shall verify the
content integrity of the sender and receiver address.
In addition the applied protocol shall prevent replay
attacks and protect against interception.

If the networks are under full physical control of
the enterprise, non-cryptographic techniques may
be applied. Otherwise cryptographic techniques
shall be applied.
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7433

Confidentiality of exchanged information.
When two systems are exchanging
information the TOE shall support the
confidentiality of the exchanged information
against unauthorized disclosure.

Note: Used FDP for user data and FPT for
TSF data.

FDP_UCT.1

Basic data exchange confidentiality

FDP_UCT.1.1 The TSF shall enforce the
[assignment: access control SFP and/or
information flow control S-P] to be able to
[selection: transmit, receive] objectsin a manner
protected from unauthorized disclosure.

Transmit and receive selected.

FDP_ITT.1

Basic internal datatransfer protection

When two systems are exchanging information the
integrity of the information content shall be
verified.

Disclosure selected.

FPT_ITC.1

Inter-TSF confidentiality during transmission

FPT_ITC.1.1 The TSF shall protect al TSF data
transmitted from the TSF to aremote trusted I T
product from unauthorised disclosure during
transmission.

FPT_ITT.1

Basic internal TSF datatransfer protection
See 7.4.3.1 for text.

Disclosure selected.
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744

Accountability and audit.

Notes on Audit:

The basic audit components are FAU_GEN.1
and FAU_SEL.1.

Notes on Audit (continued):

Several E - COFC requirements to enable or
disable auditable events are not addressed
directly, but could be covered under
FMT_MOF.1.

FAU_GEN.1

Audit data generation

FAU_GEN.1.1 The TSF shall be able to generate
an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions.

b) All auditable events for the [selection: minimum,
basic, detailed, not specified] level of audit; and

c) Other auditable events defined below:

The TOE shall log at least each of the following
events:

Introduction or deletion (suspension) of users.
Introduction or removal of storage data.
Start up or shut down of the TOE.

Changes to user's security profiles, administration
or attributes.

Changes to system security parameters (not listed
in COFC)

FAU_GEN.1.2 The TSF shall record within each
audit record at least the following information:

a) Date and time of the event, type of event, subject
identity, and the outcome (success or failure) of the
event; and

b) For each audit event type, based on the auditable
event definitions of the functional components
included in the PP/ST, [assignment: other audit
relevant information]

FAU_SEL.1

Selective audit

FAU SEL.1.1 TheTSF shall be ableto include
or exclude auditable events from the set of audited
events based on the following attributes:

a) [selection: Object identity, User identity, Subject
identity, Host identity, Event Type]

b) [assignment: list of additional attributes that
audit selectivity is based upon.]

FMT_MOF.1

M anagement of security functions behavior
See 7.4 for text.

7441

Associate actions and users (Ref.: ECMA-
205 6.3.1). For every interaction the TOE
shall be able to establish the identity of the
user.

FAU_GEN.2

User identity generation

FAU_GEN.2.1 The TSF shall be able to associate
each auditable event with the identity of the user
that caused the events.

FIA_USB.1

User -subject binding

FIA_USB.1.1 The TSF shall associate the
appropriate security attributes with subjects acting
on behalf of that user.
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7442 Logging (Ref.: ECMA-2056.3.2). The TOE | FAU_GEN.1 Audit data generation
shall contain an accountability component
which enables the system administration to See 7.4.4 for text.
log each of the events specified in
ECMA-205 6.3.2.1 t0 6.3.2.4 with the . .
required data to provide sufficient Note: Basic level of audit selected.
information for a posterior investigation.
Note: The logging of accountability data may
be done on the system where the action takes
place, but may aso be under central control.
7443 | Useof identification and authentication FAU_GEN.1 Audit data generation
Mechanism (Ref.: ECMA-2056.3.2.1). The | FlA and EMT
TOE shall log at least logons and security- audit events See 7.4.4for text
related activities of administration.
Administration shall have the capability to FMT_MOF.1 | Management of functionsin TSF
enable or disable the logging of other events See 7.4.4 for text.
which include at a minimum:
1. Valid and invalid user authentication FAU GEN.1 Audit data generation
attempts. FIA audit See 7.4.4 for text.
events
7444 | Attemptsto exercise access rights (Ref.: FAU_GEN.1 | Audit data generation
ECMA-205 6.3.2.2). The TOE shall log at FDP audit See 7.4.4 for text.
least each of the following events: events
1. Unsuccessful data or transaction access
attempts.
Administration shall have the capability to FMT_MOF.1 | Management of functionsin TSF
enable or disable the logging of other events See 7.4 for text.
which include at a minimum:
1. Diskfileaccess. FAU_GEN.1 Audit data generation
2. Tepevolume or tape file access FDPor FMT | See7.4.4 for text.
audit events
3. Program execution. FAU GEN.1 Audit data generation
FDP audit See 7.4.4 for text.
events
4. On-line execution of commandswhich are | FAU_GEN.1 Audit data generation
security relevant. FDP audit See 7.4.4 for text.
events
7445 | Creation or deletion of an object whichis | FAU_GEN.1 Audit data generation
subject to the administration of rights FDP audit See 7.4.4 for text.
(Ref.: ECMA-205 6.3.2.3). Administration events

shall have the capability to enable or disable
the logging of other events which include at a
minimum:

1. Creation and deletion of an object.
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7.4.4.6 | Actionsby authorized usersaffectingthe | FAU_GEN.1 Audit data generation
security of the TOE (Ref.. ECMA-205 FIA, FTA, See 7.4.4 for text.
6.3.2.4). The TOE shall log at least each of and/or
the following events: )

1. Introduction or deletion (suspension) of FMT audit
events
Users.
2. Introduction or removal of storage data. FAU_GEN.1 Audit data generation
FMT audit See 7.4.4 for text.
events
3. Start up or shut down of the TOE. FAU_GEN.1 Audit data generation
FMT audit See 7.4.4 for text.
events
4, Changes to user's security profiles, FAU_GEN.1 Audit data generation
administration or attributes. EMT audit See 7.4.4 for text.
events
5. Changes to system security parameters.

7.4.4.7 | Logged information (Ref.: ECMA-205 FAU_GEN.1 | Audit data generation
6.3.2.5). For each of the events specified in See 7.4.4 for text
COFC 6.3.2.1 t0 6.3.2.4 the TOE shall log o '
the following information: .

1. Date. Note: Name of object and type of access event
2 Time. added as assignments.

3. User identifier.

4. Type of event.

5. Name of object.

6. Type of access attempt.

7. Success or failure of the attempt.

7448 | TOE restart (Ref.. ECMA-205 6.3.3). FAU_STG.2 Guar antees of audit data availability
Accc_)untablllty control information shall FAU_STG.2.1 The TSF shall protect stored audit
survive restart of the TOE. . .

records from unauthorized deletion.
FAU_STG2.2 The TSF shal be able to [selection:
prevent, detect] modifications to the audit records.
FAU_STG.2.3 The TSF shall ensure that
[assignment: metric for saving audit records] audit
records will be maintained when the following
conditions occur [selection: audit storage
exhaustion, failure, attack].
Note: Restart of TOE added as refinement.

7.4.49 | Copy audit trails (Ref.;: ECMA-2056.34). |FMT_MTD.1 | Management of TSF data

The TOE shall provide a mechanism for
automatic copying of audit trail filesto a
customer-specifiable storage medium after a
customer-specifiable period of time.

See 7.4 for text.
Assignment: copy to specifiable storage medium.

Assignment: audit trail files.
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7.4.410 | Alarmif unabletorecord (Ref.: ECMA- FAU_STG.3 | Action in case of possible audit data loss
205 6.3.5). The TOE shall generate an dlarm . )
to the authorized administrator if the size of F'At‘iUHS:—GBS'éJhei :]-SF Sh"j{' takgtElass ggirp;ntr.
the audit data in the audit trail exceed a pre- actionsto be taken In case of possib'e au i orage
: o failure] if the audit trail exceeds [assignment: pre-
defined limit. : .
defined limit].
Note: generate an alarm added as an assignment.
The TOE shall provide the authorized FMT_MTD.1 | Management of TSF data
administrator with the ability to manage the
audit trail at any time during the operation of See 7.4 for text.
the TOE.
PBC_DYN.1 Dynamic control of audit
Added PBC_DYN.1,1 The TSF shall provide [selection:
authorised users] with the capability to perform the
following actions at any time during normal TOE
operation:;
enable or disable auditable events
change the selection of attributes to be audited,
¢) manage the audit trail.
7.4.4.11 | Select users (Ref.. ECMA-2056.3.6). It shall | FAU_SEL.1 Selective audit
be possible to selectively account for the
actions of one or more users. See 7.4.4 for text.
Note: User identity selected.
7.4.4.12 | Dynamic control (Ref.. ECMA-205 6.3.7). PBC_DYN.1 Dynamic control of audit
Administration should be able to dynamically | agded

display and modify the types of events
recorded during normal TOE operation. This
control shall include selective disabling of the
recording of default audit events and the
enabling and disabling of other optional
events.

The TOE shall generate an alarm to the authorized
administrator if the size of the audit data in the
audit trail exceed a pre-defined limit. The TOE
shall provide the authorized administrator with the
ability to manage the audit trail at any time during
the operation of the TOE.
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7.4.413 | Audit tools (Ref.. ECMA-2056.3.8). Tools | FAU_SAR.1 Audit review
;‘Z(‘;’i’ia;‘;ﬂe;;;a:gg tt)re""'o'l J(?J rg;fe‘gpose of FAU_SAR.1.1 The TSF shall provide [selection:
’ authorized users] with the capability to read
[assignment: list of audit information] from the
audit records.
FAU_SAR.1.2 The TSF shall provide the audit
records in amanner suitable for the user to
interpret the information.
These tools shall allow the actionsof oneor | FAU_SAR.3 Selectable audit review
more users to be identified selectively. FAU_SAR.3.1 The TSF shall provide the ability
to perform [selection: searches, sorting, ordering]
of audit data based on [assignment: multiple
criteria with logical relations].
7.4.4.14 | Synchronization. Specific synchronization FPT_STM.1 Reliable time stamps
features for the audit data shall be supported. FPT_STM.1.1 The TSF shall be able to provide
At aminimum the relation of local clocks reliable time stamps for its own use.
shall be recorded to the extend that causal
relations between events on different systems | PBC_SYN.1 Synchronization
become traceable. i
PBC_SYN.1.1 The TSF shal be able to provide
the capability to determine the order in which
security relevant events occurred.
745 Object reuse
7451 | Object reuse (Ref.: ECMA-205 6.4). The FDP_RIP.2 Full residual information protection
TOE shall be able to treat all returned storage
objectsbeforereuse by ather usrs in sch a previous nformation content of & resource s mede
way that no conclusion can be drawn P . . .
regarding the preceding content. unavailable upon the [selectlon. allocation of the
resource to, deallocation of the resource from) all
objects.
7.4.6 Accuracy
7.46.1 | TOE softwareintegrity (Ref.. ECMA-205 | FPT_TST.1 TSF testing
6.5.1). Procedures, e.g. use of modification .
dates, checksums etc., shall exist that make it tFestFI_[-ls—;eIS;%lgn dl};:}? -ﬁz i‘;llarrl:_rllja w;?(;)dfi SZII];
possible to verify that the currently installed durina normal .o eratigon at ther u%stpof the y
TOE has remained consistent with the authogr]ized user Fl)Jnder th,e conditiegns [assignment:
delivered and installed software. conditions at which self test should occur]] to
demonstrate the correct operation of the TSF.
FPT_TST.1.2  TheTSF shdl provide authorized
users with the capability to verify the integrity of
TSF data.
FPT _TST.1.3  The TSF shall provide authorized
users with the capability to verify the integrity of
stored TSF executable code.
7.4.6.2 | Dataintegrity (Ref.. ECMA-2056.5.2). The | FDP_SDI.1 Stored data integrity monitoring

TOE shall make available a mechanism to
verify the integrity of data, e.g. checksum.

FDP_SDI.1.1 The TSF shall monitor user data
stored within the TSC for [assignment: integrity
errors] on al objects, based on the following
attributes: [assignment: user data attributes).
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7.4.6.3 | Security parametersstatusreport (Ref.: FMT_MTD.1 | Management of TSF data
ECMA-205 6.5.3). The TOE shall provide a See 7.4 for text
mechanism for administration to generate a ' '
status report detailing the values of all
customer-specifiable security parameters. Assignment: generate a status report-
Assignment: values of settable security parameters.
74.6.4 | Flow control at the boundaries FPT_RCV.1 Simple security attributes
The TOE shall provide mechanisms for FDP_IFC.L | FDP_IFF.1.1 The TSF shall enforce the
controlling the boundaries of ist network . - X
) : . . . FDP_IFF.1 [assignment: information flow control SFP] to
against potentially harmful interactions with enforce at least the following types of subject and
partners or intruders from the internet. The information securit 9typ )
control must be able to exclude irregular Y-
interference with the commercial attributes: [assignment: the minimum number and
environment. Flow control may be based on type of security attributes)].
pack_et f lteri ng, mbound/outbOl_Jnd_ FDP_IFF.1.2 The TSF shall permit an information
restrictions with respect to applications, flow betw trolled subiect and controlled
connection rules, additional authentication riow between a confrofied Subject and Contro
; information via a controlled operation if the
requirements, etc. ) ) . i
following rules hold: [assignment: for each
operation, the security attribute-based relationship
that must hold between subject and information
security attributes].
FDP_IFF.1.3 The TSF shall enforce the
[assignment: additional information flow control
SFPrules].
FDP_IFF.1.4 The TSF shall provide the following
[assignment: list of additional SFP capabilities].
FDP_IFF.1.5 The TSF shal explicitly authorise an
information flow based on the following rules:
[assignment: rules, based on security attributes,
that explicitly authorise information flows].
FDP_IFF.1.6 The TSF shal explicitly deny an
information flow based on the following rules:
[assignment: rules, based on security attributes,
that explicitly deny information flows].
Assignment: List attributes to exclude irregular
interference with the commercial environment.
7.4.7 Availability and reliability
74.71 | Recovery (Ref.: ECMA-2056.6.1). FPT_RCV.1 Manual recovery
Procedures or mechanisms shall be provided , .
to allow recovery after a TOE failure or other F.PT—R.CV.'l'l hAfter afal Lljre or service
discontinuity. discontinuity, t e TSk shall enter a maintenance
mode where the ability to return the TOE to a
secure state is provided.
7.4.7.2 | Databackup (Ref.: ECMA-205 6.6.2). PBC_BKP.1 Backup

Procedures shall be provided for software and
data backup and restoration.

PBC_BKP.1.1 The TSF shall provide procedures
for software and data backup and restoration.
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7.4.7.3 | Filtering. Filtering procedures shall be FRU_RSA.1 | Maximum quotas
provided to prevent performance degradation .
due to rising communication traffic to an FRU_RSA.11 The_TSF shall enf.orce_maX|mu.m
unacceptable level. quotas of the following resources: [as's g'nr'nent.
controlled resources] that [selection: individual
user, defined group of users, subjects] can use
[selection: simultaneously, over a specified period
of time].
Assignment: communication resources
7474 | Transmission blockage. Alternate FRU FLT.1 Degraded fault tolerance
(r:gcrg\rP ;?'r%ﬂ?paﬁ?nqgiﬂ?! C?(e péOVI ded to FRU_FLT.1.1 The TSF shall ensure the operation
age. of [assignment: list of TOE capabilities] that will
be maintained when the following failures occur:
[assignment: list of type of failures].
Assignment: alternate communication channels.
Assignment: transmission blockage.
7.4.75 | Denial of service FIA_UID.1 Subset information flow control
Mechanisms shall be present to mitigate the FIA_UAU.1 FDP_IFC.1 The TSF shall enforce the
possibility of intentional denial of service. FDP_ACC.1 [assignment: information flow control SFP] on
FDP SDI .1 [assignment: list of subjects, information, and
FDP_I EC.1 operations that cause controlled information to
- flow to and from controlled subjects covered by
FAU_GEN.1 | gFpy.
FRU_RSA.1
7.4.8 Key management (if cryptographic means
are applied by the TOE)
Note: The Common Criteria key management
functional components do not line up exactly
with the ECMA-271 requirements below, but
taken as awhole, they provide for
comprehensive key management services.
7.48.1 | Key generation. The key generation shall be | FCS CKM.1 | Cryptographic key generation
based on state-of-the-art cryptographic
techniques which ensure the unpredictable FCS_CK Mhllk The TSF shall gene.raﬁe ”
eneration of strong Keys. cryptographic keysin accqrdance with a speci ied
9 cryptographic key generation algorithm
[assignment: cryptographic key generation
algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the
following: [assignment: list of standards].
Refinement added.
7.4.8.2 | Sufficient key length. Thelength of thekeys | FCS CKM.1 | Cryptographic key generation

shall meet the customers security
regquirements, e.g. preferable user defined. On
the basis of the selection, dedicated
cryptographic techniques shall be applied.

The key generation shall be based on state-of-the-
art cryptographic techniques to ensure the
unpredictable generation of strong keys.
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7.4.8.3 | Key confirmation. The security management | FCS CKM.2 | Cryptographic key distribution
\;’ﬁ&?ﬂ’j‘r’” a k?r’]eo': ftg’:ﬁ'yogrtech”' que FCS CKM.2.1 The TSF shall distribute
confidentiality of the keying information as cryptographic keys in accordance with a specified
required cryptographic key distribution method
€ ' [assignment: cryptographic key distribution
method] that meets the following: [assignment: list
of standards].
Refinement added.
7.4.8.4 | Key validation. On the basis of specific FCS CKM.2 | Cryptographic key distribution
organizational or technical means, the .
security management shall verify that the T_he _secqnty manggement shal.l suppqrt a kgy
keying information has been successfully distribution technique addressing the integrity and
distributed (Distributed key validation confidentiality of the keying information as
process). required.
Refinement added.
7.4.85 | Key revocation. The security management FCS CKM.4 | Cryptographic key destruction
shall support the revocation of distributed
keys by technical or organizational means FCS—CKM'.4'1 The_ TSF shdl d&str_oy -
(Key revocation process) cryptographic keys in accordance with a specified
& P ’ cryptographic key destruction method [assignment:
cryptographic key destruction method] that meets
the following: [assignment: list of standards].
7.4.8.6 | Key backup and archiving. The security FCS _CKM.3 | Cryptographic key access
management shall support dedicated
procedures for the backup and archiving of FCS.—CKM 31 The TSF shall pﬁr fcl)(rm .
the keys. These procedures shall ensure that [assignment: type of cryptographic key apcess] In
unauthorized persons can't have access to the accordance with a specified cryptographic key
Kevs, access method [assignment: cryptographic key
% access method] that meets the following:
[assignment: list of standards].
Refinement added.
7.4.8.7 | Restricted lifetime of keys. The lifetime of FCS _CKM.2 | Cryptographic key distribution
keys sﬁall be user definable, depending on The security management shall support a key
the privacy policy of the user or the IT disributi hnique addressing the i i d
Security Policy of the enterprise. Istribution technique addressing the integrity an
confidentiality of the keying information as
required.
Refinement added.
8.4 CB-Class security functionalities
8.4.1 Access control (user authorization)
8.4.1.1 | Qualification. Only qualified usersshall be | FDP_ACF.1 Security attribute based access control
able to access the business action services
(see also COFC), See 7.4.2 for text.
The business role qualification data of the FCS CKM.2 | Cryptographic key distribution

Originator or Destination shall be
automatically distributed.

See 7.4.8.3 for text.
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84.1.2

Consistency. Consistency of related access
control parameters for business actions shall
be provided over al systems.

FPT_TDC.1

Inter-TSF TSF data consistency

FPT_TDC.1.1 The TSF shall providethe
capability to consistently interpret [assignment: list
of TSF data types] when shared between the TSF
and another trusted I T product.

FPT_TDC.1.2 The TSF shall use [assignement: list
of interpretation rulesto be applied by the TSF]
when interpreting the TSF data from another
trusted I T product.

Assignment: access control parameters for business
actions.

8.4.2

Accountability and audit

84.21

Non-repudiation of the Originator. The
TOE shall support dedicated mechanisms for
the non-repudiation of the Originator.

FCO_NRO.1

Selective proof of origin

FCO_NRO.1.1 The TSF shall be ableto generate
evidence of origin for transmitted [assignment: list
of information types| at the request of the
[selection: originator, recipient, [assignment: list of
third parties].

FCO _NRO.1.2 The TSF shall be ableto relate the
[assignment: list of attributes] of the Originator of
the information, and the [assignment: list of
information fields] of the information to which the
evidence applies.

FCO_NRO.1.3 The TSF shall provide a capability
to verify the evidence of origin of information to
[selection: originator, recipient, [assignment: list of
third parties]] given [assignment: limitations on
the evidence of origin].

8.4.2.2

Non-repudiation of the Destination. The
TOE shall support dedicated mechanisms for
the non-repudiation of the Destination.

FCO_NRR.1

Selective proof of receipt

FCO _NRO.2.1 The TSF shall enforce the
generation of evidence of origin for transmitted
[assignment: list of information types] at all times.

FCO_NRO.2.2 The TSF shall be ableto relate the
[assignment: list of attributes] of the Originator of
the information, and the [assignment: list of
information fields] of the information to which the
evidence applies.

FCO_NRO.2.3 The TSF shall provide a capability
to verify the evidence of origin of information to
[selection: originator, recipient, [assignment: list of
third parties]] given [assignment: limitations on
the evidence of origin].
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8.4.2.3 | Attestation of submission, delivery and FCO_NRO.1 | Selective proof of origin
reception. The transport service shall , .
establish an attestation when information was :;]ZenESE m%'!;gﬁg? tﬂgdggteﬂg:chmsms for
submitted and an attestation when the -repucial 'ginator.
information was successfully delivered.
FCO_NRR.1 Selective proof of receipt
The TOE shall support dedicated mechanisms for
the non-repudiation of the Destination.
The Destination shall, if requested, send an FCO_NRR.1 Selective proof of receipt
attestation of reception when information was , .
received under the agreed upon conditions ;‘Zen-gglf %ﬂ:;’gﬁ? tcrjgdlgc;ﬁartr;grzlhamsms for
such as integrity or confidentiality. Ry :
Refinement added.
If delivery was not accomplished, the PBC_NDD.1 Notification of non-delivery
t?}relg:gr?tsg:)arszrﬁég?‘té??h??e;gg ngoé;f;zf::&/ PBC_NDD.1 If delivery was not accomplished, the
deliver Originator or Destination shall be notified by the
y transport service for the reasons of failed delivery.
8.4.24 | Timinginformation of audit data. Trusted | FPT_STM.1 Reliabletime stamps
timing information shall be logged for the .
attestation of submission, attestation of r;raﬁlsc;rtvmiitam g;il?slzoi?]l Iuts)s ableto provide
delivery and attestation of reception by P '
Destination.
8.4.25 | Requirementsfor thetracing of audit data. | FAU_STG.1 Protected audit trail storage
Audit information shall be authentically
stored such that relevant actions with respect Zl'?ciLiJ'[_ricTcﬁc'ils'l‘lromTSﬁaEtshErsigzloll g;oet)teix(:)tnthe stored
to contract relations and legal issueson al :
involved systems can be analyzed. FAU_STG.1.2 TheTSF shal beableto
[selection: prevent, detect] modifications to the
audit records.
Note: prevent selected.
The stored timing information shall enable FPT_TDC.1 Inter-TSF basic T SF data consistency

the tracing of business process actions on
different systems.

FPT_TDC.1.1 TheTSF shall enforcethe
consistent interpretation of [assignment: list of TSF
data types] between this TSF and another trusted
IT product.

FPT _TDC.1.2 The TSF shall use [assignment:
list of interpretation rules to be applied by the TSF]
when interpreting the TSF data from another
trusted I T product.

Assignment: logs of business transactions.
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9.4

PB-Class security functionalities

Component

94.1

Identification and authentication

9411

Multistage identification and
authentication. For identification and
authentication over many stages a chain of
trust has to be established. The system shall
be able to verify this chain to the roots.

FIA_UAU.S

Multiple authentication mechanisms

FIA_UAU.5.1 The TSF shall provide [assignment:
list of multiple authentication mechanisms] to
support user authentication.

FIA_UAU.5.2 The TSF shall authenticate any
user’s claimed identity according to the
[assignment: rules describing how the multiple
authentication mechanisms provide
authentication)].

E - COFC text assigned asrule.

FCS CKM.2

Cryptographic key distribution

The security management shall support a key
distribution technique addressing the integrity and
confidentiality of the keying information as
required.

9.4.2

Access control

9421

Protection against unlawful disclosure.

The system shall support state-of-the-art
anonymity or pseudonymity measures.

FPR_ANO.1

TSF anonymity

FPR_ANO.1.1 The TSF shall ensure that
[assignment: set of users and/or subjects],
[selection: including, excluding] authorised users,
are unable to determine the user identity bound to
[assignment: list of subjects and/or operations
and/or objects].

FPR_PSE.1

Reversible pseudonymity

FPR PSE.1.1  The TSF shall ensurethat
[assignment: set of users and/or subjects],
[selection: including, excluding] authorised users,
are unable to determine the user identity bound to
[assignment: list of subjects and/or operations
and/or objects].

FPR PSE.1.2 The TSF shall be ableto provide
[assignment: number of aliases] aliases of the user
name to [assignment: list of subjects].

Dedicated techniques shall be supported to
prevent the unauthorized monitoring of the
logged system user's activities.

FPR_UNO.1

Unobservability

FPR_UNO.1.1 The TSF shall ensurethat
[assignment: set of users and/or subjects],
[selection: including, excluding] authorised users,
are unable to observe the operation [assignment:
list of operations] on [assignment: list of objects]
by another user or subject.
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94.3 Accountability and audit
9.4.3.1 |Interrelated accountability. Theauditdata | FAU STG.1 Protected audit trail storage
of theinterrelated systems shall be - . .
auhentioally stored and shell encie the Gch tht reevant actionswih respetto contrct
complete tracing of business transactions relations and legal issues on ieﬁ\?olv od systems
between at |east two different legal parties. can be analyzed. The stored timing information
shall enable the tracing of business process actions
on different systems.
FPT_TDC.1 Inter-TSF TSF data consistency
Audit information shall be authentically stored
such that relevant actions with respect to contract
relations and legal issues on all involved systems
can be analyzed. The stored timing information
shall enable the tracing of business process actions
on different systems.
Assignment: logs of business transactions.
PBC SYN.1 Synchronization
Specific synchronization features for the audit data
shall be supported. At aminimum the relation of
local clocks shall be recorded such that causal
relations between events on different systems
become traceable.
9432 | Commitment data ownership and FCO_NRO.1 | Selective proof of origin
submission. The TOE shall support , .
decatedmechias o herar e e 7
repudiation of the Originator (commitment Ry 9 '
data, business data, commitment data with
business data).
9.4.33 | Commitment data reception. The TOE FCO_NRR.1 Selective proof of receipt
shall support dedicated mec_han_l smsfor the The TOE shall support dedicated mechanisms for
non-repudiation of the Destination the non-repudiation of the Destination
(commitment data, business data, €p '
commitment data with business data).
9.4.34 | Uniquenessof original. Security FDP_DAU.1 Basic data authentication

mechanisms, such as watermarking, bill of
lading scheme, ticketing, etc. shall be
provided.

FDP_DAU.1.1 The TSF shall provide a capability
to generate evidence that can be used as a
guarantee of the validity of [assignment: list of
objects or information types].

FDP_DAU.1.2 The TSF shall provide
[assignment: list of subjects] with the ability to
verify evidence of the validity of the indicated
information.

Assignment: unique objects.
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94.4

Communication of commitment data

94.4.1

Content integrity and content validation of
exchanged commitment data or certificates.
When two systems are exchanging
commitment data or certificates, the integrity
and validation of the commitment data, the
business data, the commitment data with
business data, or certificate content shall be
verified.

FCS CKM.2

Cryptographic key distribution

The security management shall support akey
distribution technique addressing the integrity and
confidentiality of the keying information as
required.

9.4.4.2

Addressintegrity of exchanged
commitment data or certificates. When two
systems are exchanging commitment data or
certificates, the integrity of the sender and
receiver address shall be verified.

FCO_NRO.2

Enforced proof of origin

The TOE shall support a secure authentication
protocol. The applied protocol shall verify the
content integrity of the sender and receiver address.
In addition the applied protocol shall prevent replay
attacks and protect against interception.

If the networks are under full physical control of
the enterprise, non-cryptographic techniques may
be applied. Otherwise cryptographic techniques
shall be applied.

FCO_NRR.2

Enforced proof of receipt

The TOE shall support a secure authentication
protocol. The applied protocol shall verify the
content integrity of the sender and receiver address.
In addition the applied protocol shall prevent replay
attacks and protect against interception.

If the networks are under full physical control of
the enterprise, non-cryptographic techniques may
be applied. Otherwise cryptographic techniques
shall be applied.

The protocol shall prevent replay attacks.

FPT_RPL.1

Replay detection and correction

The TOE shall support a secure authentication
protocol. The applied protocol shall verify the
content integrity of the sender and receiver address.
In addition the applied protocol shall prevent replay
attacks and protect against interception.

If the networks are under full physical control of
the enterprise, non-cryptographic techniques may
be applied. Otherwise cryptographic techniques
shall be applied.

Assignment: commitment data, certificates.

945

Trust center security functionalities (key
management).

Note: The functionality of the four
ECMA-271 key management requirements
does not line up exactly with the four
Common Criteria cryptographic key
management components. However, taken as
awhole, both sets of functional requirements
can be used to specify a comprehensive set of
key management services.
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9.45.1 | Registration. The usersidentity isverifiedin | FCS_ CKM.1 | Cryptographic key generation
this process on the basis of reference See 7.4.8.1 for text.
documents. In addition, a distinguished name
for the user and a unique reference number to ]
the user's public key which was authentically Refinement added.
transmitted to the registration entity are
assigned. The entity responsible for the
registration processis called Registration
Authority (RA).
The RA shdll provide adequate meansfor the | FCS_CKM.3 | Cryptographic key access
authenticity and integrity of the stored See 7.4.8.6 for text.
registration data.
Refinement added.
If auser's key has been broken, thenew key | FCS_ CKM.1 | Cryptographic key generation
shall be generated independent from the See 7.4.8.1 for text.
broken keys
Refinement added.
In addition the transmission of key exchange | FCS_CKM.2 | Cryptographic key distribution
information shall be independent from the See 7.4.8.3 for text.
broken keys.
Refinement added.
9452 | Certification. The certification process FCS CKM.2 | Cryptographic key distribution
generates the legal binding between the .
business process entity and the credentials ggfﬁﬁﬁg:‘ytgﬁﬂ?gﬁ?;é'nwﬁ,%oirrtlta kr(i? and
used in the business process. The certification confidentiality of t%e k ini nfgrmatior:ag as Y
process shall at least cover the certification of required y eying
the user's key and the certification of user's € '
attributes, e.g. this certification can be
applied on the basis of the Certification .
Authority's (CA) digital signature. Specific Refinement added.
security means shall be provided to enable
the secure verification of the authentic
certificate by an entity which is part of the
business process.
The CA shall provide adequate means for the | FCS_CKM.3 | Cryptographic key access
authenﬂqty and integrity of the stored The security management shall support dedicated
certification data. L
procedures for the backup and archiving of the
keys. These procedures shall ensure that
unauthorized persons can't have access to the keys.
Refinement added.
9.4.5.3 | Distribution. The certificate information FCS CKM.2 | Cryptographic key distribution.

shall be authentically distributed.

Adequate verification mechanisms shall be
provided to ensure that the correct entity has
received and verified the distributed
certificate.

The security management shall support a key
distribution technique addressing the integrity and
confidentiality of the keying information as
required.

Refinement added.
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9.45.4 | Revocation. The following phaseshavetobe | FCS_CKM.4 | Cryptographic key destruction
supported for this process:. the revocation .
reguest, the revocation, and the revocation :;%g%ﬁtzfn;?;??bexghmg Lsizgm égleor
notification. The revocation request shall organizational means (K e?/evo)é ation process)
process the information of the certificate. 9 & P '
Specific security means shall be provided to
ensure the authenticity and integrity of a
revocation request. After the revocation
reguest has been verified the corresponding
CA shall revoke the stored certificate of the
entity. A revocation certificate shall be
generated containing the original certificate
information and additional information such
as date of revocation, cause of revocation,
entity identification number who has
reguested the revocation, and the
distinguished name of the CA who has
executed the revocation.
The CA shall provide adequate meansfor the | FCS CKM.3 | Cryptographic key access
authent!cny and integrity of the stored The security management shall support dedicated
revocation data. L
procedures for the backup and archiving of the
keys. These procedures shall ensure that
unauthorized persons can’t have access to the keys.
Refinement added.
A.9 Mapping of CC functional componentsto E - COFC functionalities
This clauses shows that each functional components maps to at least one E - COFC security functionality.
Table A.14 — CC to E - COFC mapping
No [ Component Name E - COFC reference(s)
1 FAU_GEN.1 Audit data generation 74.28,7442,7444,744.7
2 | FAU_GEN.2 | User identity generation 7441
3 |FAU_SAR1 | Auditreview 74413
4 |FAU_SAR.2 | Redtricted audit review 1424
5 |FAU_SAR3 | Selectable audit review 74413
6 |FAU SEL.1 Selective audit 74411
7 | FAU_STG.2 Guarantees of audit trail availability 74.4.8,84.25,9431
8 |FAU_STG.3 |Actionin caseof possible audit dataéoss | 7-4.4.10
9 FCO_NRO.2 Enforced proof of origin 7.4.13,743.2,84.21,84.23,9.4.3.2,9.4.4.2
11 | FCS_ CKM.1 Cryptographic key generation 748.1,7482,9.451
12 | FCS_CKM.2 Cryptographic key distribution 74.1.13, 7483, 7484, 7487, 8411, 94.11,
9.4.41,9.451,9.45.2,945.3
13 | FCS CKM.3 Cryptographic key access 7.4.85,9.45.1,9.45.2,9454
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Table A.14 — CC to E - COFC mapping (continued)

No | Component Name E - COFC reference(s)
14 | FCS CKM.4 Cryptographic key destruction 7.4.86,9454
15 |FDP_ACC.1 Subset access control 7422
16 |FDP_ACF.1 Security attribute based access control 14.22,7423,7425,74.26,74.27,7.4.2.10
17 | FDP_DAU.1 Basic data authentication 9.4.34
17.1 | FDP_IFC.1 Subset information flow control 74.6.4
17.2 | FDP_IFF.1 Simpl e security attributes 7.4.6.4
18 |FDPITT.1 Basic internal transfer protection 74.31,7.433
19 | FDP RIP.2 Full residual information protection 7.45.1
20 | FDP_SDI.1 Stored data integrity monitoring 7.4.6.2
21 |FDP_UCT.1 Basic data exchange confidentiality 7433
22 |FDP_UIT.1 Data exchange integrity 7431
23 |FIA_AFL.1 Basic authentication failure handling 7.4.1.6
24 | FIA_ATD.1 User attribute definition 74.14
25 |FIA_SOs.1 Selection of secrets 74111
26 | FIA_UAU.1 Timing of authentication 7411,7412,7421
27 |FIA_UAU.3 Unforgeable authentication 74.1.3
28 |FIA_UAUS5 Multiple authentication mechanisms 9411
29 | FIA_UAU.6 Re-authenticating 74.1.8
30 |FIA_UAU.7 Protected authentication feedback 74.1.12
31 |FIA_UID.1 Timing of identification 74.1.1,74.112
32 |FIA_USB.1 User-subject binding 744.1
33 |FMT_MOF.1 | Management of security functions behavior | 7.4.4.3
34 |FMT_MSA.1 | Management of security attributes 74.14
35 |FMT_MSA.2 | Secure security attributes Dependency of FCS_CKM.2
36 |FMT_MSA.3 Static attribute initialization 14.2.6
37 |FMT_MTD.1 | Management of TSF data 74.15,74.1.10,7.449
38 |FMT_SAE.1 | Time-limited authorization 74.1.7,74.113
39 |FMT_SMR.2 | Restricted security roles 1424
40 | FPR_ANO.1 | Anonymity 9421
41 |FPR_PSE.1 Pseudonymity 9421
42 |FPR_UNO.1 | Unobservability 9421
43 |FPT_AMT.1 | Abstract machine testing Dependency of FPT_TST.1
44 | FPT_FLS1 Failure with preservation of secure state Dependency of FPT_FLS.1
45 |FPT_ITC.1 Inter-TSF confidentiality during 7433
transmission
46 | FPT_ITI1 Inter-TSF detection of modification 7431
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Table A.14 — CC to E - COFC mapping (concluded)

No |[Component |Name E - COFC reference(s)
47 |FPT_ITT.1 Basic internal TSF data transfer protection | 7-4.3.1, 7.4.3.3

48 | FPT_RCV.1 Manual recovery 7471

49 |FPT_RPL.1 Replay detection 741374329442
50 |FPT_RVM.1 Non-bypassability of the TSP 7429

51 | FPT_SEP.1 TSF domain separation 74.111,7424

52 | FPT_STM1 Reliable time stamps 74.4.14,84.2.4

53 |FPT_TDC1 Inter-TSF basic TSF data consistency 8.4.1.2,84.25,9431

54 |FPT_TST.1 TSF testing 746.1

55 |FRU_FLT.1 Degraded fault tolerance 7474

56 | FRU_RSA.1 Maximum quotas 74.7.3

57 |FTA_SSL.1 TSF-initiated session locking 74.18

58 | FTA_TAB.1 Default TOE access banners 74.15

59 |FTA_TAH.1 TOE access history 74.15

60 |FTA_TSE.1 TOE session establishment 74.19

61 |FTPITC1 Inter-TSF trusted channel Dependency of FDP_UCT.1 and FDP_UIT.1
62 |PBC DYN.1 Dynamic control of audit 7.4.4.10,7.4.4.12

63 |PBC_NDD.1 | Notification of non-delivery 8.4.2.3

64 | PBC_BKP.1 Backup 7472

65 |PBC_SYN.1 Synchronization 7.4.4.14,943.1
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Annex B

Glossary

Common Criteria[for IT Security Evaluation]
Commercia Off The Shelf

Evaluation Assurance Level

Information Technology

National Institute of Standards and Technology
Protection Profile

Security Function

Security Function Policy

Security Target

Target of Evaluation

TSF Scope of Control

TOE Security Functions

TOE Security Policy
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CC

COFC

CS2 PPG

CS2 PPGR

E - COFC

E - COFC PP
E - COFC PPR
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